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Plan

m Background
» Research Group and Projects

m Why (and what) test and verification

m Model-based approach
» Finite State Machines (review)
* Interacting State Machines

m Verification=Model Checking (1st glance)
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Lecturers

Alexandre David

Brian Nielsen Arne Skou

... and guests CISS



Research Profile

Distributed Systems & Semantics Unit
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14 Prople [ VodowPoges S Doweiowd S Coerslr 4 Charnnte

Lo

H Vst e
'eleome to Basic Research in Computer Science ERICE @ Aalborg Trversky, We cover
bl teacking and research in a wide area of Computer science mchiding

Semantics and Theory of Comparation aad
Design and Implementation of Distributed Systems

| Elbticroson Powerfor_| s eziboncans |[EE Distibetnd Suct

Concurrency Theory
Foundation for system behavior

Networks and Opgrating Systems
Implementation agd construction
of platforms

Verification and Validation
Tools\for model checking

Embedded Systems Methodology
Methods for specification, design, analysis, testing ...
Industrial applications

Research Evaluation, Saeby, January 12, 2006 5
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Why CISS ?

= 809% of all software is
embedded

= Demands for
increased functionality
with
minimal resources

= Requires multitude of
skills

= Software construction
= Hardware platforms
= Control theory

= Comm. technology

= Goal:
Give a qualitative lift to
current industrial practice

CSS
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CISS Structure

Nordjyllands Amt
Aalborg Kommun
12 MDKK

AAU
12.75 MDK

Virksomhede
Institut for 12.75 MDKK

Elektroniske Systemer

Institut for
Datalogi

BRICS@Aalborg
Modelling and Validation;

Distributed Embedded Systems

Real Time Systems Communication;
Control Theory; HW/SW
Real Time Systems; Power Management
Networking.

Programming Languages;
Software Engineering




Partners

=  Aeromark = GateHouse = S-Card

= Analog Devices = Grundfos = Simrad

= Blip Systems = JAR Systems = Skov

= Danfoss = MAN B&W = SpaceCom

= Ericsson Telebit = Novo Nordisk TK Systemtest

= ETI = Motorola = TDC Totallgsninger
= Exhausto = Panasonic = Aalborg Industries
= FOSS = RTX Telecom
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Focus Areas

Applications

Home automation
Mobile robotter
Intelligente sensorer
Ad hoc netveerk

Mobiltlf
Audio/Video
Konsum elektr
Kontrolsystemer
Automobile

Methods
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Focus Areas

Model based development

IT In automation N
Ad hoc netveerk (&Q

Embedded and RT OS RT Java Lab
Audio/Video XSS

Q
Konsum elektr S . BN

. Q
N\
Kontrolsystemer %}

Resource Optimal Scheduling ¥t é

Intellingent sensor network

’ Methods
HW/SW Co-design / Design Space Exploration

TR %
O, 0% s &

«,5“  Embedded Securlty Testing and Verification

O Q ,o
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Local - Regional - National

DaNES

=  Danish Network for
Intelligent Embedded
Systems

= PARTNERS

CISS, IMM, MCI,
PAJ Systemteknik
GateHouse A/S
ICE Power

Skov A/S

Terma A/S

Novo Nordisk A/S
IO Technologies

= Funded by
Hgjteknologifonden

= Budget
CSS y 962 MDKK / 4 years



Local - Regional - National

Test og verifikation
Selvdiagnostisering og —reparation ’_\

-
Applikatio
(4]
w 0 q
()]
E Api/os |
y
[ Hw)
etvaerk \ /
Model domaene

Fysisk verden

Udviklingsproces

Indlejret og distribueret kontrol

Eksekveringsplatform
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Model Driven Development of Intelllgent Embedded Systems

| MoDES | Partners | Companies | Research Activities | Researchers | Events | Related Projects | Sponsors |

System Aspect
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! Differential E quations

Markov Modeals

Hybrid Sutornata
Mat Cabeul

Timed Sulonala
Synchronows Models
StateEvent Models

StateC hart

RT LML

sSDL

Combinatorial Logic
Higher Orrder Logs:

Concepts
Maodels

Matl_ak
Simulink

Stateflow
ditterbug

Heaactis TrusTima

HyTeah prsa

CheckhMate

E sterel
(e dody
LAAEa.40

Rhapsody

| viseaSTA TE

Teleogic

Warilog

ooyl
WHDL

SpecC

Tools

Java Ravenscar

RT Java

Canbus
PLC

~ Embedded Linus:

Scheduling
Windows CE
TimeTrigger

TCPAP

Blustooth

Ziglee

Technologies



Quasfmoo’o
Quantitative System Properties In
Model-Driven-Design of Embedded Systems

Computation resources

Communication bandwidth Power consumption

Service requirements
*Qo0S
*Availability
*Fault tolerance

YN EN N R YRNY Y-

Environment assumptions
*Timing constraints
*Hybrid behavior

*Arrival rates Costs Memory usage

Page 21




Complex Systems



A very complex system

Klaus Havelund, NASA



Spectacular software bugs
Ariane 5

The first Ariane 5 rocket was
launched in June, 1996. It used
software developed for the
successful Ariane 4. The rocket
carried two computers, providing
a backup in case one computer
failed during launch. Forty
seconds into its maiden flight, the
rocket veered off course and
exploded. The rocket, along with
$500 million worth of satellites,
was destroyed.

CENTER FOR INDLEJREDE SOFTWARE 5Y:

Ariane 5 was a much more
powerful rocket and generated
forces that were larger than the
computer could handle. Shortly
after launch, it received an input
value that was too large. The
main and backup computers shut
down, causing the rocket to veer
off course.



Rotterdam Storm Surge Barrier




Spectacular software bugs
U.S.S. Yorktown, U.S. Navy

. = When the sailor entered the

:)n 1998,t';]hef_UStS I.Orlfcm)[’vnt th mistaken number, the computer
ecame tne TIrst ship 1o test the tried to divide by zero, which isn't

US Navy's Smart Ship program. possible. The software didn't
The Navy planned to use off-the- check to see if the inputs were
shelf computers and software valid before computing and
instead of expensive U.S.S. generated an invalid answer that
Yorktown, courtesy of U.S. Navy was used by another computer.
custom-made machines. A sailor The error cascaded several

computers and eventually shut
down the ship's engines.

mistakenly entered a zero for a
data value on a computer. Within
minutes, Yorktown was dead in
the water. It was several hours
before the ship could move
again.

CENTER FOR INDLEJREDE SOFTWARE 5Y:



Spectacular software bugs
Moon or Missiles

. The United States established the Ballistic
Missile Early Warning System (BMEWS)
during the Cold War to detect a Soviet
missile attack. On October 5, 1960 the
BMEWS radar at Thule, Greenland detected
something. Its computer control system
decided the signal was made by hundreds of
missiles

= The radar had acSEUWAeLE] ¢ (=Te)
the Moon rising over the horizon.
Unfortunately, the BMEWS
computer had not been
programmed to understand what
the moon looked like as it rose in
the eastern sky, so it interpreted
the huge signal as Soviet
missiles. Luckily for all of us, the
mistake was realized in time.

CS
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Spectacular software bugs
Therac 25

The Therac-25 radiation therapy
machine was a medical device
that used beams of electrons or
photons to kill cancer cells.
Between 1985-1987, at least six
people got very sick after Therac-
25 treatments. Four of them _

The Therac-25 was withdrawn
from use after it was determined
that it could deliver fatal
overdoses under certain
conditions. The software would
shut down the machine before
delivering an overdose, but the
error messages it displayed were
so unhelpful that operators

_couldn't tell what the error was,

or how serious it was. In some

died. The manufacturer was—""1». s
confident that their softvx{rél_ré'" [+ cases, operators ignored the
made it impossible for|the| .= “message completely.

machine to harm patients. | [ :; g
n 5
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IEEE Computer, Vol. 26, No. 7, July 1993, pp. 18-41
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Spectacular Software Bugs
.... continued

INTEL Pentium Il floating-point division
470 Mill US $

Baggage handling system, Denver
1.1 Mill US $/day for 9 months

Mars Pathfinder



Why T&V?

= Errors in (Embedded)
software are extremely
expensive

e

¥

>~/

Michael Williams
Research Director, Ericsson,




*=&%E STOP: 0x0000000R (0x80Z2aab0Z, 0x00000002 , 0x00000000 , 0xFARAEX001C )

- 1804 2prt _ 5¥5
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D11 Basce
80100000
80200000
80267000
fag0o0o000
fagZz0000
fag40000
fage00D0D
fag&0000
fatadDOD
fafcODODD
£a940000
£a% 70000
£fa980000
£fa9c000D
£fa%9e0000
faal000oD
faal0ooD
faa&c00D0D

hddrecss
feldcdaec
fedcdars
feldcdbl10
feldcdbls
feldcdbh 3
feldcdbdd
feldcdbdc

Date S5tamp

2bel54c9
Z2bd49%628
Z2bd49%683
Z2bd4 9666
Z2bd4 9676
Zbdaab0D
Zbd4 966 £
2bd2cibe
2bddadce
Z2bd49%6c3
Zbd4%6df
Z2bd45712
2bd 12406
Z2bd5hb£d47?
2bd4 9678
2bd45%739
Zbd&efzaz
Zbd&e£d4d 80

Name
ntosgskrnl  exe
ncrc110._ =ys
scsidisk. sys
Floppy. 5%5

o T
i8042prt .
kbdclass.
Tideoprt.
Tga. 55
Mpf=s_ 5Y5
NDIS_ 5Y5S
TDI . 55
streams . =ys
MoSXNS . SYS
Parallel =y=
mup . Sys
SYrVv.Sys

vdy  =y=

D11 Bacse
B0 0000
B025c00d
B02a6000
fad10000
fag3 0000
fad50000
fadTon0nm
fad2 0000
fafb o0l
fafe0DDD
£a230000
£a250000
fadb 000l
faddonnm
fadf000m
faad 000l
faah0000
faaad0od

Date Stamp

Zbc153b0
Zbdd19688
Zbd496b 9
Zbd4 6dh
Zbdd4965a
Zbd5%ai2i
Zbd49671
Zbd49%638
Zbd4 364
Zbd496cd
Zbd41 2707
ZbdbhaTih
Zbd1 975
Zbd4192714
Zbd1969f
Zbd41971f
Zbd19271a
Zbd1973%

Name
hal _dll
ECETPORT

-5Y5

Fastfat =y=s

Hpf= Rec
Beep . 5Y5

-5Y5

SERMOVSE .
MOUCLASS .
NCRTIC22 .

M=f=s 5¥S
Ntf=s_ 5¥5S

wdlan. =ys

nbf. =y=
ubnb . 2y=
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Why T&V?

Michael Williams
Research Director, Ericsson,

Errors in (Embedded)
software are
extremely expensive

30-40% of
development time
spent on (often ad-
hoc) testing.

There is a enormous
potential for
iImproved methods
and tools.

“Time-to-market” can
be reduced through
earli verification and
performance analysis



Testing vs. Verification



Verification and Test

agram Designer - untiticd. var - [CD_PLAYER]
Ed» Eck Wew Ofgects Oob e Hiekn

@] & 22| o el Blms] ¥ v 7]

r_' - ER
| NP 55
L G shut_cd_ployer_dow
| | FEAER TCO_DANE

powarloft_key

i

Y NO_GD
 calsiecs cd_no_detect
i L _»{coprEssENT

D Spec

/* Wait for event: |u
void 0S_Wait(void)™ "

/* Operating system visualSTATE process. Mimics a OS process for a
* visualSTATE system. In this implementation this is the ===

* interfacing to the visualSTATE basic API.
void OS_VS_Process(void);

/* Define completion
unsigned char cc;

void HandleError(unsig

{

printf("Error code %c
exit(ccArg);
3

S ulate a
this is done is up to

/* In d-241 we only use
* system. It purpose is
* you.

*/
void OS_Wait(void)

/* lIgnore the parameters; just retrieve events from the keyboard
and
* put them into the queue. When EVENT_UNDEFINED is read from the
* keyboard, return to the calling process. */
SEM_EVENT_TYPE event;
int num;

LisLLIaLBIOLIOL
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Test versus Verification

Airbus ControlPanel- .- -

- gl D@

2" sequences of length n

Deadlock identified by
VERIFICATION

_ after sequence of
Beolink 2000

B N
c ss TL T3 T5 T1 .. T4 T3 msgs / < 1min. \)QQ??
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More complex systems

CISS



A simple program

Int x=100;

Process INC
do
II X<200 --> x:=x+1
od

Which values may
X take ?

Process DEC

do E<>(x>100)

o x>0 --> x:i=x-1 E<>(x>200)

od AL[1(x<=200)
E<>(x<0)

Possibly AL1(x>=0)

/

Always

Process RESET
do
2o x=200 --> x:=0
od

( INC || DEC || RESET )

Questions/Properties:

CISS



Another simple program

What are the possible final values of x ?

Iint x=0;
Process P int x=0:
do
X:i=x+1 Process P
10 times int r
do
CP 11 P) r:=x; r++; X:=r
10 times
CP 1l P) |
Atomic stm.

CISS



Model-based
Approach

N C omputer S clence CENTER FOR INDLEJREDE SOFTWARE SYSTEMER



Suggested Solution?

Model based

validation, verfication and testing
of software and hardware

CISS



Traditional Software
Development

@OJ

The Waterfall Model &

N

Area

: Analyse
@

) \Design $(O

A Coding\ S
&
Q.

¢ Costly in time-to-market and money
¢ Errors are detected late or never
¢ Application of models as early as possible




Introducing, Detecting

and Repairing Errors
Liggesmeyer 98

Analysis Cglu.&pmal Brogramming Cresign Test System Test Cperation
gign
50% ————— B kDM
. detected
mmoduced - !
el‘m?s EI‘I @) errots (in%) - cost of
0% — ) cormetion 20 kDb
4 perermt
(in DM}
% + L3 kDM
r
20% i T LO kD
!
F
A
0% .. TS5kDM
o Kl do=oooox oo os i 0 DM

1
Time [non-linear)
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Introducing, Detecting

and Repairing Errors
Liggesmeyer 98

Analysis Cglu.&pmal Brogramming Cresign Test System Test Cperation
sign
30% ————— B kDM
: detected R
immoduced - : !
ettors fin ] errots (in%) - . costof
0% — .+ cotmction T2 kDM
/. perermr
S (i DM)
% fn - L3 kDb
I'lI II'I
i i
206 - . ~- L0 kD
! '
2 1
; .
0% .. TS5kDM
o kel IEEEREEEE il i ' 0 DM

Time [non-linear)
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Model-Driven Development

e Analysis
/C/)O // IVaIidation
S i
)% : P
W7 Design Model Specification
P\ Verification & Refusal |
e O / -~ \/\
<\Q Ve \\ /\/l\)/_:\ ____________________________________________________________
_ Automatic
Automatic | a\tomatic Monitoring
Code generation Test generat
\4

Implementation
— et
estin S
g\Monltorlng
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Real-time Systems

¥ ol
m——
e LB
> @
[
-

. e
=
k]
»

SeNnsors

gacased

|

Plant/Env
Continuous

eRealtime Protocols
Pump Control
<Air Bags
*Robots
Cruise Control
*ABS
«CD Players
eProduction Lines

actuators

Controller Program
Discrete

Real Time System

A system where correctness not only
depends on the logical order of events
but also on their timing!!

CISS



Real-time Modeling

Plant Controller Program
Continuous Discrete

sSensors
Model of

actuators Tasks
(user supplied
/automatic?)

Model of

Environmen
(non-determi
User-supplied

CISS



Real-time Model-checking

Plant Controller Program
Continuous Discrete
Sensors
Model of
actuators Tasks

(user supplied
/automatic?)

Model of Bl ]
Environmen &‘ _Inputs
(non-determipistic/ m\n

User-supplied) S
@ outputs

K UPPAAL Model *




Real-time Controller Synthesis

Plant Controller Program
Continuous Discrete
sSensors
Synthesis of
Tasks/Scheduler
actuators automatic)
Model of

Environmen
(non-determi
User-supplied




Real-time Model-Based Testing

Plant Controller Program
Continuous Discrete

SeNnsors

| N
K actuators X
Conforms-to?

Test gene
(offline or _inputs @
online) wrt. m m
Design Model
outputs
K UPPAAL Model

CISS



Real-time Monitoring

Plant

Continuous

Model of
Environmen
(non-determi
User-supplied

Controller Program

Discrete
sensors
W/
a Model of
actuators Tasks

(user supplied

? !
Observed trace o ¢ M * /automatic?)

outputs

UPPAAL Model *

CISS



Models

m A model is a simplified representation of the real world.

m Used gain confidence in the adequacy and validity of a
proposed system

m Models selected aspects
m Removes irrelevant details

Model Realization

"implements??”

§£=s§§§§%

Ea

I 20 N 4 5 6 W a1 W00

CISS



Models

m Abstractions of the problem-space, not
solution space

m Domain Specific Modeling Languages
» Simulink/StateFlow
+ UML,

m Early exploration of design-alternatives
m Automatic transformation

#* Correctness-by-construction vs. Correctness-by-correction

CISS



Model-based vs. MDD

m Model Driven Development:

» Model Is the center of focus from analysis to
execution

» Model is gradually refined / transformed into
solution

m Model-based Development:

* (Unrelated) models used to support selected
development activities where appropriate

CISS



How?

Unified Model = State Machine!

Input
ports

CISS



Tamagotchi

Tick

ALIVE
Passive Feeding
4 I N\
A B
A
B Hedlth:=
Health-1

. Snack /

Discipline

A
Clean

N\

Health=0 or Age=2.000

DEAD

/

Health:=Health-1; Age:=Age+1
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SYNCmaster
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EETI| | RES] me, IMEI hegins here, before it isl
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L DCL (me, BTSreceived, IMEIR, 'Missing in the
— TO
waitInit3 rne Mobile_IC_t, © replaces context parameters ETS_PIDs(ETSreceive :TISBJ G5h boo..
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— — ___amulation Uutpul

SPIN CONTROL 3.1.3 — 16 March 1998 - File: p123 100Xty 1ine 41 "pan_in' (stats 16)
File.. | Edit.. | Run.. | Help | SPIN DESIGH VERIFICATION  Lines:15  Findt: 1ine 23 i o

Smtype = { msgl, msql, ack0, ackl };

ne b3 "never" (state 0} [printf {*HSC:

chan sender =[1] of { byte };
chan receiver=[1] of { hyte };

Meszage Sequence Chart

line &3 "pan_in" (stz

1 proctype Sender ()
[ byte any;
SR Save in:

:: sender?ackl -» hreak
¢ zenderfany /* lost *+/
S timeout /* retransmit */

fi
od;
do
: receiver Imsg0;
if
1 sender?ackl -» hreak
. sender?any /* lost */
. timeout /* retransmit +/
] fi
od; -
goto again
'
proctype Receiver ()
byte any;
agaln:
do

: receivertmsgl -» senderlackl; brezsk
:: receivertmsgl -» senderlack0

¢ receiverfany /* lost +/

od;

1?1V uuewz|oH p[eis ‘NIdS

=0 x| i
Swarmng: for p.o. reduction to he walid the never claim must he stutter-closed ine 6
(never claims generated from LTL formulae are stutter-closed)
pan: acceptance cycle (at depth 59)
pan: wrokte pan_in. trail
(Spin ¥ersion 3.1.3 -- 16 March 1998)
Warning: Search not completed
+ Partial Order Reduction
Full statespace search for:
never-claim +
assertion violations + (if within scope of claim)
acceptance  cycles + (fairness disabled)
invalid endstates - {disabled by newver-claim) B5
State-wvector 32 hyte, depth reached 67, errors: 1
35 states, stored (41 wisited) _ 65
£ states, matched ““'sl;”
4T transitions (= visited+matched) e E
1 atomic steps Py
hash conflicts: 0 {resolved) S
(max size 2°19 states)
2,542 memory usage ([Mbyte)
Smaller | Larger | Save in: msc.ps | Close | _| Preserve

Save in: pl2d.out Clear Close | | =k C I SS



VisualSTATE .
w Baan Visualstate, DTU (CIT project)
O

._-#Tf Beologic visualSTATE Classic Diagram Designer - untitled.vsr - [CD_PLAYER]

Fil= Edit “iew Objectz Options Window Help

w3 S| |25 of wlalee| BlmE| v [v| 7 K]

IEI #» CD_PLAYER =100 = I IF'mpert_l,l : Mane
& CO_FLAYER =
- - E exitfshut_cd_player_dolwn
H Ie ra rCh ICa.I State % PLAYER powerloff_key CD-DRIVE i)
S Stems E \ MOT_PLAYING :
y E Ioastoli}kfg;en
F I at State SySte m S ; é/\\:] cd | detect cd_no_detect
Multiple and inter- &I o
related state o o

[current_track <& last_track] / & |oad  key ! i DISPLAY

macC h Ines play_key [CD_PRESSENT]/ stop| key /

Current_“tack = first_track plar

SOLIRCE
Supports UML PLATING
entry { locate_track_start cd key /
: do f PLAY_TRACK iF
n Otatl O n + back_key 4 CTIME_PASS co_key
. . [c rr%nt_track !=t first_ﬁra k] /
Device driver e calkey
forward_ke ¥
access Gl e TIME_LEFT
L] | | L
Open the 'Compoze Transition' dialog |:-c =0, y=0 zoom=1:1 | L

CISS



Rha pSOdy Rhapsody
FemE [Logix

DSH she &Y QABRE BOD| > ¢ N fme THY =40

L AT

I a

kI ™ [

raerrasl

3 . - N

.* Fraerery_opl fima-+ I'r et ™

¢ i) Aileichefpraban
s el e 0

H (el s Y ety [ e

a B i DA vl [1E i s pdata it
o P s i ek by |

I Flinllh_bedifmlem Gena. i Brvsgiirs

o e o e

& - =

{ersidvabin = GT500)
|E|I'xll st ROOT oo noemal 1uhing, o

it edect = )
—_—)

Etm::!ﬂtmm =

MTIIAETEE-IE

b el
o
—J
B LA

[ T (e, 25021999 (320 M
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Eﬁimulatiun Oukput

=10ix|

[ame | W alue I

Tupe

RingBell

TILT

ESTEREL

eflexGameNormal.scg - ReflexGameNormal 20

nat Code Coverage Help

B X [0 o | | & Q[ 10 [wose

dlegca sy o

=10] x|

Gamelver

Go

Dizplay -

inkeger

aameM ormal. B emainingkd e

integer -

E.. ‘ .-’-'-.I:ubrevl ‘ Frir I_ ‘ (@]

ReflexGameMormal

Eﬁimulatinn Control

On_off? On_off/

MachineOM

Ty

Hame |

Walue

| Tupe

MEANM:integer

Cain

fDizplay[0), call ImtARND G enerator[)(]

Or_off

Ready

Game Over =%

Stop

zustain GameOwver

M5

Al |Inputs | Sensors | Return Signals |

—Cammands

s 1=

Reset | [ Keep Inputs

GAME

zignal RemainingM easures:integer,

"Current Session

x4

psures[MEASURE_MUMBER]

— Flayback Session

az| s 2| »| 3| speed

I EI QI [ Reset on Loading

v

I

PAUSE_LENGTH M5/

Display(?MEAN/MEASURE_NUMBER)]

— Durnp conkral

ningM easures > 0]/

— Waveform

Cutpuk File I

Configuration File I

Shatk

| )

Edit | Stom |

—Coverage

Cutpuk File I

[T Compact Coverage Files

[ | [% %

Shark: |
Stop |




EiuPPAAL2k

File Templates View Queries

rSystem Editor rSimuIatnr

|/Veriﬁer |

Options Processes Variabhles

M= E3

‘ Drag out 0 4"'“-@&“ -
RegNewGear?
Enabled Transitions SyzTimer:=0
F"'“Ge“?(t Initiate
(GearControltrans1 7, Clutch trans1) FromCear=0 O azo
. ==
{GearControltrans1 8, Engine trans ) ReqZeroToryue! Ope:&emh!
h\CCTimerFl] CCTimer:= Clutchls Open?
C
C CheckTorque ~ CheckCluich? Clutch Open2
GCTimer==158 i GCTimer==200
COTimer=250 GCTimer- 150,
TorqueZero? GCTimer==200
RegMNeu!
© Regeucear {::boljenﬁmr GCTimer:=0
‘ off H Next || Reset | ReglNeu!
CCTimer:=0 =CTimer=200, GCTimer-200,
Simulation Trace {::‘5 GCTimer==150 G CCTunerc:ISIJF
heckGearNeu
(i3ear, Gearl, Initial, Neutral, Closed) CCTimer==250 CHeuFrrox
(GearContral trans24, Interface trans11) CearNeu?
{Initiate, chkGearMR, Initial, Neutral, Clased :} GCTimer-150,
GCTi =200
(GearControltrans27) To Gear== Req Synchpeed imers
(ReqSyncSpeed, chkGearkR, Initial, Meutra foGeard
1 1 1 1
GearControl trans32, Engine transg Regfpeed! ¢ Timers=150
(GearCantrol trans32, Engine trans9) \GCT].mer:—l] OpenClutch! & ClutchlsOpen?
CheckSyncSpeed, chkGearMR, FindSpeed C £
( YNCSPEe, ' " C.c]mksmgpeed CCTimer=0~CheckCluich quuﬁhOpen ReqSetGearZ
GCTimer==158 GCTimer==200
CCTimer:150 ToGear=0
SpeedSet? Regfet!
C G CTimer:=0
ReqSeiCear RegSet!
RegSet!
e I GCTimer:=0  GCTimer=300, ¢ Timer-300,
CCT]'.merd=35|]ﬁGCTmr<=35|] A GCTimer:=0
Trace File: 'éheckCearSetl UGSetEnnr CheckCearSet? ToGear==0
Prev Replay GCTimer==350 GCTimer==350
Gearfiet? Close Clutch! CearSet? Close Clutch?
Clutchl: Clozed? GCTimer:=0
Load | Save ‘ Random o [ ze ﬁ']-.,e @ ]
ReqTorqueC ckCluichClosed CluichClose
' () CCTimer==200
\ GCTimer= 150,
Slow Fast . Reqfloryue! GCTimer<=200 GCTimer-150, |
T ="l x

1vVvddn
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NModel

FSM(O,
AcceptingStates(), Transitions(
t(0,ShowTitles(),1),

t(1,SortByFirst(),2),
t(2,SortByMostRecent(),3),
t(3,ShowText(),4)),
Vocabulary("'ShowTitles',"ShowText",

"SelectMessages","'SelectTopics',
"SortByFirst","SortByMostRecent'")
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‘State Explosion’
problem

: 3

4. 1,b / 2,b 1, 2.c
By(anes iy
3,a 4,a 3,b / & 4,b \ 3,C 4,c




VVS

Train Simulator visualSTATE

1421 machines
11102 transitions

2981 inputs BUGS ?
2667 outputs

3204 local states
Declare state sp.: 10™M476

o
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Modelling and Analysis

Software Model A

—

=

Requirement F

No!
Debugging Information

Yes,
Prototypes
Executable Code
Test sequences

Tools: UPPAAL, visualSTATE,
ESTEREL, SPIN, Statemate, FormalCheck,
VeriSoft, Java Pathfinder,...

CISS



Modelling and Anal‘ysis
BRIC

Software Model A

No!

S
G/ha/7 l
! Debugging Information

/CS\

=

. 4y, Yes
Requirement F 9oy ’
; l‘/;,hic Prototypes
O/ S Executable Code

Test sequences

Tools: UPPAAL, visualSTATE,
ESTEREL, SPIN, Statemate, FormalCheck,
VeriSoft, Java Pathfinder,...
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Most fundamentae
model in Computer Science:
Kleene og Moore

Finite State Machines

e Language versus behaviour
e Determinism versus non-determinism
e Composition and operations
e Variants of state machines
Moore, Mealy, 10 automater,

CISS



State Machines

0,1,2,0,1, 2,0, 1,

Model of Computation Modulo 3 counter

e Set of states

e A start state

e An input-alfabet

e A transition funktion, mapping
Input symbols and state to
next state

e One ore more accept states.

e Computation starts from start
state with a given input string
(read from left to right)

iInc iInc dec inc inc dec inc

/ inc inc dec inc dec inc dec inc

input string/v
CISS



State Machines

Variants

Machines may have
actions/output associated with
state— Moore Machines.

Inputstreng

\

iINnc iInc dec inc inc dec inc

inc

01212021
outputstreng/

CISS



State Machines

Inputstreng

\

Varianter inc inc dec inc inc dec inc

Machines may have
actions/output associated with
med transitions — Mealy
Machiner.

Transitions unconditional of
input (nul-transitions).

Several transitions for given
for input and state
(non-determinisme).

1212021
outputstreng/

CISS



State Machines

Variants

Symbols of alphabet patitioned
In input- and output-actions
(10-automata)

O! O! O! Inc? inc? 2! 2! dec? 1!

A

interaction

CISS



Interacting State
Machines

N C omputer S clence CENTER FOR INDLEJREDE SOFTWARE SYSTEMER



Home-Banking?

Int accountA, accountB; //Shared global variables
//Two concurrent bank costumers

Thread costumerl () { Thread costumer2 () {
int a,b; //local tmp copy int a,b;
a=accountA; a=accountA;
b=accountB; b=accountB;
a=a-10;b=b+10; a=a-20; b=b+20;
accountA=a; accountA=a;
accountB=b; accountB=b;

} ¥

m Are the accounts In balance after the
transactions?

CISS



Home Banking

pci pc

@ reacs, @ reads
3. =accounts, 3. =accounts,

é readB é readB
b:=accountB b:=accountB

é computing é computing
3:=3-10, 3.=3-20,
bo=hn+10 b =hn+20

é write s, é write s,
accountd =3 accountd =3

é writeB é writeB
accountB: =h accountB:=h

finished finished

A[] (pcl.finished and pc2.finished) imply (accountA+accountB==200)7?

CISS



Home Banking

Int accountA, accountB; //Shared global variables
Semaphore A,B; //Protected by sem A,B
//Two concurrent bank costumers

Thread costumerl O { Thread costumer2 () {
int a,b; //local tmp copy int a,b;
waitt(A); wairt(B);
wairt(B); waitt(A);
a=accountA; a=accountA;
b=accountB; b=accountB;
a=a-10;b=b+10; a=a-20; b=b+20;
accountA=a; accountA=a;
accountB=b; accountB=b;
signal (A); signal(B);
signal (B); signal (A);

} ¥

CISS



Semaphore FSM Model

Binary Semaphore Counting Semaphore

o Csiniticount |G

CISS



Composition

10 Automater (2-vejs synkronisering)

» &
(&) ®& ;5\
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Composition

10 Automater (2-vejs synkronisering)

h? k!
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Semap

mc1

it Al

wait_B!

a =accountsd

C

br=accountB

C

a=a-10,
bi=b+10

accountd =a

accountB:=b

sighal_Al

signal_B!

requesta.

requestb

critical_section

FelEases,

releaseB

finished

hore

wait_B!

wait_Al

A =Accounta,

b =accounts

a=a-20,
br=h+20

accounts =a

accountB:=h

signal_B!

signal_Al

requestb

requesta,

critical_section

releaseb

FElEasEA

finished

Solution?

mc1

mc2

hsem1

[requeatﬂx] [ requeatEl] [npen] [Dpen]

nait_A

1.
2.
3.

Consistency? (Balance)
Race conditions?

nait_B

regue st closed
| |

Deadlock?

1. A[] (ncl.finished and mc2.finished) imply (accountA+accountB==200) v
E<> mcl.critical _section and mc2.critical _section

2.
3.

A[] not (mcl.finished and mc2.finished) imply not deadlock

v



