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= Decidability
= Region Construction
= Reachability & Bisimulation Checking

= Symbolic Verification
= On-the-fly Exploration
= Zones and Difference Bounded Matrices (DBM)
= Clock Difference Diagrams (CDD)

= Verification Options
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@ ‘compatibility” between regions and constraints
@ ‘compatibility” between regions and time elapsing

~ an equivalence of finite index
a time-abstract bisimulation
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THM [AD90]

Reachability is decidable
(and PSPACE-complete) for
timed automata

THM [CY90]

Time-optimal reachability is decidable
(and PSPACE-complete) for

timed automata

clock y

A region

Successor
regions




It “mimicks” the behaviours of the clocks.




timed automaton region graph

L(reg. aut.) = UNTIME(L(timed aut.)) '




yv<1l,a,y:=0




finite bisimulation " O

timed automaton large (but finite) automaton
(region automaton)

LARGE: exponential in the number of clocks and in the
constants (if encoded in binary). The number of regions is
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= Model-checking
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= Bisimulation, Simulation
* Timed © ®*my_; Untimed ©
= Trace-inclusion
= Timed ® - Untimed © 4ce,



Modeling & Specification




Stopable

[10,20]




Communication via channels!

Stopable

[10,20]

id-"parameter”

list enqueue()
dequeue()
front()

River




Declarations
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o& Gate * Conference on Formal Description Technicques, pages 223-238, North-Holland. 1994,
-5 IntQueue oy
------ # Process azsignments
S System definition const N 5. 4/ # trains + 1

int[0,H] el Constants

chan appr, stop, go, leawve:

chan enpty, hotempty, hd, add, rem: Bounded IntegerS
A train-gate ] clock x: Channe|S
o Global declarations

EE Train CIOCkS
P e IEREEE
Arrays

:Jtraln-gate int[0,N] list[N], len, i:

Lo Global declarations
EIO& Train TypeS

mg--;ﬂteﬁl eclarations Fu nctlons

I?Trainl:=Train[el, 1) Templates
Traind:=Trainiel, 2): Processes

Train3d:=Trainiel, 3):

Traind:=Train(el, 4): SyStemS

F¥sLen
Trainl, Traing, Traini, Traind,

Hool, Beljing, 2654, queue: Kim Larsen [15]
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e UPPAAL Help
=4 GUI Reference
[+ ] Menu Bar
-4 Tool Bar UUPPAAL 12 a tool for modeling, walidation and werification of real-time systems. It 15 appropriate for
I:I 5_3-“5“3"“ Editor gystems that can be modeled as a collection of non-detenministic processes with finite control
g i'"ﬂ!amr structure and real-valued clocks (ie. titned automata), communicating through channels and (o)
+]- erifier . S . . P
E1-& Language Reference shared data structures. T}.rpn::E.ul app]llcau!:un.araas include reall-’r.,:lme controllers, communication
=4 System Description protocols, and other systems in which tirming aspects are critical
|":| Declarations
[~ | Templates The UPFAAL tool consists of three main parts:
- Parameters _ _
(¥ ) System Definition # a graphical user interface {GUT),
~# Priorities # a verification server, and
- # 5cope Rules # a comtnand line tool.
Lo Semantics
#- | Requirement Specificatio
-] Expressions The GUI 15 used for modelling, simulation, and werfication. For both simulation and verification, the
- Reserved Keywords GUI uses the verification server. In simulation, the server iz used to compute successor states. The
""" # Command Line Options command line tool is a stand-alone verifier, appropriate for e g batch verifications.
------ # File Formats
""" ® New Features IWare information can be found at the UPPAAL web site: http: / /fwnma, uppasl. com
Kl | B




= Validation Properties
= Possibly: E<> P

= Safety Properties
= |pvariant: All P
= Pos. Inv.: E[] P

= Liveness Properties
= Eventually: A<> P
= Leadsto: P> Q

= Bounded Liveness
= Leads to within: P->_ . Q
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clock y

Theorem
The number of regions is n! - 2% - [[,co{2¢c: 4+ 2).




clock y A zone /:
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Init -> Final ?

INITIAL Passed := @;
/ PW .\ Waiting := {(ng.Zy)}

/Waiting \ Final

REPEAT

UNTIL Waiting = @

return false
Passed /




Init -> Final ?

INITIAL Passed := @;
/ PW .\ Waiting := {(ng.Zy)}

/Waiting \ Final
REPEAT
pick (n,Z) in Waiting
0% 0
O O
O O
00O OQ UNTIL Waiting = @

O _ return false
K\ Init Passed /




Init -> Final ?

INITIAL Passed := @;
/ PW . —-— +‘\ Wa|t|ng = {(n01ZO)}

, Final’ REPEAT
‘ pick (n,Z) in Waiting
O O if (n,Z) = Final return true

00 O UNTIL Waiting = @

O _ return false
K\ Init Passed /




Init -> Final ?

INITIAL Passed := @;
Waiting := {(Ng,Zy)}

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,2)—>(n',Z2):
if for some (n',Z") Z'c Z” continue

UNTIL Waiting = @
return false




Init -> Final ?

INITIAL Passed := @;
Waiting := {(Ng,Zy)}

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,2)—>(n',Z2):
if for some (n',Z") Z'c Z” continue
else add (n’,Z’) to Waiting

UNTIL Waiting = @
return false




Init -> Final ?

Final

INITIAL Passed := @;
Waiting := {(Ng,Zy)}

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,2)—>(n',Z2):
if for some (n',Z") Z'c Z” continue
else add (n’,Z’) to Waiting
move (n,Z) to Passed

UNTIL Waiting = @
return false



Init -> Final ?

/Waiting \ Final

INITIAL Passed := @;
Waiting := {(Ng,Zy)}

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,2)—>(n',Z2):
if for some (n',Z") Z'c Z” continue
else add (n’,Z’) to Waiting
move (n,Z) to Passed

UNTIL Waiting = @
return false
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= Difference Bounded
Matrices (DBMs)

= Minimal Constraint
Form
[RTSS97]

* Clock Difference
Diagrams
[CAV99]




Inclusion
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Init -> Final ?




Init -> Final ?




CDD-representations

Y .
Z s w] = Nodes labeled with
3 Rﬁ§ -
; §§“ ) dlffe_rences |
y SRS ek R = Maximal sharing of
T23456 ) substructures (also across
Tre different CDDs)

(b) . .
= Maximal intervals

= Linear-time algorithms for
set-theoretic operations.

I

= NDD’s Maler et. al
= DDD’s Mgller, Lichtenberg

1 234056

(e}

True




A Clock Difference Diagram (CDD) is a di-
rected acyclic graph consisting of a set of
nodes V and two functions type : V' —7 and
succ 1 V —2Z%V such that:

e V has exactly two terminal nodes called
True and False, where type(True) = type(False) =
(0,0) and succ(True) = succ(False) = 0.

e all other nodes n € V are inner nodes,
which have attributed a type type(n) € T
and a finite set of successors succ(n) =
{(Il,ﬂ;l) (Ik,ng)} where (Ii,ni) € ITx




For each inner node n, the following must
hold:

e the successors are disjoint: for (I,m),(I',m') €
succ(n) either (I,m) = (I’ m') or INI' =

0,
e the successor set is an R-cover: U{I|Fm.n =
m} = R,

e the CDD is ordered: for all m, whenever
n % m then type(m) C type(n)




Further, the CDD is assumed to be reduced,
i.e.

e it has maximal sharing: for all n,m € V,
whenever succ(n) = succ(m) then n = m,

e it has no trivial edges: whenever n i}» m
then I # R,

. . I
e all intervals are maximal: whenever n —»

mon -2 mthen Iy = I, or I; UL, & T
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Let t be a type and S = {(I1,n1),... (Ir,ng)}
a successor set. We want to extend a given
CDD C = (V,type,succ) with a node n with

these attributes.

MN(t,S):

if (3n € V.itype(n) = t A succ(n) = S)

then return n

else

=V uU{n} // n fresh

type := type U {n — t}
succ := succU {n — S}
return n MN in “con

endif

S




SPACE PERFORMANCE

Percent

@ CDD

m Reduced CDD
O CDD+BDD
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I ARTIST Design PhD School, Beijing, 2011 Kim Larsen [52]




union(ni,n>)
if n1 = True or no = True then return True

elseif n1 = False then return no
elseif ny, = False then return nq
else
if type(n1) = type(np) then
return MN(type(nl), {(I1 N I,
union(ny,nb)) | n1 —2 nj,np =2 nb, I N I 7 0})
elseif type(n1) C type(np) then
return MN(type(nl), {(I4, union(n"l,ng)) | nq il} n’l})
elseif type(no) C type(nq1) then
return MN(type(ng), {(I2, union(ni,n})) | no LN n’z})
endif
= endif




complement(n)
if n = True return False
elseif n = False return True
elseif return MN (type(n), {(I,complement(m)) | n ER m})
endif




Single zones may be represented as single
path CDD’s in the obvious manner.

It may be advantageous to represent zones
using a minimal set of constraints (see [RTSS97]).

subset(D,n) // D const. sys., n CDD-node
if D = false or n = True then return true
elseif n = False then return false
else return A ; subset(D A In), m)
) n—>1M
endif

where I, is the constraint X; — X; € I if
type(n) = (4, 7).




TIME PERFORMANCE

m Reduced CDD
O CDD+BDD

@m CDD

© O < o

1U92J39d




DDD: Andersen et al.
= NDD: Asarin, Bozga, Kerbrat, Maler, Pnueli, Rasse.
IDD: Strehl, Thiele.

Recent work on fully symbolic engine for TA:

= Georges Morbe, Florian Pigorsch and Christoph Scholl:
Fully Symbolic Model Checking for Timed Automata.
CAV 2011.
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Cycles:
Only symbolic states
involving loop-entry points
need to be saved on Passed list







Question:
GeR?

How to use:
GeO?
GelU?

Declared State Space GeU = GeR
-(Ge O) = +(Ge R)



i_Convex Hull!

TACASO04: An EXACT method performing
as well as Convex Hull has been
developed based on abstractions

taking max constants into account
distinguishing between clocks, locations and < & >
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Forward Symbolic Exploration

y =0, TERMINATION
PTr .= 0 not
x> 1Ay = garanteed
y =
(y < 1)
94
g

Need for

Finite
Abstractions

o 1 2 3 4

5! x
ARTIST Design PhD School, Beijing, 2011 Kim Larsen [67] u B a



a: P(RSg) — P(RZy) such that W C a(W)

LW) = (0, W)
(L, W) =a (U, a(W'))

if W = a(W)

We want =, to be:
- sound & complete wrt reachability
- finite
- easy to compute
- as coarse as possible



Let k be the largest constant appearing in the TA




But y>10° is not RELEVANT in I,




ki may be found as solution to
simple linear constraints!

Active Clock Reduction:
kll - 'OO



Experiments

Constant Global Active-clock Local
BIG Method Reduction Constants
10° 0.05s/1MB 0.05s/IMB | 0.00s/1MB
Naive Examole 107 4.78s/3MB 4.83s/3MB | 0.00s/1MB
¢ mAdmpre 107 484s/13MB | 480s/13MB_| 0.00s/IMB
10° stopped stopped 0.00s/1MB
10° 3.24s/3MB 3.26s/3MB | 0.01s/IMB
Two Processes 107 598 1s/9MB 5978s/OMB | 0.37s/2MB
10° stopped stopped 72s/SMB
10° 0.01s/1MB 0.01s/IMB | 0.01s/1MB
Asymmetric 107 2.20s/3MB 2.20s/3MB 0.85s/2MB
Fischer 10° 333s/19MB 333s/I19MB | 160s/13MB
10°  [[33307s/122MB|33238s/122MB|16330s/65MB
Bang & Olufsen | 25000 stopped 159s/243MB | 123s/204MB

ARTIST Design PhD School, Beijing, 2011

Kim Larsen [72]




[Behrmann, Bouyer,

Lower and Upper Bounds Larsen, Pelanek 04]
y=1
v uh
C M)
Y~
r > V\T < 10° i
(1) () i
12 1011 10° x
k! =108

Given that x<10° is an upper bound implies that
(I,vy,Vvy) simulates (I,v',,v,)

whenever v',> v,.> 10.

For reachability downward
closure wrt simulation

ARTIST Design PhD School, Beijing, 2011 Ki

suffices!



#

is the largest relation satisfying

1. it (-EJ], ) % (Eg, 1-""2) then -E.Jl = fg
2. if (€1,11) = (€2,12) and (£1,11) — (€1, 1), then there exists (5, 1/5) such
that (f5,vs) —— (05, vh) and (05, 0] < (05, v))
W2, V2] W20 Vo) tl*ali"\t.& 2/
3. 4f (£1,v1) = (Lo, vy) and (£, 1) —— E( (£1,v1 + &), then there exists ' such
| 5’
that (fa,v2) —2Ls (€5, 09 + &) and (1,11 + 8) < (o, v2 — &)
Proposition

If (£,v1) < (L,v2) and if a diserete state €' is reachable from (£,vy),

then it is also reachable from (£,vs).



M(z): the maximum constant k& with = ~ k,
L(z): the maximum constant k with z{>, >}k,
U(x): the maximum constant k with z{<, <}k.

Vo € X :either v(z) =v'(z) or (v(z) > M(x) and v/'(z) > M(x))

] either v'(r) = v(r)
v <pu v & for each clock =, ¢ or L(z) < v'(r) < v(z)
or U(x) <v(x) < v(x)
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Z) AEztrapy (£) xtrapolation

A=, (Z) T AExtrayy (Z)
7 |I w LU
T — o) T T =017 T




Fischer

CSMA/CD

Classical Loc. dep. Max Loc. dep. LU Convex Hull
-nl -n2 -n3 -A

Model Time States Mem | Time States Mem | Time States ©Mem | Time States  Mem
5 4,02 82,685 5 0.24 16,080 3 0.03 2,870 3 0.03 3,660 3
6 HO7.04 1,489,230 40 6.67 158,220 T 011 11,484 31 0,10 14,658 3
17 362,67 1,620,542 46 047 44,142 31 046 hE,252 b
18 211 164,528 & 2.08 208,744 1z
19 8.76 HOB,6R2 191 o011 764,074 390
10 37.26 2,136,980 68 | 3013 2,676,150 143
111 16244 7,510,382 268

ch 0.55 27,174 3 0.14 10,560 3 0.02 2,027 31 0.03 1,661 3
cb 19.39 287,109 11 3.63 87,077 5 0.10 6,296 3 0.06 4,986 3
o7 105,35 813,024 20 0.28 18,205 a1 022 14,101 4
c8 0.08 50,058 5| 0.66 38,060 T
cd 2.80 132,623 12 | 1.89 00,215 17
cl0 §.42 3414562 20 | 548 261,758 49
cll 24,13 850,265 76 | 15.66 525,225 138
cl2 68.20 2,122,28@ 202 | 4310 1,525,536 304
bus 102,28 6,727,443 303 | 66.54 4,620,666 264 | 6201 4,317,920 246 | 45,08 3,826,742 324
philips 0.16 12,823 3 0.00 6,763 3 0.09 6,500 31 0.07 5,002 3
sched 17.01 020,726 T6 | 15.00 700,917 hE 12.85 610,351 h2 | Bh.41 3,636,A7T6 427




= Sharing among symbolic states
= |ocation vector / discrete values / zones

= Distributed implementation of UPPAAL
= Symmetry Reduction
= Sweep Line Method

= Guiding wrt Heuristic Value
= User-supplied / Auto-generated

= Slicing wrt “C” Code



Protocol analysed in UPPAAL by
Leslie Lamport
CHARME'05




Protocol by
W™ Leslie Lamport
TR P



(leader,hops)

(2,0) (1,0)

(0.0)

(3.0)



(2,0)

(0.0)

(3.0)



(src,dst,leader,hops)






(2,0) - (1,2,1,0) (1,0)













(1,1 (1,0)

(0.0)

(1.1)



(1.1)



(0,1) (0,1)

(0.0)

(0.2)
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timeout
timer




Claim to be verified
Correct leader is known at a node / after

t(i) = Aro + Dippay + di.AMDELAY

A model checking problem

IMP E O (i) 1(i)=L(i)
for all i.



Thanks for the spec.
It seems to run fine.
As expected, it"s 2 or
3 orders of magnitude
taster than TLC. 1I™m
wondering 1f your
algorithms could be
used for checking
specs written in a
higher level Ilanguage
like TLA+.

S8 =) =




/0

| timeout ; timeout +A . .|

10,4
Per process
aist.: N

leader,: Node

timeout.: N

Static
Topology : Node x Node — B Message

src: Node

dst: Node
leader: Node

hopss: N




d

msg.SEC = Sro;
msg.dst = dst;
msg. leader = leader;

msg.hops = hops;

~han =end;
mhan receive[N];

=y £ shared;

const int link[N][N] =
P 0,1,1 1},
P 1,0,1 1},
P 1,1,0 %

d

roid setMsg(msg t &wsg, id t sre, id t dst, id t leader, int[0,N]

hops)

L:unst int N = 3;
const int MDELAY = 3;
const int TDELAY = 5;
const int TO = 10;

typedet int[0,N-1] id t;
typedef struct
d

id £t sro;

id t dst;

id t leader;

int[0,N] hops;
I msg £

1:




x <= MDELAY

—@)—

send? receive[msg.dst]!
msg = shared, shared = msg
Xx=0

*
o ]



elid]

¥ = timeout()
set(id, 0),

= next(0, N),

w =10

receive[id]?

¥ <= fimeout() + TDELAY

| <]
send|

sefVisg(shared, id, i, leader, hops),
| = next(l + 1, N

e

worse(shared)

. lworse(shared)

src = shared src,

R
sendl
setMsg(shared, id, i, leader, hops)
| = next(i+1, src)

set(shared. Ieader shared.hops + 1),

| = next 0, src),



id £ leader = id;
int[0,N] hops;
clock x;

int[0,N] i;

id £ sre;

roid set(id £ 1, int[0,HN] h)

d
leader = 1;
hops = h;

int[0,N] next(int[0,N] i,int[0,N] src)
d
while (i
{
it+;
i

return i;

int[0,1000] timeout()
{

if [hops > 0}
return T2 + TDELAY + hops * MDELAY;

return ToO;

hool worse (const meg £t emsg)

{

return msg. leader > leader || msg.leader

== leader && wsg.hops > hops;

< N &£& [(!'link[id][4i] || i == =sre))

}
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receive[msg.dst]: Message(3) --= N1
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shared.src =2

shared.dst = 1
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= Reducing the number of active variables

= |f variable is never used until next reset,
then the value does not matter.

= Symmetry of message processes

= The message processes are symmetric: It
does not matter which is used to transfer a
message.



