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Overview

 Decidability
 Region Construction Region Construction
 Reachability & Bisimulation Checking

 Symbolic Verification
 On-the-fly ExplorationOn the fly Exploration
 Zones and Difference Bounded Matrices (DBM)
 Clock Difference Diagrams (CDD)g ( )

 Verification Optionsp

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [2]



Reachability ?

a b
OBSTACLE:

c

Uncountably infinite
state space

c

Reachable from initial state (L0 x 0 y 0) ?

locations clock-valuations
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Reachable from initial state (L0,x=0,y=0) ?



The Region Abstraction
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Time Abstracted Bisimulation
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Regions – From Infinite to Finite

SSS

Reset
region

THM [AD90]

+

Successor 
Regions

Successor 
Regions

Successor 
regions

Reachability is decidable
(and PSPACE-complete) for
timed automata

THM [CY90]
Time-optimal reachability is decidable
(and PSPACE-complete) for
timed automata A regiontimed automata
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Region Graph
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Region Automaton = 
Finite Bisimulation Quotiont
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An Example
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Region Automaton

l h b f l k d hLARGE: exponential in the number of clocks and in the 
constants (if encoded in binary).  The number of regions is

| |(2 2) | !| 2 X
x

x X

M X
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Fundamental Results

 Reachability y
 Model-checking

 TCTL  ; MTL  ; MITL TCTL  ; MTL  ; MITL 
 Bisimulation, Simulation

Ti d  U ti d Timed   ; Untimed 

 Trace-inclusion
 Timed   ; Untimed 
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UPPAALUPPAAL
Modeling & Specification



Train Crossing

StopableStopable
Area
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Train Crossing

St bl

Communication via channels!

Stopable
Area

Crossing

[10,20]
[3,5]appr

stop
leave

g

[7,15]

River
Gate

list

go
enqueue()
dequeue()

id-”parameter”
Gatefront()
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Declarations

Constants
Bounded integers
Channels
Cl kClocks
Arrays
Types
Functions

Templates
Processes
SystemsSystems
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UPPAAL Help
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Logical Specifications

 Validation Properties
 Possibly: E<> P The expressions P and

 Safety Properties
 Invariant: A[] P

The expressions  P  and 
Q  must be type safe, 
side effect free, and 

l b l
[]

 Pos. Inv.: E[] P

 Liveness Properties

evaluate to a boolean.

Only references to Liveness Properties
 Eventually: A<> P
 Leadsto: P  Q

Only references to 
integer variables, 
constants, clocks, and 

 Bounded Liveness
 Leads to within: P ≤ t Q

locations are allowed 
(and arrays of these).
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Symbolic Verification

The UPPAAL 
Verification EngineVerification Engine



Regions – From Infinite to Finite

+
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Zones – From Finite to Efficiency

A zone Z:  
1≤ x ≤ 2   Æ 
0≤ y ≤ 2   Æ 
x - y ≥ 0
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Zones - Operations

y y y

(n,  2≤x≤4 Æ
1≤y≤3 Æ y-x≤0  )

(n,  2≤x Æ
1≤y Æ  -3≤ y-x≤0  )

(n,  2≤x Æ
1≤y≤3 Æ y-x≤0  )

x x xDelay Delay (stopwatch)

y y y(n,  x=0 Æ 1≤y≤3  ) (n,  2≤x≤4Æ 1≤y   )

2
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x x xReset Extrapolation Convex Hull
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Symbolic Transitions

y
1<=x<=4
1<=y<=3 y

1<=x, 1<=y
-2<=x-y<=3

delays to

x

y

x
x>3

conjuncts to
y 3<x, 1<=y

-2<=x-y<=3

y

a

y:=0 j t t

x
3<x, y=0

x
a

y: 0 projects to
, y
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Forward Reachability

Init -> Final ?

Waiting Final

INITIAL Passed := Ø;
Waiting := {(n0,Z0)}

REPEAT

PW

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,Z)(n’,Z’):( , ) ( , )

if for some (n’,Z’’) Z’ Z’’ continue
else add (n’,Z’) to Waiting
move (n,Z) to Passed

PassedInit

UNTIL Waiting = Ø
return false
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Forward Reachability
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Waiting
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Forward Reachability
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Forward Reachability
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Forward Reachability
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Symbolic Exploration

yy

xx

Reachable?Reachable?

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [30]



Symbolic Exploration
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Delay

Reachable?Reachable?
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Symbolic Exploration
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Left

Reachable?Reachable?
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Symbolic Exploration
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Symbolic Exploration
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Symbolic Exploration
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Symbolic Exploration
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Symbolic Exploration

yy

xx

Delay

Reachable?Reachable?
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Symbolic Exploration

yy

xx

Down

Reachable?Reachable?
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Datastructures for Zones

 Difference Bounded 
Matrices (DBMs)

-4

( )

 Minimal Constraint 

x1 x2
4

2
2

3 3 -2 -2

Form 
[RTSS97]

x3x0

2

5
1

 Clock Difference 
Diagrams 

[CAV99]
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Inclusion Checking (DBMs)
Bellman 1958, Dill 1989

Inclusion
x x

x<=1
y-x<=2
z-y<=2

9

D1 0

x

y

1 2

29

Graph
Shortest

Path
Closure 0

x

y

1 2

5

3
4

z<=9 z 29

? ?
z 25

x<=2
y-x<=3
y<=3

3

D2

0

x

y

2 3
3Graph

Shortest
Path

Closure 0

x

y

2 3
3

6
z-y<=3
z<=7 z 37

Closure

z 36
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Future (DBMs)

y y

1 4

D
x x

Future D

1<= x <=4
1<= y <=3 1<=x, 1<=y

-2<=x-y<=3

0

x4

-1

3

Shortest
Path 

Closure

Remove
upper

bounds

x

-1
30

x

-1
30

4

3

y-1

Closure bounds
on clocks

y-1
2

y-1
2
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Reset (DBMs)

yy

D

y

{y}D
xD

1<=x, 1<=y
-2<=x-y<=3

x
{y}D

y=0, 1<=x

x

-1
3

Remove all
bounds 

x

-1
0

y-1
2

0 involving y
and set y to 0

y0

0
0
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Clock Difference Diagrams



Earlier Termination

Init -> Final ?

Waiting Final

INITIAL Passed := Ø;
Waiting := {(n0,Z0)}

REPEAT

PW

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,Z)(n’,Z’):( , ) ( , )

if for some (n’,Z’’) Z’ Z’’ continue
else add (n’,Z’) to Waiting
move (n,Z) to Passed

Z’ Z’’

PassedInit

UNTIL Waiting = Ø
return false

Kim Larsen [44]ARTIST Design PhD School, Beijing, 2011



Earlier Termination

Init -> Final ?

Waiting Final

INITIAL Passed := Ø;
Waiting := {(n0,Z0)}

REPEAT

PW

REPEAT
pick (n,Z) in Waiting
if (n,Z) = Final return true
for all (n,Z)(n’,Z’):( , ) ( , )

if for some (n’,Z’’) Z’ Z’’ continue
else add (n’,Z’) to Waiting
move (n,Z) to Passed

Z’ Z’’

PassedInit

UNTIL Waiting = Ø
return falseZ’∪ Zi

Kim Larsen [45]ARTIST Design PhD School, Beijing, 2011



Clock Difference  Diagrams
= Binary Decision Diagrams + Difference Bounded Matrices

CAV99

CDD-representationsCDD-representations

 Nodes labeled with 
differences

 Maximal sharing of 
substructures (also across 
different CDDs)

 Maximal intervals
 Linear-time algorithms for 

set-theoretic operations.

 NDD’s Maler et. al

 DDD’s Møller, Lichtenberg

Kim Larsen [46]ARTIST Design PhD School, Beijing, 2011



Clock Difference Diagrams I
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Disjoint & Ordered
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Reduced
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Clock Difference Diagrams
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Makenode
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Union
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Complement
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Zones, CDD, Subset
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TIME PERFORMANCE
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Related & Recent Work

 DDD: Andersen et al.
 NDD: Asarin, Bozga, Kerbrat, Maler, Pnueli, Rasse.NDD: Asarin, Bozga, Kerbrat, Maler, Pnueli, Rasse.
 IDD: Strehl, Thiele.

 Recent work on fully symbolic engine for TA:
G b l h d Ch h S h ll Georges Morbe, Florian Pigorsch and Christoph Scholl: 
Fully Symbolic Model Checking for Timed Automata.
CAV 2011.

Kim Larsen [57]ARTIST Design PhD School, Beijing, 2011



Verification Options



Verification Options
Search Order

Depth First
Breadth First

St t S R d tiState Space Reduction
None
Conservative
Aggressive

St t S R t tiState Space Representation
DBM
Compact Form
Under Approximation
O A i tiOver Approximation

Diagnostic Trace
Some
Shortest
F t tFastest

Extrapolation
Hash Table size
RReuse

Kim Larsen [59]ARTIST Design PhD School, Beijing, 2011



State Space Reduction

Cycles:
Only symbolic states
involving loop-entry pointsinvolving loop entry points 
need to be saved on Passed list

Kim Larsen [60]ARTIST Design PhD School, Beijing, 2011



To Store or Not To Store
Behrmann LarsenBehrmann, Larsen, 

Pelanek 2003

117 states117 statestotal
→

81 statesentrypoint
→

9 states9 states

Time OH
less than 10%

Audio Protocol

less than 10%

Audio Protocol

Kim Larsen [61]ARTIST Design PhD School, Beijing, 2011



Over/Under Approximation

Question:
G ∈ R ?O

R G
I U How to use:

G ∈ O ?G ∈ O ?
G ∈ U ?

Declared State Space G∈ U  ⇒ G∈ R
¬(G∈ O) ⇒ ¬(G∈ R)

Kim Larsen [62]ARTIST Design PhD School, Beijing, 2011



Over-approximation
Convex Hull

y

3

5

x1 3 5

1

Convex Hull

TACAS04: An EXACT method performing
as well as Convex Hull has been

ARTIST Design PhD School, Beijing, 2011 63

as well as Convex Hull has been 
developed based on abstractions 
taking max constants into account

distinguishing between clocks, locations and ≤ & ≥



Under-approximation
Bitstate Hashing

Waiting Finalm,U

n,Z

Passed
Init

n,Z’

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [64]



Under-approximation
Bitstate Hashing

Waiting Finalm,U
Passed=

Bitarray

1

0

n,Z
1

0 UPPAAL
4 - 512 Mbits4 512 Mbits

Hashfunction
F

Passed
Init

n,Z’

0

11

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [65]



Extrapolation

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [66]



Forward Symbolic Exploration

TERMINATIONTERMINATIONTERMINATION
not 

garanteed

TERMINATION
not 

garanteed

Need forNeed forNeed for
Finite

Abstractions

Need for
Finite

Abstractions

Kim Larsen [67]ARTIST Design PhD School, Beijing, 2011



Abstractions

We want  ⇒a to be: 
- sound & complete wrt reachability
- finite
- easy to compute 

ibl- as coarse as possible

Kim Larsen [68]ARTIST Design PhD School, Beijing, 2011



Abstraction by Extrapolation
[Daws,Tripakis 98]

Let k be the largest constant appearing in the TA

* *

x1 x2
>k

<-k* * *

x1 x2

∞

-k* * * *

x3x0

< k
*

*

* *

* x3x0

k
*

*

* *

*

Sound & Complete
Ensures Termination Kim Larsen [69]ARTIST Design PhD School, Beijing, 2011



Location Dependency [Behrmann, Bouyer, 
Fleury, Larsen 03]

kx = 5 ky = 106kx = 5 ky = 106

Will generate all symbolic states of the form

(l2 x∈ [0 14] y∈ [5 14n] y-x∈ [5 14n-14])

Will generate all symbolic states of the form

(l2 x∈ [0 14] y∈ [5 14n] y-x∈ [5 14n-14])(l2, x∈ [0,14] , y∈ [5,14n] , y x∈ [5,14n 14])

for n ≤106/14 !!   

(l2, x∈ [0,14] , y∈ [5,14n] , y x∈ [5,14n 14])

for n ≤106/14 !!   

But y≥106 is not RELEVANT in l2
Kim Larsen [70]ARTIST Design PhD School, Beijing, 2011



Location Dependent Constants

kx = 5 ky = 106kx = 5 ky = 106

kx
i = 14  for i∈{1,2,3,4}kx
i = 14  for i∈{1,2,3,4}

kj
i may be found as solution to 

simple linear constraints!
ky

i = 5  for i∈{1,2,3}
ky

4 = 106
ky

i = 5  for i∈{1,2,3}
ky

4 = 106

p

Active Clock Reduction:
kj

i = -∞

Kim Larsen [71]ARTIST Design PhD School, Beijing, 2011



Experiments

Kim Larsen [72]ARTIST Design PhD School, Beijing, 2011



Lower and Upper Bounds
[Behrmann, Bouyer, 

Larsen, Pelanek 04]

kx
l = 106kx
l = 106

xx

Given that x≤106 is an upper bound implies thatGiven that x≤106 is an upper bound implies that

(l,vx,vy) simulates (l,v’x,vy)

whenever v’x≥ vx≥ 10.

(l,vx,vy) simulates (l,v’x,vy)

whenever v’x≥ vx≥ 10.

Kim Larsen [73]ARTIST Design PhD School, Beijing, 2011

For reachability downward
closure wrt simulation

suffices!



Simulation

is the largest relation satisfying

Proposition

Kim Larsen [74]ARTIST Design PhD School, Beijing, 2011



Maximal Bounds

Kim Larsen [75]ARTIST Design PhD School, Beijing, 2011



Maximum Bounds Abstraction

Kim Larsen [76]ARTIST Design PhD School, Beijing, 2011



Extrapolation Using Zones

Classical

Diagonal Extrapolation

LU

Diagonal w LU

Kim Larsen [77]ARTIST Design PhD School, Beijing, 2011



Experiments

Classical Loc. dep. Max Loc. dep. LU Convex Hull

ch
er

Fi
sc

D
C

S
M

A
/C

D
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Additional “secrets”

 Sharing among symbolic states
l i / di l / location vector / discrete values / zones

 Distributed implementation of UPPAAL 
S R d i Symmetry Reduction

 Sweep Line Method
d l Guiding wrt Heuristic Value

 User-supplied / Auto-generated
Sli i “C” C d Slicing wrt “C” Code

Kim Larsen [79]ARTIST Design PhD School, Beijing, 2011



Leader ElectionLeader Election 
ProtocolProtocol

Protocol analysed in UPPAAL byProtocol analysed in UPPAAL by
Leslie Lamport

CHARME’05



Leader Election

2 1

0

3

Protocol by
Leslie LamportLeslie Lamport
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Leader Election

(leader,hops)

2 1
(0,0)

(2,0) (1,0)

0
(0,0)

3
(3,0)
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Timeout

2 1
(0,0)

(2,0) (1,0)

0
(0,0)

3
(3,0)
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Flooding

2 1
(0,0)

(2,0) (1,0)(1,2,1,0)

0
(0,0)

(1,0,1,0)

(1,3,1,0)

3
(3,0)

(src,dst,leader,hops)p
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Flooding

2 1
(0,0)

(2,0) (1,0)(1,2,1,0)

0
(0,0)

(1,0,1,0)

3 (1,3,1,0)

(3,0)
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Flooding

2 1
(0,0)
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0
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3
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Forwarding

2 1
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Forwarding

2 1
(0,0)

(2,0) (1,0)(1,2,1,0)

0
(0,0)

(1,0,1,0)

3
(3,2,1,1)

(1,1)

Kim Larsen [88]ARTIST Design PhD School, Beijing, 2011



Forwarding

2 1
(0,0)

(1,1) (1,0)

(2 0 1 1)

0
(0,0)

(2,3,1,1)

(2,0,1,1)
(1,0,1,0)

3
(3,2,1,1)

(1,1)

Kim Larsen [89]ARTIST Design PhD School, Beijing, 2011



Leader Election

2 1
(0,0)

(1,1) (1,0)

0
(0,0)

3
(1,1)
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Leader Election

2 1
(0,0)

(1,1) (1,0)

0
(0,0)

3
(1,1)
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Leader Election

2 1
(0,0)

(0,1) (0,1)

0
(0,0)

3
(0,2)
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Variable timeout

timeout hops

2

timer

1

2

0

time

Kim Larsen [93]ARTIST Design PhD School, Beijing, 2011



Leader Election

Claim to be verified
Correct leader is known at a node i after

t(i) = ΔTO + ΔTDELAY + di·ΔMDELAY( ) TO TDELAY i MDELAY

A model checking problem

IMP ² l(i) L(i)IMP ² ▫>t(i) l(i)=L(i)
for all i.

94ARTIST Design PhD School, Beijing, 2011



Modelling (RT) protocols

Users

P l k
All,

Protocol stacks
Thanks for the spec.  
It seems to run fine.  
As expected, it's 2 or 
3 orders of magnitude 

Medium faster than TLC.  I'm 
wondering if your 
algorithms could be  
used for checking 
specs  written in a 

hi h l l lhigher level  language 
like TLA+. 

Kim Larsen [95]ARTIST Design PhD School, Beijing, 2011



Modelling the election protocol

0 1

P

2

Per process
disti:   N

leaderi:   Node
timeouti:   Ni

MessageMessage
src: Node
dst: Node

leader: Node
hopss: N

Kim Larsen [96]ARTIST Design PhD School, Beijing, 2011



Global Declaration

Kim Larsen [97]ARTIST Design PhD School, Beijing, 2011



Message

Kim Larsen [98]ARTIST Design PhD School, Beijing, 2011



Node[id]
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Local Declarations (Node[id])

Kim Larsen [100]ARTIST Design PhD School, Beijing, 2011



Demo

ARTIST Design PhD School, Beijing, 2011 Kim Larsen [101]



Optimisations

 Reducing the number of active variablesg
 If variable is never used until next reset, 

then the value does not matter.

Symmetry of message processes Symmetry of message processes
 The message processes are symmetric: It 

does not matter which is used to transfer adoes not matter which is used to transfer a 
message.

102ARTIST Design PhD School, Beijing, 2011


