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Abstract

The aim of this thesis is to provide a study of selected models that gener-
ate infinite-state spaces with a focus on fundamental questions about their
automatic verification. We study several verification techniques and identify
decidability border-lines for bisimilarity notions over asynchronous transition
systems and then we focus on decidability issues for recursive and replicative
ping-pong protocols.

Many types of reactive systems can be described (at a certain abstraction
level) in a finite way. However, the behaviour of such systems is not always finite
(bounded). For example context-free grammars provide a finite description of
systems, which can be understood as models of reactive sequential processes
with recursion. A process represented in the syntax of context-free grammars
can generate a labelled transition system with infinitely many reachable states
and verification questions about such processes become non-trivial both with
respect to decidability and complexity issues.

We begin the thesis with a short survey presenting the classical results and
techniques used in equivalence checking of infinite-state systems. On a semi-
formal level we describe several notions of behavioral equivalences (in particular
bisimilarity) and mention the most prominent results in the theory, mainly for
the classes of context-free processes, commutative context-free processes and
their state-extended superclasses. We conclude the first chapter by presenting
an overview of selected decidability and complexity results, including the recent
achievements characterizing the undecidability levels of problems which cannot
be automatically verified. In the following chapter we provide a more focused
introduction to the problems studied in the thesis, namely the (un)decidability
issues of bisimilarity notions which take into account causal relationships be-
tween events (actions) of concurrent systems and the questions of automatic
verification of simple cryptographic protocols. The first part of the thesis is
concluded by an overview of author’s contribution and bibliographical sum-
mary.

In the second part of the thesis (consisting of three chapters) we give a
detailed description of the achieved results. First, we show undecidability of
hereditary history preserving bisimilarity for unfoldings of finite asynchronous
transition systems and strengthen the results to even unlabelled systems (i.e.
systems where the action alphabet is a singleton set). Next two chapters are de-
voted to formalization of simple process algebra (with recursion and replication)
reflecting the behaviour of basic cryptographic protocols, namely ping-pong pro-
tocols. Several decidability questions about the algebra are answered, providing
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both positive and negative results and reusing some of the well established tech-
niques from the classical area of infinite-state systems. The most interesting
results include the undecidability of the recursive calculus (including reachabil-
ity and equivalence checking problems) where three and more parties participate
in the protocol. The result is valid even if no explicit non-deterministic choice
operator is considered in the calculus. On the other hand, the problem with
two participants only is shown to be tractable and the reachability problem is
proven decidable in polynomial time. We shall also demonstrate a technique
for description of active attacks on the protocol, using only the limited syn-
tax available. Finally, a replicative variant of the calculus is studied and the
reachability problem is shown decidable by reducing it to reachability in weak
process rewrite systems.
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Chapter 1

Introduction

Formal methods are increasingly used for verification of safety-critical and other
systems in many different areas like e.g. hardware construction or software val-
idation (ranging from aerospace and defence to transportation and communi-
cation).

Automatic reasoning about systems which behaviour can be at a certain
abstraction level described as a finite-state one is a well established field in
computer science with a wide range of areas including finite-state machines [17,
18, 39, 53, 79], data structures like BDDs (binary decision diagrams) [9, 10, 44]
and techniques like partial order reduction [20,55,73].

On the other hand, when systems are modelled at an abstraction level which
includes features like unbounded data domains (e.g. counters, integer variables,
lists, stacks, trees, real-time parameters) and complex control-flow structures
(e.g. recursive procedure calls, dynamic process creation, mobility), the state-
spaces can be infinite or even uncountable. For such systems new methodology
has to be proposed and the limits of automatic verification carefully inspected.

In this chapter we provide an informal introduction to the study of infinite-
state systems with a particular focus on decidability and complexity issues.

1.1 Infinite-State Systems

In his Turing Award lecture [22], Juris Hartmanis eloquently discusses, among
other things, the fundamental rôle that computational complexity theory plays
in computer science. He goes on, in the context of describing joint work with
Phil Lewis and Richard Stearns, to highlight some of the results obtained on
the computational complexity of problems in formal language theory; e.g., all
context-free languages are contained in TIME[n3] and SPACE[log2 n].

We argue here that the computational complexity of generative devices such
as grammars or automata takes on a new and interesting light when such de-
vices are interpreted as generating (concurrent) processes rather than formal
languages, and the traditional notion of language equivalence is replaced by
some notion of semantic equivalence. When employing grammars to generate
processes, we assume them to be in Greibach Normal Form (GNF). In this
way, a state of a process corresponds to a sequence of nonterminals; and the
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Figure 1.1: Linear/branching time spectrum

transitions leading from a state corresponding to a sequence starting with a
nonterminal X are prescribed, in a one-to-one fashion, by the rules of the gram-
mar corresponding to the nonterminal X. Formally, Xβ

a
−→ αβ if X → aα

is a rule of the grammar. In concurrency theory such a transition is read as
“process Xβ performs the action a and evolves into the process αβ”.

A wide range of semantic equivalences was classified by van Glabbeek [75,76]
in his linear time/branching time spectrum (see Figure 1.1). The coarsest (least
discriminating) equivalence in this hierarchy is trace equivalence, as defined by
Hoare [28]. A (partial) trace of a process is a finite sequence of actions that can
be performed by the process. Two processes are trace equivalent if their sets of
traces are equal.

A variant of trace equivalence is called completed trace equivalence, which in
the theory of formal languages and automata is known as language equivalence
(provided that infinite computations are disregarded). A completed trace is
maximal in the sense that it cannot be extended to a longer one. Two processes
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are completed trace equivalent if they are trace equivalent and moreover they
have the same set of completed traces.

As we go further up in van Glabbeek’s spectrum, the equivalences distin-
guish more and more branching features. The finest (most discriminating)
equivalence is bisimulation equivalence, or bisimilarity. This is perhaps the
equivalence that has attracted the most attention in concurrency theory, and
is also the main focus of this paper. As originally introduced by Park [54] and
Milner [45], bisimilarity appeared to play a prominent rôle due to many pleasant
properties it possesses.

Bisimulation equivalence is the cornerstone of a number of theories of con-
current and distributed computing, most notably Robin Milner’s Calculus of
Communicating Systems (CCS) [47] and the π-calculus [49]. Milner received
the 1991 Turing Award, and bisimulation figured prominently in his Turing
Award lecture [48].

The idea underlying bisimulation equivalence had also drawn the attention
of modal logicians already 30 years ago, in the guise of p-morphisms [58], and
later zig-zag relations [74]. It is intimately related to the distinguishing powers
of general branching-time temporal logics, in particular the modal mu-calculus.
Set theorists have been attracted to bisimulation, as it forms the basis of Pe-
ter Aczel’s Anti Foundation Axiom for non-well-founded set theory [7]. The
functional programming community has also shown interest in bisimulation, as
evidenced by Samson Abramsky’s notion of applicative bisimulation for relating
terms of the lazy lambda calculus [1].

The essence of bisimilarity, quoting Hennessy and Milner [23], “is that the
behaviour of a program is determined by how it communicates with an ob-
server.” Therefore, the notion of bisimilarity for different models is defined in
terms of their behaviours and observable behaviours. For example for rooted
labelled transition systems it seems natural to identify their behaviours with
(possibly infinite) synchronization trees [45] into which they unfold, and to take
sequences of actions as observations. The abstract definition of bisimilarity for
arbitrary categories of models due to Joyal, Nielsen and Winskel [38] formalizes
this idea. Given a category of models where objects are behaviours and mor-
phisms indicate how one behaviour extends the other, and given a subcategory
of observable behaviours, the abstract definition yields a notion of bisimilar-
ity for all behaviours with respect to observable behaviours. For example, for
rooted labelled transition systems, taking synchronization trees as their be-
haviours, and sequences of actions as the observable behaviours, we recover the
standard notion of strong bisimilarity.

Another abstract definition of bisimilarity is that based on coalgebras. Tran-
sition systems of various kinds can be viewed as coalgebras for appropriate end-
ofunctors. This approach gives rise to a definition of bisimulation as a span of
coalgebras [57,72].

A remarkable property of bisimilarity is its computational feasibility. Bisim-
ilarity is widely regarded as the “most decidable” behavioural equivalence, and
this aspect will be demonstrated in the rest of this paper.

Finally, as we shall show, bisimulation has an elegant game-theoretic inter-
pretation as promulgated by Stirling [66] and Thomas [71].
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To motivate this study, consider the two regular expressions ab + ac and
a(b + c) which are represented by the following nondeterministic finite-state
automata (NFA) and corresponding regular grammars.
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ε

?

??

a

b c

U → aV

V → b

V → c

These expressions, as well as their corresponding automata, are clearly language
equivalent, as they both describe the language {ab, ac }; as language generators,
they are indistinguishable. However, viewed as process generators they may be
distinguished. The first automaton in its initial state X may perform an a-
transition and evolve into either state Y—from which only a b-transition is
possible—or state Z—from which only a c-transition is possible; on the other
hand, the second automaton in its initial state U performs the a-transition and
evolves into state V from which both the b- and c-transitions are possible.

If we interpret these automata as representing the behaviours of processes,
with the transitions being potential communications with the environment in
which these processes reside, then it behooves us to consider them as be-
haviourally inequivalent. For example after the initial communication involving
the a-transition, the second process would be in state V from which it is willing
to participate in a communication involving a b-transition, whereas the first
process may be in state Z from which it will refuse to participate in a commu-
nication involving a b-transition. In the terminology of concurrency theory, the
first process may deadlock in an instance in which the second will not.

Milner [45] proposed bisimilarity to formally capture the notion of be-
havioural equivalence, and gave it, along with Park [54], a simple and elegant
mathematical definition in terms of bisimulations. A (strong) bisimulation is a
binary relation R on processes such that whenever R(P,Q): if P can perform
an a-transition to become P ′ (for any a and P ′), then Q can also perform an
a-transition to become some Q ′ such that R(P ′,Q ′); and conversely, if Q can
perform an a-transition to become Q ′, then P can also perform an a-transition
to become some P ′ such that R(P ′,Q ′). Note the recursive nature of the defini-
tion. Now, two processes P and Q are bisimilar if there exists a bisimulation R
such that R(P,Q). It is well-known that bisimulations are closed under union
and that the largest bisimulation, under set inclusion, exists. In fact, this
largest bisimulation, ∼, is an equivalence relation and taken to be bisimulation
equivalence, or simply (strong) bisimilarity.

It is instructive to view bisimulation equivalence in terms of particular two-
player games. A game is provided by a pair of processes (P,Q), with the players
alternating moves as follows: Player I (also called Attacker or Spoiler) chooses
a sequence of transitions of one of the processes, and in response, Player II (also
called Defender or Duplicator) must choose an identically labelled sequence of
transitions of the other process. The game then continues starting from the
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resulting pair of processes. If Player II ever finds that she cannot respond to
a move made by Player I, she loses the game. On the other hand, if Player I
cannot perform any transition from either of the processes, the Player II wins.
If the game is infinite, Player II is the winner. A moment’s reflection then
leads to the realization that Player II has a defending strategy exactly when
the two processes are bisimilar: if there is a bisimulation relating the processes,
then a defending strategy for Player II consists of merely matching transitions
made by Player I which lead to a resulting pair which is also contained in the
bisimulation relation. Conversely Player I has a winning strategy exactly when
the two processes are not bisimilar.

As an example, the two processes X and U pictured above are not bisimilar.
(There is no bisimulation relating X and U.) This nonbisimilarity is evidenced
by the existence of an obvious winning strategy for Player I in the game de-
fined by the pair (X,U). After one exchange of moves consisting of a single
a-transition, the game must be in either the configuration (Y, V) or (Z,V). In
the first instance, Player I may win by choosing the single c-transition from
process V , while in the second instance she may win by choosing the single
b-transition from process V . Thus, bisimilarity is a strictly more discriminat-
ing equivalence relation than language equivalence, and is intrinsically sensitive
(unlike language equivalence) to the nondeterministic branching structure of
processes.

For some applications the notion of bisimilarity is too strong because it
reflects not only the visible (observable) actions but also the internal (un-
observable) actions. This means that two processes have to exhibit bisimi-
lar behaviours including, e.g., internal synchronization. It is, however, often
not desirable to observe such internal events (e.g. implementation hiding in
software-engineering). For this reason a special silent action, generally denoted
by τ, is introduced with the intention that the action τ should be undetectable
by an external observer.

Several semantic approaches can differ in the way they treat the unobserv-
able action τ. One possibility is to disregard τ actions and agree that only
the visible actions are observable. Citing Milner [47]: “. . . we merely require
that each τ action is matched by zero or more τ actions . . . ”. The notion of
bisimilarity achieved this way is called weak bisimilarity.

In order to define weak bisimilarity one usually introduces the so-called
weak transition relation. The idea is that a process P performs under the weak
transition relation an action a and evolves into a process Q whenever it is
possible to perform from P zero or more τ actions and then the action a, followed
again by zero or more τ actions, finally resulting in Q. We also allow that P

under the weak transition relation performs the τ action and evolves into P

again.
Weak bisimilarity then corresponds to the bisimilarity notion defined above

where instead of the basic transition relations we use the weak transition re-
lations. In the same manner one can also generalize the bisimulation game
described above.

Let us also mention that in [77] van Glabbeek and Weijland introduced a
finer notion of behavioural equivalence than weak bisimilarity called branch-
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ing bisimilarity. Their approach builds on the ideas of weak bisimilarity but
it moreover distinguishes between processes that change their branching prop-
erties after the performance of individual τ-actions. This in particular means
that if a τ-action is performed by one of the processes then the other process
not only has to match this move by a sequence of τ actions but also all the
intermediate states reached during this sequence have to be branching bisimilar
to the first process.

For completeness let us mention that at least two other behavioural equiva-
lences that abstract away from unobservable actions, called eta bisimilarity [3]
and delay bisimilarity [46], have been proposed. They treat abstraction from
unobservable actions in a slightly different way than branching bisimilarity and
are positioned between weak and branching bisimilarity, mutually incompara-
ble.

Since this paper deals only with strong and weak bisimilarity, we shall not
provide further details about the other notions of bisimilarity. The interested
reader is referred to [78].

We now have in place the three main ingredients of a formal language theory
in a new setting: automata and grammars (processes), and equivalence (bisim-
ilarity). The computational complexity of bisimulation in this formal-language
framework, however, differs greatly from its classical counterpart, with a num-
ber of surprising twists and turns worth mentioning. We concentrate here on
the inner layers of the Chomsky hierarchy, viz. regular and context-free pro-
cesses, and note in passing that a language like CCS is easily shown to be
Turing-powerful.

1.2 Regular Processes

In the case of regular processes, that is, those given by right-linear GNF gram-
mars such as the two depicted above, the main complexity result is as follows.
Let P,Q be regular processes whose underlying NFA have a total of n states
and m transitions. Then, as was shown by Kanellakis and Smolka [39], whether
or not P and Q are bisimilar can be decided in polynomial time, O(nm) time
to be exact. This algorithm was subsequently improved upon by Paige and
Tarjan who devised one that runs in O(m log n) time [53]. This is in stark
contrast to the equivalence problem for regular expressions, which was shown
to be PSPACE-complete [29]. The class of regular processes is usually denoted
by FS, to emphasize the intrinsically finite-state nature of these processes.

Moreover, bisimulation was originally defined by Milner as the limit of a
sequence of successively finer equivalence relations, ∼k, where ∼1 is trace equiva-
lence. In terms of our game-theoretic characterisation, two processes are related
by ∼k exactly when Player II has a winning strategy if the game is redefined
to declare her the winner after the exchange of k moves. So, for example, the
above processes X and U are related by ∼1 but not by ∼2 as Player I has a
strategy for guaranteeing a win within the exchange of two moves. Kanellakis
and Smolka showed that, for each fixed k, deciding ∼k is PSPACE-complete, a
complexity that disappears in the limit; i.e., upon reaching ∼.
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As for weak bisimilarity on regular processes, one can first pre-compute the
weak transition relation (which simply amounts to computing of the transitive
closure) and construct new regular processes where transitions are replaced with
weak transitions. On these new regular systems the algorithms for (strong)
bisimilarity checking can be used. Hence the problem for weak bisimilarity can
also be decided in polynomial time.

1.3 Context-Free Processes

The situation is even more dramatic in the context-free case, where the resulting
processes are no longer regular. In the concurrency theory community, context-
free processes are referred to as BPA (Basic Process Algebra) processes. In the
classical setting, Bar-Hillel, Perles, and Shamir [6] showed that the equivalence
problem for languages generated by nondeterministic context-free grammars is
undecidable. In fact all the equivalences in van Glabbeek’s spectrum (apart
from bisimilarity) are undecidable for BPA [21,31].

Taking advantage of the periodic structure exhibited by bisimilar processes,
Baeten, Bergstra, and Klop [2] were able to show that bisimilarity of normed
BPA—those context-free processes in which the underlying GNF grammar con-
tains no redundant nonterminals—is decidable. (Being normed means that
there is a sequence of transitions leading from any state to the state ε. The
norm of a state is defined as the length of the shortest such sequence.) In
fact, Hirshfeld, Jerrum and Moller [26] showed that, in this case, bisimilarity
can be decided in polynomial time. Restricting to simple (i.e., deterministic)
normed grammars, where language equivalence and bisimilarity coincide, this
gives that language equivalence is polynomially decidable, improving vastly on
the doubly-exponential algorithm of Korenjak and Hopcroft [41].

For arbitrary (unnormed) BPA processes, Christensen, Hüttel, and Stir-
ling [16] showed that bisimilarity is still decidable. However, the complexity
in this general case is now known to be PSPACE-hard [63], yet no worse than
doubly-exponential [12].

Decidability of weak bisimilarity checking for BPA is still an open problem.
It is generally conjectured that the problem is decidable but so far only a partial
positive result for a restricted subclass of totally normed BPA was achieved by
Hirshfeld in [25]. However, the problem was very recently shown to be at least
EXPTIME-hard by Mayr [43], even for normed BPA.

1.4 Commutative Context-Free Processes

Of course, in studying concurrent processes one would like to consider processes
composed not merely sequentially as with context-free processes, but concur-
rently as well. A simple form of concurrent composition can be modelled by
considering commutative context-free processes; that is, where we now inter-
pret concatenation of nonterminals modulo commutativity. In this way, any
nonterminal in a sequence can be used to provide the next transition from the
state associated with that sequence. In the concurrency theory community, the
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resulting process is referred to as BPP (Basic Parallel Process). For example,
the grammar

A → aAB A → c B → b

gives rise to the BPA (context-free) process
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and to the BPP (commutative context-free) process
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BPP processes correspond to communication-free Petri nets, in other words
those (place/transition) Petri nets in which each transition has a unique input
place. For example, the above BPP process corresponds to the following Petri
net:

nA nB
c a b
� - --

�

The results regarding deciding bisimulation in this case are similar to those
for BPA processes. Hirshfeld [24] showed that once again language equivalence
is undecidable (in fact none of the equivalences from van Glabbeek’s spec-
trum below bisimilarity are decidable [30]), while Christensen, Hirshfeld and
Moller [14] showed that bisimilarity is decidable in general, and Hirshfeld, Jer-
rum and Moller [27] showed that it is decidable in polynomial time for normed
processes. The problem for unnormed BPP is known to be PSPACE-hard [62]
and Jančar [34] has recently demonstrated that it can indeed be decided in
polynomial space. PSPACE-completeness of the problem is hence established.

One noteworthy corollary from Jančar’s paper is the resolution of an intrigu-
ing long-standing conjecture. In the case of BPA processes, if X is an unnormed
variable it is easily confirmed that X ∼ Xα for any α; being unnormed, the pro-
cess represented by the nonterminal X can never terminate, so the behaviour of
Xα will be the same as that of X. Also, if XX ∼ XXX then the variable X must
be unnormed; this follows from the fact that the norm is additive, and bisimilar
processes must have the same norm. Thus it is clear that the identity X ∼ XX

follows immediately from XX ∼ XXX. However, this is by no means obvious
in the case of BPP processes. This conjecture was put forward more than a
decade ago (a stronger version appears in [15]), and since then many clever
researchers have failed at every attempt to prove this cancellation law; none of
the standard bisimulation proof techniques could be applied to this question.
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Jančar finally provided a proof which is unexpectedly complicated for such a
simple-looking conjecture.

Even though the weak bisimilarity problem for BPP is still open, Jančar
conjectured that his new technique from [34] might be extended to prove de-
cidability of this problem. His conjecture is also partially confirmed by positive
decidability results of weak bisimilarity for several subclasses of BPP [25,69].

1.5 State-Extended Processes

A common extension to context-free and commutative context-free processes is
provided by including a finite-state control unit. With such an extension, the
grammar rules are no longer based solely on a nonterminal from the sequence
representing the state, but are dictated as well by the finite-state control. State-
extended BPA naturally correspond to pushdown automata (PDA), with the
nonterminal sequence representing the stack, while state-extended BPP corre-
spond to multiset automata (MSA), which are sometimes referred to as PPDA
for parallel pushdown automata, and represent a subclass of Petri nets.

Sénizergues [59] and Stirling [67] both showed the decidability of bisimu-
lation equivalence over state-extended BPA. Another noteworthy result is the
result of Stirling [68] that bisimilarity is decidable over strict deterministic
grammars. This result reinforces (and gives a shorter proof for) Sénizergues’s
solution [60] to the long-standing equivalence problem for deterministic push-
down automata. Recently Stirling proved that this problem is primitive recur-
sive [70].

For the case of state-extended BPP, the result differs from the sequential
case; here bisimilarity was proved undecidable [50] using Jančar’s technique for
the undecidability of bisimilarity of Petri nets [33].

Very recently the weak bisimilarity problem for PDA was shown to be unde-
cidable [64], and it was proved that weak bisimilarity of Petri nets and MSA is
significantly harder than strong bisimilarity. In fact, the weak bisimilarity prob-
lems are highly undecidable both for PDA and MSA [65] (Σ1

1-complete in the
analytical hierarchy), which contrasts to decidability of strong bisimilarity for
PDA [59, 67] and to Π0

1-completeness (first level of the arithmetical hierarchy)
of strong bisimilarity for Petri nets and MSA (see [32]).

1.6 Process Rewrite Systems

Based on the models of infinite-state systems introduced above, a successful
effort to provide a common framework for their analysis was started by Moller
in [50], and a slightly generalized and simplified version of this formalism was
presented by Mayr [42] in the form of Process Rewrite Systems (PRS).

In the PRS formalism processes are identified with process expressions which
consist of atomic process constants combined into larger process expressions
by means of sequential and parallel operators. Formally the class of general
process expressions G is defined by the following abstract syntax

E ::= ε | X | E.E | E||E
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where ‘ε’ denotes the empty process, X ranges over a given set of process con-
stants, and ‘.’ and ‘||’ are the operators of sequential and parallel composition,
respectively. Moreover, we assume that ‘.’ is associative, ‘||’ is associative and
commutative, and ‘ε’ is a unit for ‘.’ and ‘||’.

A process rewrite system is a finite set ∆ of rewrite rules of the form E
a

−→ E ′

such that E and E ′ are from G, and a is from a given set of actions. This finite
set of rewrite rules generates an infinite-state process by means of the following
inference rules (recall that ‘||’ is commutative).

(E
a

−→ E ′) ∈ ∆

E
a

−→ E ′

E
a

−→ E ′

E.F
a

−→ E ′.F

E
a

−→ E ′

E||F
a

−→ E ′||F

The intuition behind the combinations of parallel and sequential operators
on the left- and right-hand sides of the rewrite rules is as follows. A rewrite
rule of the form X

a
−→ Y can be interpreted as “process X performs the action

a and becomes process Y.” Similarly a rewrite rule of the form X
a

−→ ε means
that “process X performs the action a and terminates.” The interpretation of
the rewrite rule X

a
−→ Y.Z is “process X calls a procedure Y and then continues

as process Z”. When the sequential operator is present on the left-hand side of
a rewrite rule as in X.Y

a
−→ Z, the intuition is that we enable value passing: X

represents a value returned by some previous computation and the behaviour
of the process Y is affected by this value.

We now proceed to discuss the parallel operator ‘||’. A rewrite rule of the

form X
a

−→ Y||Z stands for “process X performs the action a and becomes a
parallel composition of processes Y and Z.” In other words, process X forks
into Y and Z. Rewrite rules of the form X||Y

a
−→ Z are interpreted as “processes

X and Y synchronize by jointly executing the action a and becoming the process
Z.”

Finally, in the most general cases, we allow process expressions to contain a
mixture of sequential and parallel operators on both sides of the rewrite rules,
as in the rule

X.Y
a

−→ (U||V).Z.

This particular rule can be interpreted as follows: “process Y receives a return
value X and performs the action a; after this, a parallel execution of U and
V is initiated; finally, when both of these parallel components terminate, the
computation continues with the execution of the process Z.”

These simple examples demonstrate why process rewrite systems find a nat-
ural application in the interprocedural control-flow analysis of programs [40].
More details can be found, e.g., in [19].

By restricting the general form of the rewrite rules we obtain several sub-
classes of process rewrite systems. Let S (sequential process expressions) rep-
resent the subclass of general process expressions G that contains no parallel
operator. Also, let P (parallel process expressions) represent the subclass of
general process expressions G that contains no sequential operator. Let 1 be
the class that contains only process constants and the empty process. Then,
e.g., (1,P)-PRS is the subclass of PRS where every rule E

a
−→ E ′ is restricted

such that E is a process constant only and E ′ is an arbitrary parallel expression.
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Figure 1.2: The PRS-Hierarchy

The complete PRS-hierarchy is depicted in Figure 1.2. This hierarchy is
known to be strict with respect to strong bisimilarity and none of the classes in
the hierarchy is Turing powerful since, e.g., the reachability problem is decidable
even for the whole PRS class [42].

The reader may wonder what is the connection with the models of infinite-
state systems introduced in previous sections? The answer is surprisingly sim-
ple. Most of the classes in Figure 1.2 correspond naturally to the well-known
classes of processes like context-free processes, pushdown automata and Petri
nets. Rules of the type X

a
−→ Y.Z define the BPA class, rules of the type

X
a

−→ Y||Z correspond to BPP processes, rules like X.Y
a

−→ Z.U characterize
the PDA class (the correspondence is not straightforward and was proved in [13]

by Caucal), rules of the type X||Y
a

−→ Z||U are Petri net rules, and X
a

−→ (Y||Z).U

is a characteristic rule for the PA-processes of Baeten and Weijland [4].
Even the class of state-extended BPP has its place in the hierarchy. It lies

between basic parallel processes (BPP) and Petri nets (PN) and its position is
strict in both directions.

The study of decidability and complexity of bisimilarity checking problems
for the classes from the PRS-hierarchy represents an active field of research; a
summary of recent results is provided in [61].

1.7 Parallel Complexity

An intriguing question to ask about bisimulation is does it have an efficient
parallel solution? The class NC contains those problems that can be solved in
polylogarithmic time using a polynomial number of processors (in the size of
the input). NC is generally regarded as the class of problems that have fast
parallel solutions.

It is believed that P-complete problems cannot be in NC. A problem is in
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strong/weak
trace equivalence

strong
bisimilarity

weak
bisimilarity

FS PSPACE-complete P-complete P-complete

BPA Π0
1-complete ∈2-EXPTIME ???

PDA Π0
1-complete decidable Σ1

1-complete

BPP Π0
1-complete PSPACE-complete ???

MSA Π0
1-complete Π0

1-complete Σ1
1-complete

PN Π0
1-complete Π0

1-complete Σ1
1-complete

Figure 1.3: Summary of Complexity Results

P if it can be solved by a deterministic Turing machine in polynomial time. A
problem is P-complete if it is in the class P, and it is P-hard in the sense that
any other problem in P is log-space reducible to it. A reduction is log-space if
it uses at most a logarithmic amount of intermediate storage space.

Balcazar et al. [5] established the P-completeness of bisimulation checking
on regular processes via a log-space reduction from the Monotone Alternating
Circuit Value Problem. Despite this negative result, several parallel and dis-
tributed algorithms for deciding bisimulation equivalence of regular processes
have been proposed that achieve non-trivial speedups in practice [8, 37,56,80].

1.8 Conclusions

We have offered a brief history of the computational complexity of bisimulation.
Several comprehensive surveys about the subject, focusing on infinite-state pro-
cesses, have been written (e.g., [35,36,50]), including a handbook chapter [11].
There is even now a project devoted to maintaining an up-to-date overview of
the state of the art in this dynamic research topic [61].

The reader may have noticed the following trend about bisimulation equiv-
alence: it is computationally easier to decide than language equivalence, re-
gardless of the nature of the underlying process model, be it finite-state or
infinite-state. It is interesting to search for an explanation to this computa-
tional dichotomy. Some insight can be gained by again noting that bisimu-
lation is a much more discriminating equivalence than language equivalence,
to the point where it is easier to decide. In particular, bisimilar states, for
any symbol a, must lead to bisimilar states. The absence of this restriction on
language-equivalent states in some sense forces one to determinize the automata
in question to decide equivalence, a costly proposition indeed.

On the other hand weak bisimilarity is much harder to decide on infinite-
state processes compared not only to (strong) bisimilarity but also to other
(even weak) equivalences from van Glabbeek’s spectrum such as the trace equiv-
alences. Whenever a process formalism allows for a finite-state control unit,
weak bisimilarity becomes highly undecidable (Σ1

1-complete in the analytical
hierarchy) [65] whereas, e.g., strong and weak trace equivalence remain on the
first level of the arithmetical hierarchy (see [32]). A summary of these results
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is provided in Figure 1.3.
Finally, we ask what are the practical ramifications of the computational

dichotomy? Happily, the answer is a positive one for computer scientists inter-
ested in bisimilarity, such as concurrency theorists and verification tool builders.
In this case, one is confronted (at least for strong bisimilarity) with a tractable
problem even for processes of a fairly expressive nature.
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Chapter 2

Focus Areas

We shall now have a closer look at the particular topics discussed in this the-
sis. We start with an intuitive description of partial order semantics and the
corresponding notions of bisimilarity and continue with a short introduction to
cryptographic protocols.

2.1 Partial Order Semantics of Concurrent Processes

In this section we will compare different approaches when dealing with concur-
rent executions of actions (events) and motivate the reader for the partial order
approach adopted in Chapter 4.

Let us assume that we want to model a process P which can perform con-
currently (independently) actions a and b, and terminate afterwards. In the
interleaving approach, concurrency is modelled using non-determinism. This
means that the process P can be modelled by the following process p (we also
show the corresponding unfolding q of the process p).
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Hence the process p can perform either the action a followed by the action
b or vice versa. In the interleaving approach there is no apparent way to distin-
guish between a concurrent execution of the two actions and a nondeterministic
choice between them (as shown in the process p). This is supported also by the
fact that in the unfolding q of the process p, we do not reach the same state
after performing the sequences ab and ba, i.e., q is a tree.

In the partial order approach, we specify the distinction between concurrency
and nondeterminism explicitly. Mazurkiewicz’s traces were suggested as a suit-
able semantics for this purpose [10,11]. Modelling of concurrency is achieved by
introducing an independence alphabet with an explicit independence relation.
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Example 2.1 In this example we shall explain the main idea of independence
alphabet. Assume that the set of actions is equal to {a, b, c} such that the actions
a and b are mutually independent, but dependent with the action c.

This can be formally defined by introducing an irreflexive and symmetric
independence relation I over the set of actions. In our example we have

I
def
= {(a, b), (b, a)}.

The intuition is that whenever during a process execution the actions a and b

appear after one another, the observer of such a system should not be able to
determine in which order they were performed. Hence e.g. the execution of a
sequence caabc should appear the same as e.g. cabac.

This can be formalized by saying that two action sequences are one-step
related whenever one sequence can be obtained from the other by swapping two
neighbouring independent actions. By taking a reflexive and transitive closure
of this one-step relation we get an equivalence relation which identifies exactly
those action sequences that cannot be distinguished.

In our example caabc and cabac are one-step related because in caabc

we have two neighbouring independent actions at positions 3 and 4, and by
swapping them we get the sequence cabac. Since also cabac is one-step related
to cbaac, we can conclude that caabc is (in two steps) equivalent to cbaac. In
fact the equivalence class represented by caabc contains exactly the following
sequences of actions: caabc, cabac and cbaac.

Another possible notation is to describe such an equivalence class as a la-
belled partially ordered set (trace). The labelled partial order corresponding to
the sequence caabc is the following one.
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By taking all linearisations of this partial order we obtain exactly the equiva-
lence class of the sequences represented by caabc, i.e., {caabc, cabac, cbaac}.

Many models were suggested to fulfill these ideas, e.g. elementary net sys-
tems, event structures, trace languages and asynchronous transition systems.
For surveys see [13, 18]. We will focus on the model of labelled asynchronous
transition systems since it is a natural generalization of labelled transition sys-
tems frequently used in the interleaving approach.

Asynchronous transition systems were introduced by Bednarczyk [2] and by
Shields [15]. The idea is that labelled transition systems are extended with an
irreflexive and symmetric independence relation over the actions. Whenever
two actions a and b are independent and can be performed in a sequence
(i.e. from a state s after performing the sequence ab a state t is reached),
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the asynchronous transition system must satisfy that from s it is possible to
perform also the sequence ba and reach the same state t.

When modelling the process P that can perform independently the actions
a and b, we get the following asynchronous transition system (to indicate ex-
plicitly the independence between a and b we connect them by an arc).
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In order to define a suitable notion of unfolding of the process s above, we
still require that the unfolding is an acyclic labelled transition system but we
do not insist that it has to be a tree. In particular, whenever two independent
actions can be performed in a sequence, the requirement on the asynchronous
transition system mentioned above is reflected also in the unfolding. Hence e.g.
in our picture the unfolding of the asynchronous process s is isomorphic to the
process s itself. On the other hand, nondeterministic choice between dependent
actions does not obey the “diamond” property and unfolds in the usual way into
a tree. This also means that any labelled transition system can be considered
as an asynchronous transition system with the empty independence relation.

Remark 2.1 Let us mention an interesting observation which illustrates how
interleaving and partial order approaches intuitively explain the different under-
standing of concurrency. First, we consider the process p from the beginning of
this subsection and its behaviour (unfolding) q. As mentioned before, after the
actions a and b were performed, different states in q are reachable depending
on the order in which these actions were performed. It can be checked by going
back into the history and verifying the last action that was executed (either b

or a). This action is always unique. On the other hand, when considering the
process s (defined above) which unfolds into itself, after the actions a and b

were performed the current situation of the system is represented by the state t.
However, looking back into the history we cannot say whether a or b was per-
formed as the last action since the situation is symmetric for these two actions.
This reflects the intuition that whenever two actions are truly concurrent, one
cannot determine the order in which they were executed.

When defining a notion of behavioural equivalence for asynchronous tran-
sition systems, the independence relation should be taken into account. Such
equivalences are usually defined on the corresponding unfoldings of given asyn-
chronous processes. Considering e.g. bisimilarity, we can extend the rules
of bisimulation games on unfoldings to allow backward moves of the attacker
(Spoiler) and the defender (Duplicator). Hence during a bisimulation game the
complete history of the game is remembered and it is possible to backtrack into
the history. In case where the independence relation is empty, the history is
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uniquely determined since the unfolding is a tree. If it is not the case, there
might be different choices for going one step back into the history.

Assume again the process s from the previous picture. After performing
the sequence ab the state t is reached. If the attacker now decides to make the
backward move, he has two choices: either to the state reachable from s after
performing the action a (the left branch), or to the state reachable from s after
performing the action b (the right branch).

This gives rise to the notion of hereditary history preserving bisimilarity
(hhp-bisimilarity) that was introduced by Bednarczyk [3] and discovered inde-
pendently by Joyal, Nielsen and Winskel [7] using a categorical approach to
bisimilarity.

Remark 2.2 Another equivalence called history preserving bisimilarity was in-
troduced by many authors, among others by Rabinovich and Trakhtenbrot [14],
and van Glabbeek and Goltz [16]. This equivalence is similar to hhp-bisimilarity
but allows only a limited access into the history.

The negative news is that these versions of bisimilarity based on partial
orders are usually intractable for automatic verification. For finite-state asyn-
chronous processes, history preserving bisimilarity remains decidable (proved
by Vogler [17] for a related model of 1-safe Petri nets) but it becomes an
EXPTIME-complete problem (a result by Jategaonkar and Meyer [6]). Even
more, hhp-bisimilarity was shown to be undecidable for labelled finite-state
asynchronous processes and 1-safe Petri nets by Jurdzinski and Nielsen [8]. In
Chapter 4 we shall further extend the result and demonstrate that the problem
is undecidable also for unlabelled asynchronous transition systems.

2.2 Formal Techniques for Cryptographic Protocols

The main purpose of a cryptographic protocol is to establish a secure and con-
fidential communication among its participants, possibly through an open and
hostile environment.

A cryptographic protocol consists of two main ingredients: a cryptographic
part (a way how to encrypt messages using e.g. public or shared keys, together
with cryptoanalysis which estimates the computational strengths of such en-
cryptions) and a description of a communication scheme for exchanging the
encrypted messages. In the study of formal techniques, we usually abstract
from the implementation details of cryptographic primitives (i.e. we do not
discuss specific algorithms of the encryption and decryption process) and we
rather accept the so called perfect encryption hypothesis. This means that an
attacker (intruder) of the protocol is assumed to be able to spy, record, mod-
ify and reply to the exchanged messages but is not able to decrypt messages
without knowing the decryption key or to create encrypted messages without
knowing the respective plaintext and encryption key.

On a semi-formal level, the communication schemes of cryptographic pro-
tocols are usually described by a few primitive building blocks like {M}K which
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stands for the encryption of a message M by a key K, (M1,M2) which repre-
sents the pairing function and a few other operators like hashing. Probably the
most famous (and studied) example is the authentication protocol by Needham
and Shroeder [12] (see also [9]):

1. A → B: {(A,NA)}KB

2. B → A: {(NA,NB)}KA

3. A → B: {NB}KB

The three steps of the protocol are interpreted as follows. First, the participant
A initiates the protocol by sending to B the pair (A,NA) consisting of the
identification of A and a fresh nonce NA, all encrypted by the public key of
KB. In the second step, B decrypts the message using his/her private key and
returns the nonce NA together with a fresh nonce NB, both encrypted by a
public key of A. In the last phase A decrypts the message using his/her private
key, verifies that the same nonce NA that had been sent was also returned and
confirms this phase by forwarding the encryption of the nonce NB to B. A
more formal description of the protocol can be achieved e.g. by using a process
calculi, like the spi-calculus [1].

As we (under the perfect encryption hypothesis) assume that a potential
intruder listening to (or actively interfering with) the communication cannot
decrypt any of these messages exchanged between A and B, it might seem
impossible to gain any knowledge of the plaintext parts of the messages or to
make the participants to misinterpret the parties they are communicating with.
Nevertheless, even under the perfect encryption hypothesis, several attacks on
the protocol are possible, as discovered e.g. by Lowe in [9].

One possible attack is the man-in-the-middle attack. Assume that an in-
truder I with a public key KI initiates the protocol with A and receives {A,NA}KI

.
The intruder can decrypt the message by his private key, encrypt it by the pub-
lic key of B and forward {A,NA}KB

to the participant B. As B believes that A

initiated the protocol, he/she sends the answer {NA,NB}KA
to A. The partic-

ipant A initiated the protocol with I and hence assumes the message arrived
from I and hence forwards {NB}KI

to the intruder. The intruder decrypts this
message by his private key and forwards {NB}KB

to B. At this point B believes
that he/she is communicating with A but in fact the communication goes via I

and moreover the intruder also knows the secret nonce NB.

The example of Needham-Schroeder protocol shows that problems related
to such simple protocols are difficult to analyze and that even under the as-
sumption of perfect cryptography, protocols can still contain errors resulting
from a poor design of the communication scheme.

In order to automatically reason about cryptographic protocols, a formal
model of the protocol has to be defined. An extension of the pi-calculus with
basic cryptographic primitives called spi-calculus has been suggested by Abadi
and Gordon in [1] and is widely used to describe a variety of cryptographic pro-
tocols. Unfortunately, this formalism is easily seen to be Turing powerful and
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hence the question of finding suitable subcalculi with certain decidable proper-
ties is of high interest. A detailed overview of positive and negative results for
several subcalculi are described in the introduction parts of Chapters 5 and 6,
with a particular focus on perhaps the simplest class of protocols called ping-
pong protocols. These are memory-less protocols and the exchanged messages
consist solely of encrypted plaintexts with no other composition operators. The
secrecy of finite ping-pong protocols can be decided in polynomial time, a result
by Dolev and Yao [5]. Later, Dolev, Even and Karp found a cubic-time algo-
rithm [4] by expressing secrecy as emptiness of the intersection of a context-free
language with a regular language.

In Chapters 5 and 6 we study a selection of verification problems related to
recursive (and replicative) extensions of the ping-pong protocols. In particular,
the impossibility results presented in these chapters are of general interest as
any (recursive) formalism for cryptographic protocols should be able to describe
at least the ping-pong behaviour.
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Chapter 4

Undecidability of Domino Games and

Hhp-Bisimilarity

The paper Undecidability of Domino Games and Hhp-Bisimilarity presented in
this chapter has been published as a journal paper.

Undecidability of Domino Games and Hhp-Bisimilarity by M. Jurdzinski, M.
Nielsen and J. Srba. Information and Computation, pages 343-368, volume
184(2), Springer-Verlag, 2003.

Except for minor typographical changes the content of this chapter is equal to
the journal paper. The main contribution of the present author is the definition
of unlabelled domino bisimilarity game and the proof of its undecidability. This
result is used to demonstrate undecidability of hereditary history preserving
bisimilarity on unlabelled asynchronous transition systems, which is also a part
to which the author contributed.
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Undecidability of Domino Games and
Hhp-Bisimilarity

Marcin Jurdziński, Mogens Nielsen and Jǐŕı Srba

Abstract. History preserving bisimilarity (hp-bisimilarity) and hereditary
history preserving bisimilarity (hhp-bisimilarity) are behavioural equivalences
taking into account causal relationships between events of concurrent systems.
Their prominent feature is that they are preserved under action refinement, an
operation important for the top-down design of concurrent systems. It is shown
that, in contrast to hp-bisimilarity, checking hhp-bisimilarity for finite labelled
asynchronous transition systems is undecidable, by a reduction from the halting
problem of 2-counter machines. To make the proof more transparent a novel in-
termediate problem of checking domino bisimilarity for origin constrained tiling
systems is introduced and shown undecidable. It is also shown that the unla-
belled domino bisimilarity problem is undecidable, which implies undecidability
of hhp-bisimilarity for unlabelled finite asynchronous systems. Moreover, it is
argued that the undecidability of hhp-bisimilarity holds for finite elementary
net systems and 1-safe Petri nets.

4.1 Introduction

The notion of behavioural equivalence which has attracted most attention in
concurrency theory is bisimilarity, originally introduced by Park [25] and Mil-
ner [19]; concurrent programs are considered to have the same meaning if they
are bisimilar. The prominent role of bisimilarity is due to many pleasant prop-
erties it enjoys; we mention a few of them here.

A process of checking whether two transition systems are bisimilar can be
seen as a two player game which is in fact an Ehrenfeucht-Fräıssé type of game
for modal logic. More precisely, there is a winning strategy for a player who
wants to show that the systems are bisimilar if and only if the systems cannot
be distinguished by the formulas of the logic; the result due to Hennessy and
Milner [12].

Another notable property of bisimilarity is its computational feasibility; see
for example the overview note [21]. Let us illustrate this on the examples of
finite transition systems and a class of infinite-state transition systems generated
by context free grammars. For finite transition systems there are very efficient
polynomial time algorithms for checking bisimilarity [17,24], in sharp contrast
to PSPACE-completeness of the classical language equivalence. For transition
systems generated by context free grammars, while language equivalence is
undecidable, bisimilarity is decidable [4], and if the grammar has no redundant
nonterminals, even in polynomial time [13]. Furthermore, as the results of
Groote and Hüttel [11] indicate, bisimilarity has a very rare status of being
a decidable equivalence for context free grammars: all the other equivalences



40 Chapter 4. Undecidability of Domino Games and Hhp-Bisimilarity

in the linear-branching time hierarchy [8] are undecidable. The algorithmic
tractability makes bisimilarity especially attractive for automatic verification
of concurrent systems.

The essence of bisimilarity, quoting Hennessy and Milner [12], “is that the
behaviour of a program is determined by how it communicates with an ob-
server.” Therefore, the notion of what can be observed of a behaviour of a sys-
tem affects the notion of bisimilarity. An abstract definition of bisimilarity for
arbitrary categories of models due to Joyal et al. [15] formalizes this idea. Given
a category of models where objects are behaviours and morphisms correspond
to extension of behaviours, and given a subcategory of observable behaviours,
the abstract definition yields a notion of bisimilarity for all behaviours with
respect to observable behaviours. For example, for rooted labelled transition
systems, taking synchronization trees [19] into which they unfold as their be-
haviours, and sequences of actions as the observable behaviours, we recover the
standard strong bisimilarity of Park and Milner [15].

In order to model concurrency more faithfully several models have been
introduced (see [30] for a survey) that make explicit the distinction between
events that can occur concurrently, and those that are causally related. Then
a natural choice is to replace sequences, i.e., linear orders as the observable be-
haviours, by partial orders of occurrences of events with causality as the order-
ing relation. For example, taking unfoldings of labelled asynchronous transition
systems into event structures as the behaviours, and labelled partial orders as
the observations, Joyal et al. [15] obtained from their abstract definition the
hereditary history preserving bisimilarity (hhp-bisimilarity), independently in-
troduced and studied by Bednarczyk [1].

A similar notion of bisimilarity has been studied before, namely history pre-
serving bisimilarity (hp-bisimilarity), introduced by Rabinovich and Trakhten-
brot [26] and van Glabbeek and Goltz [9]. For the relationship between hp- and
hhp-bisimilarity see for example [1, 7, 15].

One of the important motivations to study partial order based equivalences
was the discovery that hp-bisimilarity has a rare status of being preserved un-
der action refinement [9], an operation important for the top-down design of
concurrent systems. Bednarczyk [1] has extended this result to hhp-bisimilarity.

There is a natural logical characterization of hhp-bisimilarity checking games
as shown by Nielsen and Clausen [22]: they are characteristic games for an ex-
tension of modal logic with backwards modalities, interpreted over event struc-
tures.

Hp-bisimilarity has been shown to be decidable for 1-safe Petri nets by
Vogler [29], and to be DEXPTIME-complete by Jategaonkar, and Meyer [14];
let us just mention here that 1-safe Petri nets can be regarded as a proper
subclass of finite asynchronous transition systems (see [30] for details), and that
decidability of hp-bisimilarity can be easily extended to all finite asynchronous
transition systems using the methods of [14].

Hhp-bisimilarity appears to be only a slight strengthening of hp-bisimila-
rity [15] and hence many attempts have been made to extend the above men-
tioned algorithms to the case of hhp-bisimilarity. However, decidability of hhp-
bisimilarity has remained open, despite several attempts over the years [3,7,22,
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23]. Fröschle and Hildebrandt [7] have discovered an infinite hierarchy of bisim-
ilarity notions refining hp-bisimilarity, and coarser than hhp-bisimilarity, such
that hhp-bisimilarity is the intersection of all the bisimilarities in the hierarchy.
They have shown all these bisimilarities to be decidable for 1-safe Petri nets.
Fröschle [6] has proved hhp-bisimilarity to be decidable for BPP-processes, a
class of infinite state systems.

In this paper we resolve the question of decidability of hhp-bisimilarity for
all finite state systems by showing it to be undecidable for finite, both la-
belled and unlabelled, asynchronous transition systems, finite elementary net
systems, and 1-safe Petri nets. In order to make the proof more transparent
we first introduce an intermediate problem of domino bisimilarity and show its
undecidability by a direct reduction from the undecidable halting problem for
2-counter machines [20]. The undecidability of the novel problem of checking
domino bisimilarity seems to be interesting in its own right and does not follow
from somewhat related results for domino snakes [5] and domino games [10],
nor from the undecidability of the classical tiling problems [2].

4.2 Hereditary history preserving bisimilarity

In this section we define hereditary history preserving bisimulation for asyn-
chronous transition systems and we introduce the algorithmic problem of check-
ing hereditary history preserving bisimilarity. We also mention the equivalent,
and sometimes technically more convenient, problem of solving hereditary his-
tory preserving bisimilarity checking games.

Definition 4.1 (Labelled/unlabelled asynchronous transition system).
A labelled asynchronous transition system is a tuple A = (S, sini, E,→, L, λ, I),
where S is its set of states, sini ∈ S is the initial state, E is the set of events,
→ ⊆ S×E×S is the set of transitions, L is the set of labels, and λ : E → L is the
labelling function, and I ⊆ E2 is the independence relation which is irreflexive
and symmetric. We often write s

e→ s ′, instead of (s, e, s ′) ∈ →. Moreover, the
following conditions have to be satisfied:

1. if s
e→ s ′ and s

e→ s ′′ then s ′ = s ′′,

2. if (e, e ′) ∈ I, s
e→ s ′, and s ′

e′

→ t, then s
e′

→ s ′′, and s ′′
e→ t for some

s ′′ ∈ S.

An asynchronous transition system is coherent if it satisfies the following con-
dition:

3. if (e, e ′) ∈ I, s
e→ s ′, and s

e′

→ s ′′, then s ′
e′

→ t, and s ′′
e→ t for some

t ∈ S.

An asynchronous transition system is prime if it is acyclic and satisfies the
following condition:

4. if s
e→ t and s ′

e′

→ t then (e, e ′) ∈ I.
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We say that an asynchronous transition system is unlabelled if the set of
labels L is a singleton set.

Winskel and Nielsen [23, 30] give a thorough survey and establish formal rela-
tionships between asynchronous transition systems and other models for con-
currency, such as Petri nets, and event structures. The independence relation is
meant to model concurrency: independent events can occur concurrently, while
those that are not independent are causally related or in conflict.

Let A = (S, sini, E,→, L, λ, I) be a labelled asynchronous transition system.
A sequence of events e = 〈e1, e2, . . . , en〉 ∈ E∗ is a run of A if there are states
s1, s2, . . . , sn+1 ∈ S, such that s1 = sini, and for all i ∈ {1, 2, . . . , n}, we have

si
ei→ si+1. We write Runs(A) to denote the set of runs of A. We extend the

labelling function λ to runs in the standard way.

Let e = 〈e1, e2, . . . , en〉 ∈ Runs(A). We say that the k-th event, 1 ≤ k < n,
is swappable in e if (ek, ek+1) ∈ I. We define Swap(e) to be the set of numbers of
swappable events in e. We write e⊗k to denote the result of swapping the k-th
event of e with the (k + 1)-st, i.e., the sequence 〈e1, . . . , ek−1, ek+1, ek, . . . , en〉.
Note that if k ∈ Swap(e) then e ⊗ k ∈ Runs(A); it follows from condition 2. of
the definition of an asynchronous transition system.

A run of a transition system models a finite sequential behaviour of a system:
a sequence of occurrences of events. In order to model concurrent behaviours of
a system we define an equivalence relation on the set of runs of an asynchronous
transition system. We define the equivalence relation ∼=A on Runs(A) to be the
reflexive, symmetric, and transitive closure of

{
(e, e ⊗ k) : e ∈ Runs(A) and k ∈ Swap(e)

}
.

In other words, we have that e1
∼=A e2, for e1, e2 ∈ Runs(A), if and only if e2

can be obtained from e1 by a finite number of swaps of swappable events.

We define an unfolding operation on asynchronous transition systems into
prime asynchronous transition systems. The states of the unfolding of an asyn-
chronous transition system A are meant to represent all concurrent behaviours
of a system, just like the states of a synchronization tree represent all sequential
behaviours of a system.

Definition 4.2 (Unfolding).
Let A = (S, sini, E,→, L, λ, I) be an asynchronous transition system. The un-
folding Unf(A) of A is an asynchronous transition system with the same set
of events, the labelling function, and the independence relation as A. The set
of states, the initial state, and the transition relation of Unf(A) are defined as
follows:

• the set of states SUnf(A) of Unf(A) is defined to be Runs(A)/∼=A
, i.e., the

set of concurrent behaviours of A,

• the initial state sini
Unf(A)

of Unf(A) is [ε]∼=A
, i.e., the ∼=A-equivalence class

of the empty run,
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• the set of transitions →Unf(A) of Unf(A) consists of transitions of the form(
[e]∼=A

, e, [e · e]∼=A

)
, for all e ∈ E∗, and e ∈ E, such that e · e ∈ Runs(A).

The following proposition follows easily from the definition of Unf(A).

Proposition 4.1 If A is an asynchronous transition system then its unfolding
Unf(A) is a prime asynchronous transition system.

Let e = 〈e1, e2, . . . , en〉 ∈ Runs(A). We say that the k-th event, 1 ≤ k ≤ n,
is most recent in e if and only if (ek, eℓ) ∈ I, for all ℓ, such that k < ℓ ≤ n. We
define MR(e) to be the set of numbers of most recent events in e. We write
e � k to denote the result of removing the k-th event from e, i.e., the sequence
〈e1, . . . , ek−1, ek+1, . . . , en〉. Note that if k ∈ MR(e) then e � k ∈ Runs(A); it
follows from condition 2. of the definition of an asynchronous transition system.

Definition 4.3 (Hereditary history preserving bisimulation).
Let Ai = (Si, s

ini
i , Ei,→i, L, λi, Ii), for i ∈ {1, 2}, be labelled asynchronous tran-

sition systems. A relation B ⊆ Runs(A1) × Runs(A2) is a hereditary history
preserving (hhp-) bisimulation relating A1 and A2 if the following conditions
are satisfied:

1. (ε, ε) ∈ B,

and if (e1, e2) ∈ B then λ1(e1) = λ2(e2), and:

2. for all i ∈ {1, 2}, and ei ∈ Ei, if ei · ei ∈ Runs(Ai) then there exists
e3−i ∈ E3−i, such that e3−i · e3−i ∈ Runs(A3−i), λ1(e1) = λ2(e2), and
(e1 · e1, e2 · e2) ∈ B,

3. MR(e1) = MR(e2),

4. if k ∈ MR(e1) = MR(e2) then (e1 � k, e2 � k) ∈ B.

Two asynchronous transition systems A1, and A2 are hereditary history pre-
serving (hhp-) bisimilar, if there is an hhp-bisimulation relating them. For
alternative and slightly varying definitions of hhp-bisimulation that all give rise
to the same notion of hhp-bisimilarity see, e.g., the papers by Bednarczyk [1],
Joyal et al. [15], Nielsen and Clausen [22], Nielsen and Winskel [23], or Fröschle
and Hildebrandt [7].

The following proposition is straightforward since every asynchronous tran-
sition system A and its unfolding Unf(A) have the same set of runs and the
same independence relation.

Proposition 4.2 Asynchronous transition systems A1 and A2 are hhp-bisimilar
if and only if their unfoldings Unf(A1) and Unf(A2) are hhp-bisimilar.

The main results of this paper are the following theorems proved in Sec-
tion 4.4.

Theorem 4.1 (Undecidability of hhp-bisimilarity)
Hhp-bisimilarity is undecidable for finite labelled asynchronous transition sys-
tems.
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Theorem 4.2 (Undecidability of unlabelled hhp-bisimilarity)
Hhp-bisimilarity is undecidable for finite unlabelled asynchronous transition sys-
tems.

The process of checking hhp-bisimilarity of asynchronous transition systems
is conveniently viewed as a game played on runs of the systems by two players:
Spoiler and Duplicator. Duplicator aims to prove the systems to be bisimilar
while Spoiler tries to show the opposite [22,27,28].

Definition 4.4 (Hhp-bisimilarity checking game).
Let Ai = (Si, s

ini
i , Ei,→i, L, λi, Ii) for i ∈ {1, 2} be labelled asynchronous transi-

tion systems. Configurations of the hhp-bisimilarity checking game Bhhp(A1, A2)

are elements of the set Runs(A1) × Runs(A2). Game Bhhp(A1, A2) is played by
two players: Spoiler and Duplicator. The initial configuration is the pair of
empty runs (ε, ε). In each move the players change the current configuration
(e1, e2) of Bhhp(A1, A2) in one of the following ways chosen by Spoiler.

• Forward move:

1. Spoiler chooses an i ∈ {1, 2} and an event ei ∈ Ei, such that ei · ei ∈
Runs(Ai);

2. Duplicator responds by choosing an event e3−i ∈ E3−i, such that
e3−i · e3−i ∈ Runs(A3−i), and λ1(e1) = λ2(e2);

the pair (e1 · e1, e2 · e2) becomes the current configuration.

• Backward move:

1. Spoiler chooses an i ∈ {1, 2} and a k ∈ MR(ei);

2. Duplicator can only respond if k ∈ MR(e3−i); otherwise Duplicator
gets stuck;

if k ∈ MR(e1), and k ∈ MR(e2) then (e1 � k, e2 � k) becomes the current
configuration.

A play of Bhhp(A1, A2) if a maximal sequence of configurations formed by play-
ers making moves in the fashion described above. Duplicator is the winner in
every infinite play; a finite play is lost by the player who is stuck. Note that
Spoiler gets stuck only if both transition systems have no transitions going out
from their initial states.

We skip the tedious details of formalizing notions of strategies and winning
strategies for either of the players. The following standard fact is proved by
arguing that an hhp-bisimulation is a good formalization of the notion of a
winning strategy for Duplicator in an hhp-bisimilarity checking game [22].

Proposition 4.3 Asynchronous transition systems A1 and A2 are hhp-bisimilar
if and only if there is a winning strategy for Duplicator in hhp-bisimilarity check-
ing game Bhhp(A1, A2).
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It is easy to see how an hhp-bisimulation B ⊆ Runs(A1) × Runs(A2) can serve
as a winning strategy for Duplicator in Bhhp(A1, A2). Intuitively, the hhp-
bisimulation B contains all configurations of Bhhp(A1, A2) which can become
current configurations when Duplicator is following the strategy determined
by B. The strategy is defined as follows. Let (e1, e2) be the current configuration
of Bhhp(A1, A2). If Spoiler chooses event ei of Ai in a forward move, then
Duplicator responds by choosing an event e3−i of A3−i, such that (e1·e1, e2·e2) ∈
B. If Spoiler makes a backward move then response of Duplicator is unique.
This strategy contains the initial configuration (ε, ε) by condition 1. of the
definition of an hhp-bisimulation, and it is well defined by conditions 2.–4.

It is not very hard to argue that bisimilarity checking games are determined.

Proposition 4.4 (Determinacy) Bisimilarity checking games are determined,
i.e., in every game exactly one of the players has a winning strategy.

It follows that if one of the players does not have a winning strategy in a
bisimilarity checking game then the other player does.

4.3 Domino bisimilarity is undecidable

In this section we introduce a novel algorithmic problem of checking domino
bisimilarity for labelled origin constrained tiling systems and an equivalent prob-
lem of solving domino bisimilarity checking games. The main results are the
undecidability of the problem and its extension to the unlabelled case. These re-
sults serve crucially in Section 4.4 to establish the main result of the paper, i.e.,
the undecidability of hhp-bisimilarity for finite, both labelled and unlabelled,
asynchronous transition systems and elementary net systems.

In Subsection 4.3.1 we define the algorithmic problem of checking domino
bisimilarity. In Subsection 4.3.2 we recall 2-counter machines [20] and in Sub-
section 4.3.3 we prove the undecidability of labelled domino bisimilarity by a
reduction from the halting problem for 2-counter machines. Finally, in Subsec-
tion 4.3.4 we extend the undecidability result to the unlabelled case.

It is worthwhile to compare our domino bisimilarity, or equivalently domino
bisimilarity checking games, to domino snakes studied by Etzion-Petruschka et
al. [5] and domino games of Grädel [10]. Despite apparent similarities of our
domino bisimilarity checking games to the latter, our games seem to be of quite
a different flavour and indeed the proofs of undecidability are very different.

4.3.1 Domino bisimilarity

Definition 4.5 (Origin constrained tiling system).
An origin constrained tiling system T =

(
D,Dori, (H,H0), (V,V0), L, λ

)
consists

of a set D of dominoes, its subset Dori ⊆ D called the origin constraint, two
horizontal compatibility relations H,H0 ⊆ D2, two vertical compatibility rela-
tions V,V0 ⊆ D2, a set L of labels, and a labelling function λ : D → L.

A configuration of T is a triple (d, x, y) ∈ D × N × N, such that if x = y = 0

then d ∈ Dori. In other words, in the “origin” position (x, y) = (0, 0) of the
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non-negative integer grid only dominoes from the origin constraint Dori are
allowed.

Let (d, x, y), and (d ′, x ′, y ′) be configurations of T such that |x ′ − x| + |y ′ −

y| = 1, i.e., the positions (x, y), and (x ′, y ′) are neighbours in the non-negative
integer grid. Without loss of generality we may assume that x + y < x ′ + y ′.
We say that configurations (d, x, y), and (d ′, x ′, y ′) are compatible if either of
the two conditions below holds:

• x ′ = x, and y ′ = y + 1, and
if y = 0, then (d, d ′) ∈ V0, and if y > 0, then (d, d ′) ∈ V , or

• x ′ = x + 1, and y ′ = y, and
if x = 0, then (d, d ′) ∈ H0, and if x > 0, then (d, d ′) ∈ H.

Definition 4.6 (Domino bisimulation).
Let Ti =

(
Di,D

ori
i , (Hi, H

0
i), (Vi, V

0
i ), Li, λi

)
for i ∈ {1, 2} be origin constrained

tiling systems. A relation B ⊆ D1 × D2 × N × N is a domino bisimulation
relating T1 and T2, if (d1, d2, x, y) ∈ B implies that λ1(d1) = λ2(d2), and the
following conditions are satisfied for all i ∈ {1, 2}:

1. for all di ∈ Dori
i , there is d3−i ∈ Dori

3−i, such that λ1(d1) = λ2(d2), and
(d1, d2, 0, 0) ∈ B,

2. for all x, y ∈ N, such that (x, y) 6= (0, 0), and di ∈ Di, there is d3−i ∈
D3−i, such that λ1(d1) = λ2(d2), and (d1, d2, x, y) ∈ B,

3. if (d1, d2, x, y) ∈ B, then for all neighbours (x ′, y ′) ∈ N × N of (x, y),
and d ′

i ∈ Di, if configurations (di, x, y), and (d ′
i, x

′, y ′) of Ti are com-
patible, then there exists d ′

3−i ∈ D3−i, such that λ1(d
′
1) = λ2(d

′
2), and

configurations (d3−i, x, y), and (d ′
3−i, x

′, y ′) of T3−i are compatible, and
(d ′

1, d
′
2, x

′, y ′) ∈ B.

We say that two tiling systems are domino bisimilar if and only if there is a
domino bisimulation relating them.

The main result of this section is the following theorem proved in Subsec-
tion 4.3.3.

Theorem 4.3 (Undecidability of domino bisimilarity)
Domino bisimilarity is undecidable for origin constrained tiling systems.

The proof is a reduction from the halting problem for deterministic 2-counter
machines. For a deterministic 2-counter machine M we define in Subsec-
tion 4.3.3 two origin constrained tiling systems T1, and T2, such that the fol-
lowing holds.

Lemma 4.1 Machine M does not halt if and only if there is a domino bisim-
ulation relating T1 and T2.
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The process of checking domino bisimilarity of origin constrained tiling sys-
tems is conveniently viewed as a game played on an infinite grid by two players:
Spoiler and Duplicator. As in the case of hhp-bisimilarity checking games Du-
plicator aims to prove the tiling systems to be bisimilar while Spoiler tries to
show the opposite.

Definition 4.7 (Origin constrained domino bisimilarity checking game).
Let T1 and T2 be origin constrained tiling systems. Configurations of the origin
constrained domino bisimilarity checking game Bd(T1, T2) are elements of the
set D1 × D2 × N × N. Game Bd(T1, T2) is played by two players Spoiler and
Duplicator.

• First the players fix an initial configuration:

1. Spoiler chooses an i ∈ {1, 2}, and a configuration (di, x, y) of Ti,

2. Duplicator responds by choosing a domino d3−i ∈ D3−i, such that
(d3−i, x, y) is a configuration of T3−i, and λ1(d1) = λ2(d2);

if both players were able to make their choices then the tuple (d1, d2, x, y)

becomes the current configuration of Bd(T1, T2).

• In each move of the domino bisimilarity checking game the players change
the current configuration (d1, d2, x, y):

1. Spoiler chooses an i ∈ {1, 2}, and a configuration (d ′
i, x

′, y ′) of Ti

compatible with configuration (di, x, y),

2. Duplicator responds by choosing d ′
3−i ∈ D3−i so that (d ′

3−i, x
′, y ′)

is a configuration of T3−i, and λ1(d1) = λ2(d2), and configurations
(d3−i, x, y) and (d ′

3−i, x
′, y ′) of T3−i are compatible;

if both players were able to make their choices then the tuple (d ′
1, d

′
2, x

′, y ′)

becomes the current configuration of Bd(T1, T2).

A play of Bd(T1, T2) is a maximal sequence of configurations formed by players
making moves in the fashion described above. Duplicator is the winner in every
infinite play; a finite play is lost by the player who is stuck.

We avoid tedious details of formalizing notions of strategies and winning strate-
gies for either of the players. The following simple fact is proved by arguing
that a domino bisimulation is a good formalization of a winning strategy for
Duplicator in a domino bisimilarity checking game.

Proposition 4.5 Origin constrained tiling systems T1 and T2 are domino bisim-
ilar if and only if Duplicator has a winning strategy in the domino bisimilarity
game Bd(T1, T2).

As in the case of hhp-bisimilarity checking games it is easy to argue that
domino bisimilarity checking games are determined; in other words Proposi-
tion 4.4 holds also for domino bisimilarity checking games.
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4.3.2 Counter machines

A 2-counter machine M consists of a finite program with the set L of instruction
labels, and instructions of the form:

• ℓ: ci := ci + 1; goto m

• ℓ: if ci = 0 then ci := ci + 1; goto m

else ci := ci - 1; goto n

• halt:

where i = 1, 2; ℓ,m,n ∈ L, and {start, halt} ⊆ L. A configuration of M is a
triple (ℓ, x, y) ∈ L×N×N, where ℓ is the label of the current instruction, and x

and y are the values stored in counters c1 and c2, respectively; we denote the
set of configurations of M by Confs(M). The semantics of 2-counter machines
is standard: let ⊢M⊆ Confs(M)× Confs(M) be the usual one-step derivation
relation on configurations of M; by ⊢+

M we denote the reachability (in at least
one step) relation for configurations, i.e., the transitive closure of ⊢M.

Before we give a reduction from the halting problem of 2-counter machines to
origin constrained domino bisimilarity let us take a look at the directed graph
(Confs(M), ⊢M), with configurations of M as vertices, and edges denoting
derivation in one step. Since machine M is deterministic, for each configura-
tion there is at most one outgoing edge; moreover only halting configurations
have no outgoing edges. It follows that connected components of the graph
(Confs(M), ⊢M) are either trees with edges going to the root which is the
unique halting configuration in the component, or have no halting configura-
tion at all. This observation is formalized in the following proposition.

Proposition 4.6 Let M be a 2-counter machine. The following conditions are
equivalent:

1. machine M halts on input (0, 0), i.e., (start, 0, 0) ⊢+
M (halt, x, y) for

some x, y ∈ N,

2. (start, 0, 0) ∼M (halt, x, y) for some x, y ∈ N, where the relation ∼M ⊆
Confs(M) × Confs(M) is the symmetric and transitive closure of ⊢M.

4.3.3 The reduction

In this subsection we give a proof of Theorem 4.3 by proving Lemma 4.1. The
idea is to design a tiling system which “simulates” the behaviour of a 2-counter
machine.

Let M be a 2-counter machine. We construct a tiling system TM with the
set L of instruction labels of M as the set of dominoes, and the identity function
on L as the labelling function. Note that this implies that all tuples belonging
to a domino bisimulation relating copies of TM are of the form (ℓ, ℓ, x, y), so we
can identify them with configurations of M, i.e., sometimes we will make no
distinction between (ℓ, ℓ, x, y) and (ℓ, x, y) ∈ Confs(M) for ℓ ∈ L.

We define the horizontal compatibility relations HM, H0
M ⊆ L × L of the

tiling system TM as follows:
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• (ℓ,m) ∈ HM if and only if either of the instructions below is an instruction
of machine M:

– ℓ: c1 := c1 + 1; goto m

– m: if c1 = 0 then c1 := c1 + 1; goto n

else c1 := c1 - 1; goto ℓ

• (ℓ,m) ∈ H0
M if and only if (ℓ,m) ∈ HM, or the instruction below is an

instruction of machine M:

– ℓ: if c1 = 0 then c1 := c1 + 1; goto m

else c1 := c1 - 1; goto n

Vertical compatibility relations VM, and V0
M are defined in the same way, with

c1 instructions replaced with c2 instructions. We also take Dori
M = L, i.e., all

dominoes are allowed in position (0, 0). Note that the identity function is a 1-1
correspondence between configurations of M, and configurations of the tiling
system TM; from now on we will hence identify configurations of M and TM.
It follows immediately from the construction of TM, that two configurations
c, c ′ ∈ Confs(M) are compatible as configurations of TM, if and only if c ⊢M c ′,
or c ′ ⊢M c, i.e., compatibility relation of TM coincides with the symmetric
closure of ⊢M. By ≈M we denote the symmetric and transitive closure of the
compatibility relation of configurations of TM. The following proposition is then
straightforward.

Proposition 4.7 The two relations ∼M and ≈M coincide.

Now we are ready to define the two origin constrained tiling systems T1, and
T2, postulated in Lemma 4.1. The idea is to have two independent and slightly
pruned copies of TM in T2: one without the initial configuration (start, 0, 0),
and the other without any halting configurations (halt, x, y). The other tiling
system T1 is going to have three independent copies of TM: the two of T2, and
moreover, another full copy of TM.

More formally we define D2 =
(
L × {1, 2}

)
\

{
(halt, 2)

}
, and Dori

2 = D2 \{
(start, 1)

}
, and V2 =

(
(VM⊗ 1)∪ (VM⊗ 2)

)
∩ (D2×D2), where for a binary

relation R we define R⊗ i to be the relation
{ (

(a, i), (b, i)
)

: (a, b) ∈ R
}

. The
other compatibility relations V0

2, H2, and H0
2 are defined analogously from the

respective compatibility relations of TM.

The tiling system T1 is obtained from T2 by adding yet another independent
copy of TM, this time a complete one: D1 = D2 ∪ (L × {3}), and Dori

1 = Dori
2 ∪

(L × {3}), and V1 = V2 ∪ (VM ⊗ 3), etc.. The labelling functions of T1, and T2

are defined as λi

(
(ℓ, i)

)
= ℓ.

In order to show Lemma 4.1, and hence conclude the proof of Theorem 4.3,
it suffices to establish the following two lemmas.

Lemma 4.2 If machine M halts on input (0, 0) then origin constrained tiling
systems T1 and T2 are not domino bisimilar.



50 Chapter 4. Undecidability of Domino Games and Hhp-Bisimilarity

Proof. By Proposition 4.5 it suffices to show that if machine M halts on in-
put (0, 0) then Spoiler has a winning strategy in the game Bd(T1, T2). Spoiler
starts by choosing the configuration

(
(start, 3), 0, 0

)
of T1. Duplicator has to

respond with domino (start, 2) of T2 since (start, 1) 6∈ Dori
2 . Then Spoiler

“simulates” the finite computation of M on input (0, 0) in the following way. If(
(ℓ, 3), (ℓ, 2), x, y

)
is the current configuration of the game then Spoiler chooses

the configuration
(
(ℓ ′, 3), x ′, y ′

)
of T1, such that

(
ℓ, x, y) ⊢M (ℓ ′, x ′, y ′). This

move is allowed thanks to Proposition 4.7. Then Duplicator can only respond
with domino (ℓ ′, 2) of T2, and

(
(ℓ ′, 3), (ℓ ′, 2), x ′, y ′

)
becomes the current con-

figuration of the game. In the last step of the simulation Spoiler chooses a
configuration

(
(halt, 3), x ′, y ′

)
for some x ′, y ′ ∈ N which makes Duplicator

stuck because (halt, 2) 6∈ D2. 2

Lemma 4.3 If machine M does not halt on input (0, 0) then origin constrained
tiling systems T1 and T2 are domino bisimilar.

Proof. By Proposition 4.5 it suffices to show that if machine M does not halt
on input (0, 0) then Duplicator has a winning strategy in the game Bd(T1, T2).
We claim that the following is a winning strategy for Duplicator.

If in the first step Spoiler chooses a configuration
(
(ℓ, j), x, y

)
of T1 or T2 for

j ∈ {1, 2}, then Duplicator responds with the domino (ℓ, j) of the other tiling
system. It is obvious that then Duplicator can respond to all moves of Spoiler
because both players play on identical pruned copies of TM.

If instead Spoiler chooses a configuration
(
(ℓ, 3), x, y

)
of T1 in the first step

then Duplicator responds with:

• domino (ℓ, 1) of T2 if (ℓ, x, y) ∼M (halt, x ′, y ′) or (ℓ, x, y) = (halt, x ′, y ′)

for some x ′, y ′ ∈ N, and

• domino (ℓ, 2) of T2 if (ℓ, x, y) 6∼M (halt, x ′, y ′) for all x ′, y ′ ∈ N.

In the first case the only way Spoiler can make Duplicator stuck is to be able
to choose configuration

(
(start, 3), 0, 0) of T1 since the only difference between

copy 3 of TM in T1 and copy 1 of TM in T2 is that the latter does not have the
triple (start, 0, 0) as a configuration. Hence in order to prove that Duplica-
tor has a winning strategy from the initial configuration

(
(ℓ, 3), (ℓ, 1), x, y

)
, it

suffices to show that (ℓ, x, y) 6≈M (start, 0, 0). Assume for the sake of contradic-
tion that (ℓ, x, y) ≈M (start, 0, 0). By Proposition 4.7 we then have (ℓ, x, y) ∼M

(start, 0, 0). This, by our assumption that (ℓ, x, y) ∼M (halt, x ′, y ′) for some
x ′, y ′ ∈ N, implies that (start, 0, 0) ∼M (halt, x ′, y ′) for some x ′, y ′ ∈ N. Then
Proposition 4.6 implies that (start, 0, 0) ⊢+

M (halt, x ′, y ′), which contradicts
the assumption of the lemma that machine M does not halt on input (0, 0).

The argument in the other case is similar. It suffices to show that (ℓ, x, y) 6≈M

(halt, x ′, y ′) for all x ′, y ′ ∈ N, because the only difference between copy 3 of TM

in T1 and copy 2 of TM in T2 is that the latter has no triple (halt, x ′, y ′) as
a configuration. By applying Proposition 4.7 to our assumption that (ℓ, x, y) 6∼M

(halt, x ′, y ′) for all x ′, y ′ ∈ N, we immediately get that (ℓ, x, y) 6≈M (halt, x ′, y ′)

for all x ′, y ′ ∈ N. 2
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4.3.4 Undecidability of unlabelled domino bisimilarity

In this section we argue that the problem of deciding domino bisimilarity is un-
decidable even for unlabelled origin constrained tiling systems or, equivalently,
for origin constrained tiling systems with a singleton set of labels.

Theorem 4.4 (Undecidability of unlabelled domino bisimilarity)
Unlabelled domino bisimilarity is undecidable for origin constraint tiling sys-
tems.

Proof. We show that the unlabelled origin constrained domino bisimilarity
checking game is undecidable and then we use Proposition 4.5.

Let Ti =
(
Di,D

ori
i , (Hi, H

0
i), (Vi, V

0
i ), Li, λi

)
, for i ∈ {1, 2}, be origin con-

strained tiling systems. Without loss of generality we may assume that L1 =

L2 = {1, . . . , n}, for some n ≥ 1. We give an effective construction of unla-

belled origin constrained tiling systems T i =
(
Di,D

ori
i , (Hi, H

0

i), (Vi, V
0

i)
)
, for

i ∈ {1, 2}, such that the following holds.

Lemma 4.4 (The reduction) Duplicator has a winning strategy in the la-
belled domino bisimilarity checking game Bd(T1, T2) if and only if he has a win-
ning strategy in the unlabelled game Bd(T1, T2).

Establishing this lemma will complete the proof of Theorem 4.4. Tiling systems
T i, for i ∈ {1, 2}, are defined as follows:

• Di = Di ∪ {c1
d, . . . , c

λi(d)

d : d ∈ Di} ∪ {bd : d ∈ Di},
the dominoes in Di are called plain dominoes and the ones in Di \ Di are
called auxiliary dominoes,

• Hi = Hi ∪
{

(d, c1
d) : d ∈ Di

}
∪

{
(ci

d, ci+1
d ) : d ∈ Di and 1 ≤ i < λi(d)

}
,

• H
0

i = H0
i ∪

{
(d, c1

d) : d ∈ Di

}
∪

{
(ci

d, ci+1
d ) : d ∈ Di and 1 ≤ i < λi(d)

}
,

• Vi = Vi ∪
{

(d, bd) : d ∈ Di

}
,

• V
0

i = V0
i ∪

{
(d, bd) : d ∈ Di

}
.

For the proof of the “if” part of Lemma 4.4 the following two facts will be
instrumental.

Lemma 4.5 Let (d1, d2, x, y) be a configuration of the unlabelled domino bisim-
ulation checking game Bd(T1, T2), such that di is a plain domino and d3−i is
an auxiliary domino, for some i ∈ {1, 2}. Then Spoiler has a winning strategy
from this configuration in the unlabelled game Bd(T1, T2).
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Proof. Consider the case i = 1; the other case is symmetric. Spoiler wins
immediately by making the move (bd1

, x, y + 1): Duplicator has no response to
this move. 2

Lemma 4.6 Let (d1, d2, x, y) be a configuration of the unlabelled domino bisim-
ilarity checking game Bd(T1, T2), such that λ1(d1) 6= λ2(d2). Then Spoiler has
a winning strategy from this configuration in the unlabelled game Bd(T1, T2).

Proof. Without loss of generality assume that λ1(d1) > λ2(d2). Let Spoiler
play the following sequence of moves from the configuration (d1, d2, x, y) in the
unlabelled game Bd(T1, T2):

(c1
d1

, x + 1, y), (c2
d1

, x + 2, y), . . . ,
(
c

λ2(d2)

d1
, x + λ2(d2), y

)
.

The only way for Duplicator to avoid losing immediately as in Lemma 4.5 is to
respond with the following sequence of moves:

(c1
d2

, x + 1, y), (c2
d2

, x + 2, y), . . . ,
(
c

λ2(d2)

d2
, x + λ2(d2), y

)
.

From the configuration
(
c

λ2(d2)

d1
, c

λ2(d2)

d2
, x+λ2(d2), y

)
Spoiler wins immediately

by playing the move (c
λ2(d2)+1

d1
, x + λ2(d2) + 1, y): Duplicator has no response

to this move. 2

We are now ready to establish the “if” part of Lemma 4.4.

Lemma 4.7 (“if”) If Duplicator has a winning strategy in the unlabelled domi-
no bisimilarity checking game Bd(T1, T2) then he has a winning strategy in the
labelled game Bd(T1, T2).

Proof. Note that every configuration of the labelled domino bisimilarity check-
ing game Bd(T1, T2) is also a configuration of the unlabelled domino bisimilarity
checking game Bd(T1, T2). Given a winning strategy for Duplicator in the unla-
belled game Bd(T1, T2) we define a strategy for Duplicator in the labelled game
Bd(T1, T2) to be equal to the restriction of the former strategy to configurations
and moves of the labelled game Bd(T1, T2). This strategy is well defined because
of Lemmas 4.5 and 4.6; it is clearly a winning strategy. 2

Finally, we conclude the proof of Theorem 4.4 by sketching a proof of the
“only if” part of Lemma 4.4.

Lemma 4.8 (“only if”) If Duplicator has a winning strategy in the labelled
domino bisimilarity checking game Bd(T1, T2) then he has a winning strategy in
the unlabelled game Bd(T1, T2).

Proof. Suppose that Duplicator has a winning strategy in the labelled domino
bisimilarity checking game Bd(T1, T2). A configuration of the unlabelled game
Bd(T1, T2) is called admissible if it is also a configuration of the labelled game
Bd(T1, T2) and it belongs to the winning strategy for Duplicator there, i.e., if
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it is reachable by Duplicator playing the strategy. We define the strategy for
Duplicator in the unlabelled game Bd(T1, T2) to be equal to the strategy in
the labelled game for all admissible configurations and moves in which Spoiler
chooses a plain domino. We need to define the strategy for Duplicator for the
configurations that are not admissible or moves in which Spoiler chooses an
auxiliary domino.

The strategy we define for Duplicator in the unlabelled game Bd(T1, T2) has
the property that every configuration C = (d1, d2, x, y) that belongs to the
strategy, i.e., that can be reached when Duplicator follows the strategy, is one
of the following forms:

1. the configuration C belongs to the winning strategy for Duplicator in the
labelled game Bd(T1, T2);

2. d1 = ck
d3

and d2 = ck
d4

, for some plain dominoes d3 ∈ D1 and d4 ∈ D2,
and λ1(d3) = λ2(d4), and if x ≥ k then the configuration (d3, d4, x −

k, y) belongs to the winning strategy for Duplicator in the labelled game
Bd(T1, T2);

3. d1 = bd3
and d2 = bd4

, for some plain dominoes d3 ∈ D1 and d4 ∈ D2,
and λ1(d3) = λ2(d4), and if y > 0 then the configuration (d3, d4, x, y −

1) belongs to the winning strategy for Duplicator in the labelled game
Bd(T1, T2).

It is a tedious but routine exercise to inspect that if Spoiler plays from a con-
figuration of one of the forms 1.–3. listed above then Duplicator can always
respond so as to make the next configuration fall into one of the categories
1.–3. 2 2

4.4 Hhp-bisimilarity is undecidable

The main result of this section is a proof of Theorem 4.1, i.e., the undecidability
of hhp-bisimilarity for finite state asynchronous transition systems. We also
give a few extensions of this result: undecidability of hhp-bisimilarity for finite
unlabelled asynchronous transition systems, for finite (unlabelled) elementary
net systems and 1-safe Petri nets.

The proof of our main result is a reduction from the problem of deciding
domino bisimilarity for origin constrained tiling systems shown to be undecid-
able in the previous section. The method of encoding a tiling system on an
infinite grid in the unfolding of a finite asynchronous transition system is due
to Madhusudan and Thiagarajan [18]. For each origin constrained tiling sys-
tem T , we give an effective definition a finite asynchronous transition system
A(T), such that the following holds.

Lemma 4.9 (The reduction) Origin constrained tiling systems T1 and T2

are domino bisimilar if and only if asynchronous transition systems A(T1) and
A(T2) are hhp-bisimilar.
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Figure 4.1: Modelling the infinite grid.

In Subsections 4.4.1–4.4.3 we define the finite asynchronous transition system
A(T) and prove Lemma 4.9 thus completing the proof of Theorem 4.1. In
Subsection 4.4.4 we prove Theorem 4.2, i.e., we show that hhp-bisimilarity is
undecidable even for unlabelled finite asynchronous transition systems. Finally,
in Subsection 4.4.5 we argue that the hhp-bisimilarity undecidability results
hold for the class of asynchronous transition systems induced by elementary
net systems and 1-safe Petri nets.

4.4.1 Asynchronous transition system A(T)

Let T =
(
D,Dori, (H,H0), (V,V0), L, λ

)
be an origin constrained tiling system.

The infinite grid structure is modelled by the unfolding of the asynchronous
transition system shown in Figure 4.1. The set of events of this asynchronous
transition system is E = {x0, x1, x2, x3, x4, y0, y1, y2, y3, y4}. The independence
relation I is the symmetric closure of

{
(xi, yj) : i, j ∈ {0, 1, 2, 3, 4}

}
.

We identify the states of the asynchronous transition system in Figure 4.1
with pairs of numbers (i, j) ∈ {0, 1, 2, 3, 4}2, where i is the horizontal coordinate
and j is the vertical coordinate. The state in the bottom-left corner in Figure 4.1
is (0, 0); it is the initial state. For all n ∈ N, define:

n̂ =

{
n if n ≤ 4,

2 +
(
(n − 2) mod 3

)
if n > 4.

A position (n,m) ∈ N2 of the infinite grid is represented by state (n̂, m̂) in the
asynchronous transition system A(T).

Configurations of the tiling system T are modelled by extra transitions going
out of states of the grid structure in Figure 4.1, and labelled by events of the
form dij, for d ∈ D, and i, j ∈ {0, 1, 2, 3}. We define a set of events ED as follows:

ED = { dij : d ∈ D; and i, j ∈ {0, 1, 2, 3}; and i = j = 0 implies d ∈ Dori }.
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The idea is, for every d ∈ D, to have a transition going out of each state
(i, j) ∈ {0, 1, 2, 3, 4}2 labelled with dij, provided that (d, i, j) is a configuration
of T . In fact, for a technical reason we need to use events di1 and d1j at states
(i, 4) and (4, j), for i, j ∈ {0, 1, 2, 3}, respectively, instead of di4 and d4j. In
order to avoid special treatment of this case throughout the rest of the paper
we adopt the following notation, for all n ∈ N:

ñ =

{
n if n ≤ 3,

1 +
(
(n − 1) mod 3

)
if n > 3.

Horizontal and vertical compatibility relations for configurations of the tiling
system T are modelled by an independence relation ID on ED, according to
which events dij and ekℓ corresponding to “neighbouring” configurations are
independent if and only if the configurations are compatible. More precisely,
we define ID to be the symmetric closure of the following set:

{
(d0j, e1j) : j ∈ {0, 1, 2, 3} and (d, e) ∈ H0

}
∪

{
(dij, e(̃i+1)j

) : i ∈ {1, 2, 3}, j ∈ {0, 1, 2, 3}, and (d, e) ∈ H
}

∪
{

(di0, ei1) : i ∈ {0, 1, 2, 3} and (d, e) ∈ V0

}
∪

{
(dij, ei(̃j+1)

) : i ∈ {0, 1, 2, 3}, j ∈ {1, 2, 3}, and (d, e) ∈ V
}
.

For all i, j ∈ {0, 1, 2, 3, 4}, and d ∈ D, we have up to four transitions going
out of state (i, j) and labelled by the following events in ED: deiej

, d
(i−1)ej

, if

i > 0, dei(j−1)
if j > 0, and d(i−1)(j−1) if i, j > 0. We write (i, j, {di′j′}) to denote

the state reached by the transition labelled by the event di′j′ going out of state
(i, j). In other words, for all i, j ∈ {0, 1, 2, 3, 4} we have the following transitions:

• (i, j)
dei ej
−→

(
i, j, {deiej

}
)
,

• (i, j)
d

(i−1)ej
−→

(
i, j, {d

(i−1)ej
}
)

if i > 0,

• (i, j)
dei(j−1)
−→

(
i, j, {dei(j−1)

}
)

if j > 0,

• (i, j)
d(i−1)(j−1)

−→
(
i, j, {d(i−1)(j−1)}

)
if i, j > 0.

Moreover, if there are transitions:

• (i, j)
dkℓ
−→

(
i, j, {dkℓ}

)
, and

• (i, j)
ek ′ℓ ′

−→
(
i, j, {ek′ℓ′}

)
,

and (dkℓ, ek′ℓ′) ∈ ID, then there is also a state
(
i, j, {dkℓ, ek′ℓ′ }

)
and transitions:

•
(
i, j, {dkℓ}

) ek ′ℓ ′

−→
(
i, j, {dkℓ, ek′ℓ′}

)
, and

•
(
i, j, {ek′ℓ′ }

) dkℓ
−→

(
i, j, {dkℓ, ek′ℓ′ }

)
.
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Finally, there are transitions:

•
(
i, j, {deiej

}
) xi

−→
(
î + 1, j, {deiej

}
)
, if

(
i, j, {deiej

}
)

is a state, and

•
(
i, j, {dei(j−1)

}
) xi

−→
(
î + 1, j, {dei(j−1)

}
)
, if

(
i, j, {dei(j−1)

}
)

is a state,

and transitions:

•
(
i, j, {deiej

}
) yj

−→
(
i, ĵ + 1, {deiej

}
)
, if

(
i, j, {deiej

}
)

is a state, and

•
(
i, j, {d

(i−1)ej
}
) yj

−→
(
i, ĵ + 1, {d

(i−1)ej
}
)
, if

(
i, j, {d

(i−1)ej
}
)

is a state.

The sets of states SA(T) and transitions →A(T) of the asynchronous transition
system A(T) = (SA(T), s

ini
A(T)

, EA(T),→A(T), λA(T), IA(T)) are as described above.

The set of events is defined by EA(T) = E∪ED. The initial state is sini
A(T)

= (0, 0).
The independence relation IA(T) is defined as the symmetric closure of the set:

I ∪ ID ∪
{

(xi, deiej
), (yj, deiej

) : i, j ∈ {0, 1, 2, 3, 4} and deiej
∈ ED

}
.

Finally, the labelling function λA(T) is an identity on E, and for elements of ED

it replaces the dominoes with their labels in the tiling system T , i.e.,

λA(T)(e) =

{
e if e ∈ E,(
λ(d)

)
ij

if e ∈ ED and e = dij.

Proposition 4.8 The labelled transition systems A(T) is a labelled asynchro-
nous transition system.

4.4.2 The unfolding of A(T)

In this subsection we sketch the structure of the unfolding Unf
(
A(T)

)
of asyn-

chronous transition system A(T) defined in the previous subsection.
For notational convenience we will write (i, j, ∅) for a state (i, j) of A(T). In

order to avoid heavy use of notations n̂ and m̃ we adopt the following conven-
tions:

• we write xn and ym, for all n,m ∈ N, to denote events xbn, y bm ∈ E,
respectively;

• we write dnm to denote an event denem ∈ ED, for all n,m ∈ N.

Proposition 4.9 The set of states of Unf
(
A(T)

)
reachable from the initial state

(0, 0, ∅) consists of triples (n,m,C) ∈ N × N × ℘(ED), such that either:

• C = ∅; or

• C = {dn′m′} such that dn′m′ ∈ ED, and n ′ ∈ {n − 1, n}, and m ′ ∈
{m − 1,m}; or

• C = {d(n−1)m′ , enm′} such that d(n−1)m′ , enm′ ∈ ED, and m ′ ∈ {m −

1,m}, and configurations (d,n−1,m ′) and (e, n,m ′) of T are compatible;
or
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• C = {dn′(m−1), en′m} such that dn′(m−1), en′m ∈ ED, and n ′ ∈ {n− 1, n},
and configurations (d,n ′,m − 1) and (e, n ′,m) of T are compatible.

States of the first category above represent positions on the infinite grid; in
particular the state (n,m, ∅) represents the position (n,m) ∈ N × N. States
of the second category above represent configurations of the tiling system T ;
in particular configuration (d,n,m) ∈ D × N × N is represented by states(
n ′,m ′, {dnm}

)
for n ′ ∈ {n,n + 1} and m ′ ∈ {m,m + 1}. States of the third

and forth categories above are used to “check compatibility” of neighbouring
configurations of the tiling system T .

Proposition 4.10 The set of transitions of Unf
(
A(T)

)
consists of the follow-

ing:

• (n,m,C)
xn

−→Unf(A(T)) (n + 1,m,C)

for C = ∅, or for C = {dnm′}, where m ′ ∈ {m − 1,m},

• (n,m,C)
ym
−→Unf(A(T)) (n,m + 1,C)

for C = ∅, or for C = {dn′m}, where n ′ ∈ {n − 1, n},

• (n,m, ∅)
dn ′m ′

−→ Unf(A(T))

(
n,m, {dn′m′}

)

for n ′ ∈ {n − 1, n}, and m ′ ∈ {m − 1,m}, and dn′m′ ∈ ED,

•
(
n,m, {d(n−1)m′ }

) enm ′

−→ Unf(A(T))

(
n,m, {d(n−1)m′ , enm′ }

)
and

(
n,m, {enm′ }

) d(n−1)m ′

−→ Unf(A(T))

(
n,m, {d(n−1)m′ , enm′ }

)
,

for m ′ ∈ {m−1,m} if configurations (d,n−1,m ′) and (e, n,m ′) of T are
compatible,

•
(
n,m, {dn′(m−1)}

) en ′m
−→ Unf(A(T))

(
n,m, {dn′(m−1), en′m}

)
and

(
n,m, {en′m}

) dn ′(m−1)
−→ Unf(A(T))

(
n,m, {dn′(m−1), en′m}

)

for n ′ ∈ {n − 1, n}, if configurations (d,n ′,m − 1) and (e, n ′,m) of T are
compatible.

4.4.3 Translations between hhp- and domino bisimulations

By Proposition 4.2 it follows that in order to prove Lemma 4.9 it suffices to
demonstrate that a domino bisimulation relating T1 and T2 gives rise to an
hhp-bisimulation relating Unf

(
A(T1)

)
and Unf

(
A(T2)

)
, and vice versa.

In other words, by Propositions 4.3 and 4.5, it suffices to argue that a win-
ning strategy for Duplicator in Bd(T1, T2) can be translated to a winning strategy
for him in Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
, and vice versa. In what follows, in

order to keep the arguments from becoming too dull or cumbersome, we are
mixing freely at our convenience the two ways of talking about bisimulations:
as relations, and as winning strategies in bisimilarity checking games.

For notational convenience we introduce the following convention for writ-
ing elements of an hhp-bisimulation relating Unf

(
A(T1)

)
and Unf

(
A(T2)

)
, or

equivalently, for configurations of game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
. Note
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that if a pair of runs (e1, e2) ∈ Runs
(
Unf(A(T1))

)
× Runs

(
Unf(A(T2))

)
belongs

to an hhp-bisimulation then the states reached by these runs are of the forms
(n,m,C1) and (n,m,C2) for some n,m ∈ N, respectively. In what follows we
write (n,m,C1, C2) to denote such a pair (e1, e2). This notation is a bit sloppy
because it is not 1-1. For example, (1, 1, ∅) is used to denote both (x0y0, x0y0)

and (y0x0, y0x0). It is not hard to see that this sloppiness is not a problem here.
From domino to hhp-bisimulation. Let B ⊆ D1×D2×N×N be a domino
bisimulation relating T1 and T2. We define a winning strategy for Duplicator in
game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
in the following way.

If Spoiler makes a backward move then the response of Duplicator is de-
termined uniquely. Moreover, this response can always be performed because
asynchronous transition systems Unf

(
A(T1)

)
and Unf

(
A(T2)

)
have the property

that every pair of runs with equal labelling sequences has equal sets of most
recent events. If Spoiler makes a forward move by choosing an event xn or
ym, for n,m ∈ N, then Duplicator responds with the same event in the other
transition system.

The only non-trivial responses of Duplicator are the ones to be made when
Spoiler makes a forward move by choosing an event of the form dnm, where d is
a domino, and n,m ∈ N. We define these responses by referring to the domino
bisimulation B. The strategy for Duplicator we define below has the following
property.

Property 4.1 Suppose that a configuration (n,m,C1, C2) of an hhp-bisimilarity
checking game Bhhp

(
Unf

(
A(T1)

)
, Unf

(
A(T2)

))
can be reached from the initial

configuration while Duplicator is playing according to the strategy. Then dn′m′ ∈
C1 and en′m′ ∈ C2, for n ′ ∈ {n − 1, n} and m ′ ∈ {m − 1,m}, imply that
(d, e, n ′,m ′) ∈ B.

Suppose without loss of generality that Spoiler makes a move in Unf
(
A(T1)

)
;

the other case is symmetric. We consider several cases depending on the current
configuration of Bhhp

(
Unf

(
A(T1)

)
, Unf

(
A(T2)

))
.

• The current configuration of the game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
is

(n,m, ∅, ∅)

for some n,m ∈ N. Spoiler can choose an event dn′m′ , such that n ′ ∈
{n − 1, n} and m ′ ∈ {m − 1,m}. Then Duplicator responds with an event
en′m′ in Unf

(
A(T2)

)
, such that (d, e, n ′,m ′) ∈ B.

• The current configuration of the game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
is

(
n,m, {dn′m′}, {en′m′ }

)

such that n ′ ∈ {n − 1, n} and m ′ ∈ {m − 1,m}. Spoiler can choose an
event d ′

kℓ, such that either k = n ′ and {m ′, ℓ} = {m − 1,m}, or ℓ = m ′

and {n ′, k} = {n − 1, n}. In both cases Duplicator responds with an event
e ′

kℓ, such that configurations (e, n ′,m ′) and (e ′, k, ℓ) of T2 are compatible,
and (d ′, e ′, k, ℓ) ∈ B.
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Note that all the responses we have defined above are indeed possible due to
Property 4.1 and the definition of a domino bisimulation, and moreover, they
maintain Property 4.1.

From hhp- to domino bisimulation. Let B be an hhp-bisimulation relating
Unf

(
A(T1)

)
and Unf

(
A(T2)

)
. We define a winning strategy for Duplicator in

game Bd(T1, T2). The strategy for Duplicator we define below has the following
property.

Property 4.2 If configuration (d, e, n,m) of Bd(T1, T2) can be reached while
Duplicator is playing according to the strategy then

(
n,m, {dnm}, {enm}

)
∈ B.

Suppose without loss of generality that Spoiler makes a move in T1; the other
case is symmetric. We consider the two kinds of moves possible in a domino
bisimilarity game.

• In order to fix an initial configuration of Bd(T1, T2) Spoiler chooses a con-
figuration (d,n,m) of T1. Note that for all n,m ∈ N, we have that
(n,m, ∅, ∅) ∈ B. Let enm be Duplicator’s response if Spoiler makes a for-
ward move in the game Bhhp

(
Unf

(
A(T1)

)
, Unf

(
A(T2)

))
by choosing event

dnm in configuration (n,m, ∅, ∅). Then we take e to be Duplicator’s re-
sponse to Spoiler’s choice of configuration (d,n,m).

• Let (d, e, n,m) be the current configuration of Bd(T1, T2). In a next
move Spoiler can choose a configuration (d ′, n ′,m ′) of T1 compatible with
(d,n,m). We consider cases when (n ′,m ′) = (n − 1,m) and (n ′,m ′) =

n,m + 1); the other two cases are analogous. Note that by Property 4.2
we have that (

n,m, {dnm}, {enm}
)
∈ B. (4.1)

– Let (n ′,m ′) = (n−1,m). Since configurations (d,n,m) and (d ′, n−

1,m) of T1 are compatible, by applying condition 2. of the definition
of an hhp-bisimulation to (4.1) we get that there is a domino e ′ of
T2, such that configurations (e, n,m) and (e ′, n − 1,m) of T2 are
compatible, and

(
n,m, {d ′

(n−1)m, dnm}, {e ′
(n−1)m, enm}

)
∈ B. (4.2)

We define event e ′ to be Duplicator’s response in Bd(T1, T2) for
Spoiler’s move consisting of choosing configuration (d ′, n − 1,m) of
T1. By applying condition 4. of the definition of an hhp-bisimulation
to (4.2) twice we get that

(
n − 1,m, {d ′

(n−1)m}, {e ′
(n−1)m}

)
∈ B.

– Let (n ′,m ′) = (n,m+ 1). By applying condition 2. of the definition
of an hhp-bisimulation to (4.1) we get that

(
n,m + 1, {dnm}, {enm}

)
∈ B. (4.3)
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Since configurations (d,n,m) and (d ′, n,m + 1) of T1 are compati-
ble, by applying condition 2. of the definition of an hhp-bisimulation
to (4.3) we get that there is a domino e ′ of T2, such that configura-
tions (e, n,m) and (e ′, n,m + 1) of T2 are compatible, and

(
n,m + 1, {dnm, d ′

n(m+1)}, {enm, e ′
n(m+1)}

)
∈ B. (4.4)

We define event e ′ to be Duplicator’s response in Bd(T1, T2) for
Spoiler’s move consisting of choosing configuration (d ′, n,m + 1) of
T1. By applying condition 4. of the definition of an hhp-bisimulation
to (4.4) we get

(
n,m + 1, {d ′

n(m+1)}, {e
′
n(m+1)}

)
∈ B.

Note that all the responses we have defined above are indeed possible due to
Property 4.2 and the definition of a domino bisimulation, and moreover, they
maintain Property 4.2.

4.4.4 Unlabelled hhp-bisimilarity

In this subsection we prove Theorem 4.2, i.e., we show that undecidability of
hhp-bisimilarity holds also for unlabelled asynchronous transition systems. For
an unlabelled origin constrained tiling system T we give an effective definition
of an asynchronous transition system A ′(T), which is obtained by only a slight
modification of the asynchronous transition system A(T): we add new states
s1, s2, s3, s4, s5, and new transitions (0, 1)

c→ s1
c→ s2

c→ s3
c→ s4

c→ s5, where
c is a new event. The independence relation of A ′(T) is the same as in A(T).
There is no labelling function in A ′(T).

Obviously, if Duplicator has a winning strategy in the labelled hhp-bisimi-
larity checking game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
then he has also a winning

strategy in the unlabelled game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
. By determi-

nacy of bisimilarity checking games the following lemma is the converse of the
previous statement.

Lemma 4.10 (The reduction) If Spoiler has a winning strategy in the la-
belled hhp-bisimilarity checking game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
then he has

a winning strategy in the unlabelled game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
.

The rest of this section is devoted to proving the above lemma from which
Theorem 4.2 follows by Theorem 4.4 and the proof of Theorem 4.1.

For notational convenience, we sometimes identify configurations of the
games Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
or Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
, respec-

tively, with pairs of states of the transition systems Unf
(
A(T1)

)
and Unf

(
A(T2)

)
,

or from the transition systems Unf
(
A ′(T1)

)
and Unf

(
A ′(T2)

)
, respectively. The

following observation will be useful.

Lemma 4.11 Let (n1,m1, C1) and (n2,m2, C2) be states of Unf
(
A ′(T1)

)
and

Unf
(
A ′(T2)

)
, respectively, such that |C1| 6= |C2|. Then Spoiler has a winning

strategy in Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)

from these states.
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Proof. Note that |C1|, |C2| ∈ {0, 1, 2}. If |Ci| = 0 and |C3−i| 6= 0, for i ∈ {1, 2},
then an infinite number of forward moves is possible from (ni,mi, Ci), and only
finitely many from the state (n3−i,m3−i, C3−i). Hence Spoiler has a winning
strategy in this case.

If |C1| > 0, |C2| > 0, and |C1| 6= |C2| then a winning strategy for Spoiler
is as follows. Assume without loss of generality that |C1| = 1; then of course
|C2| = 2. Spoiler makes a backward move in the first component, such that
the next configuration consists of states (n1,m1, ∅) and (n ′

2,m
′
2, C

′
2), where

|C ′
2| 6= 0. By the preceding argument it follows that Spoiler has a winning

strategy from this configuration. 2

The argument to prove Lemma 4.10 is as follows. Consider a winning strat-
egy for Spoiler in the game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
. A configuration of

the unlabelled hhp-bisimilarity checking game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)

is called admissible if the corresponding configuration in the labelled hhp-
bisimilarity checking game Bhhp

(
Unf(A(T1)), Unf(A(T2))

)
belongs to the win-

ning strategy for Spoiler, i.e., if this configuration is reachable by playing the
strategy from the initial configuration (0, 0, ∅, ∅). Obviously, the initial configu-
ration is admissible. We define a strategy for Spoiler in the unlabelled game to
be equal to the strategy in the labelled game in all admissible configurations. In
a sequence of lemmas (Lemmas 4.12–4.15 below) we argue that in all admissi-
ble configurations, every response of Duplicator which leads to a non-admissible
configuration enables Spoiler to win in a finite number of steps.

Lemma 4.12 Let (0, 0, ∅) and (0, 0, ∅) be a pair of states of Unf
(
A ′(T1)

)
and

Unf
(
A ′(T2)

)
, respectively. If Spoiler chooses the move (0, 0, ∅)

x0
−→ (1, 0, ∅) then

Duplicator must answer with the same move in the other system; otherwise
Spoiler can win in a finite number of steps. The similar holds if Spoiler chooses

the move (0, 0, ∅)
y0

−→ (0, 1, ∅).

Proof. By Lemma 4.11 we know that Duplicator cannot choose any transi-

tion (0, 0, ∅)
d00
−→

(
0, 0, {d00}

)
, for d ∈ D. Suppose then that his choice was

(0, 0, ∅)
y0

−→ (0, 1, ∅). We argue that Spoiler has a winning strategy now. He

plays (0, 1, ∅)
c

−→ s1. If Duplicator answers with some (n,m, ∅) then he loses
because of similar arguments as in the proof of Lemma 4.11. In any other case
(after performing this move) there are at most three possible forward moves for
Duplicator, whereas Spoiler can perform another four forward moves. There-
fore, Spoiler has a winning strategy. 2

Lemma 4.13 Note that (n,m, ∅, ∅) is an admissible configuration in the un-
labelled hhp-bisimilarity checking game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
, for all

n,m ∈ N. If Spoiler chooses the move (n,m, ∅)
xn

−→ (n + 1,m, ∅) then Duplica-
tor must answer with the same move in the other system; otherwise Spoiler can
win in a finite number of steps. The similar holds if Spoiler chooses the move

(n,m, ∅)
ym
−→ (n,m + 1, ∅).
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Proof. The special case when n = m = 0 is proved in Lemma 4.12. By
Lemma 4.11 it follows that Duplicator cannot choose any transition of the

form (n,m, ∅)
dn ′m ′

−→
(
n,m, {dn′m′}

)
. Suppose that the response of Duplicator

is (n,m, ∅)
ym
−→ (n,m + 1, ∅). Assume without loss of generality that the last

event in the run e leading to the state (n,m, ∅) was ym−1. Now, Spoiler can
win immediately by taking a backwards move since n + m ∈ MR(e · xn) and
n + m 6∈ MR(e · ym). 2

Lemma 4.14 Note that (n,m, ∅, ∅) is an admissible configuration in the un-
labelled hhp-bisimilarity checking game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
, for all

n,m ∈ N. If Spoiler chooses a move

(n,m, ∅)
dn ′m ′

−→
(
n,m, {dn′m′}

)
,

for n ′ ∈ {n − 1, n}, m ′ ∈ {m − 1,m}, and dn′m′ ∈ ED1
, then Duplicator must

answer with

(n,m, ∅)
en ′m ′

−→
(
n,m, {en′m′}

)

in the other system, for some en′m′ ∈ ED2
; otherwise Spoiler can win in a finite

number of steps.

Proof. By Lemma 4.11 Duplicator must respond with a move of the form

(n,m, ∅)
en ′′m ′′

−→
(
n,m, {en′′m′′}

)
.

We show that Spoiler has a winning strategy in all cases where n ′ 6= n ′′ or
m ′ 6= m ′′. We use Lemma 4.11 without explicitly mentioning it.

• If n ′ = n−1 and m ′ = m−1 then Duplicator looses for any other choice of
indices n ′′ and m ′′. The reason is that from the state

(
n,m, {dn′m′}

)
no

forward move that preserves the cardinality of the set {dn′m′ } is available,
and instead from the state

(
n,m, {en′′m′′ }

)
, a forward move can be made

by choosing either the event xn or ym.

• If n ′ = n and m ′ = m then two forward moves are possible for Spoiler
from the state

(
n,m, {dn′m′}

)
that preserve the cardinality of the set

{dn′m′ }. If Duplicator chooses a different index n ′′ or m ′′ then he can
perform at most one forward move preserving the cardinality of the set
{en′′m′′ }.

• If n ′ = n − 1 and m ′ = m then the only choice for Duplicator, that does
not respect indices n ′ and m ′, is n ′′ = n and m ′′ = m − 1 since for the
other choices where n ′′ = n and m ′′ = m, or n ′′ = n − 1 and m ′′ =

m−1, Duplicator looses because of the previous arguments. Consider the
states

(
n,m, {d(n−1)m}

)
and

(
n,m, {en(m−1)}

)
. We show that Spoiler has

a winning strategy starting from these states. Spoiler chooses

(
n,m, {d(n−1)m}

) ym
−→

(
n,m + 1, {d(n−1)m}

)
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and Duplicator’s only response is

(
n,m, {en(m−1)}

) xn
−→

(
n + 1,m, {en(m−1)}

)
.

However, Spoiler can now perform a backwards move reaching the state(
n,m + 1, ∅

)
and Duplicator’s only response is by the same backwards

move, reaching the state
(
n + 1,m, ∅

)
. Spoiler has a winning strategy

now, by the arguments from Lemma 4.13.

• The case where n ′ = n and m ′ = m − 1 is similar to the previous one.

2

Lemma 4.15 Let
(
n,m, {dn′m′}, {en′m′}

)
be an admissible configuration in the

unlabelled hhp-bisimilarity checking game Bhhp

(
Unf(A ′(T1)), Unf(A

′(T2))
)
. If

Spoiler chooses a move

(n,m, {dn′m′ })
d′

n ′′m ′′

−→
(
n,m, {dn′m′ , d ′

n′′m′′ }
)
,

for some n ′ ∈ {n − 1, n}, m ′ ∈ {m − 1,m}, and d ′
n′′m′′ ∈ ED1

, then Duplicator
must answer with

(n,m, {en′m′ })
e′

n ′′m ′′

−→
(
n,m, {en′m′ , e ′

n′′m′′}
)

in the other system, for some e ′
n′′m′′ ∈ ED2

; otherwise Spoiler can win in a
finite number of steps.

We omit the proof of this lemma; similar arguments can be used as in the proof
of Lemma 4.14.

Observe that all the ED-events in the labelled asynchronous transition sys-
tem A(T) have the same label since T is by our assumption an unlabelled
origin constrained tiling system. Therefore, Lemmas 4.12–4.15 cover all the
relevant cases in the argument for Lemma 4.10 sketched before Lemma 4.12.
This concludes the reduction of unlabelled domino bisimilarity to unlabelled
hhp-bisimilarity, and hence Theorem 4.2 follows from Theorem 4.4.

4.4.5 Finite elementary net system N(T)

In this subsection we argue that undecidability of hhp-bisimilarity for finite
elementary net systems and 1-safe Petri nets follows as a corollary of our proof
for finite asynchronous transition systems.

Given a tiling system T we define an elementary net system N(T) and we
argue that A(T) is isomorphic to the asynchronous transition system na

(
N(T)

)

corresponding to the net N(T); see the articles by Nielsen and Winskel [23,30] for
the definition of the asynchronous transition system na

(
N(T)

)
. The elementary

net system N(T) is safe, i.e., all of its reachable markings are contact-free and
hence it is a 1-safe Petri net as well. This immediately implies the following
facts.
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Theorem 4.5 Hhp-bisimilarity is undecidable for finite labelled elementary net
systems and 1-safe Petri nets.

Theorem 4.6 Hhp-bisimilarity is undecidable for finite unlabelled elementary
net systems and 1-safe Petri nets.

The elementary net system N(T) = (PN(T), EN(T), preN(T), postN(T),MN(T))

is shown in Figure 4.2 and it consists of the following:

• the set of conditions

PN(T) =
{
ai, bi : i ∈ {0, 1, 2, 3, 4}

}

∪
{
a

j

i(i+1)
, bi

j(j+1) : i, j ∈ {0, 1, 2, 3}
}
∪ ED;

• the set of events EN(T) = EA(T);

• the function preN(T) : EN(T) → ℘(PN(T)) specifying the set of places in the
pre-condition of an event:

preN(T)(e) =






{a0} if e = x0,

{b0} if e = y0,

{ai} ∪ A(i−1)i if e = xi for i ∈ {1, 2, 3, 4},

{bj} ∪ B(j−1)j if e = yj for j ∈ {1, 2, 3, 4},

{a
j

i(i+1)
, bi

j(j+1)
} ∪ Incmpt(dij) if e = dij ∈ ED,

where for i, j ∈ {0, 1, 2, 3}, we define Ai(i+1) =
{
ak

i(i+1)
: k ∈ {0, 1, 2, 3}

}

and Bj(j+1) =
{
bk

j(j+1)
: k ∈ {0, 1, 2, 3}

}
, and for dij ∈ ED, we define the

set of dominoes incompatible with dij by:

Incmpt(dij) = { ekℓ ∈ ED : (dij, ekℓ) 6∈ ID };

• the function postN(T) : EN(T) → ℘(PN(T)) specifying the set of places in
the post-condition of an event:

postN(T)(e) =






{ai+1} ∪ A(i+1)(i+2) if e = xi for i ∈ {0, 1, 2},

{a4} ∪ A12 if e = x3,

{a2} ∪ A23 if e = x4,

{bj+1} ∪ B(j+1)(j+2) if e = yj for j ∈ {0, 1, 2},

{b4} ∪ B12 if e = y3,

{b2} ∪ B23 if e = y4,

∅ if e ∈ ED;

• the initial marking MN(T) = {a0, b0} ∪ A01 ∪ B01 ∪ ED.

Proposition 4.11 The asynchronous transition system A(T) is isomorphic to
na

(
N(T)

)
.
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Proof. We define a function Ξ : SA(T) → ℘(PN(T)) as follows:

Ξ
(
(i, j, C)

)
= {ai, bj} ∪ Xi ∪ Yj ∪ ED \

⋃

c∈C

preN(T)(c),

where

Xi =






A01 if i = 0,

A(i−1)i ∪ Ai(i+1) if i ∈ {1, 2, 3},

A34 ∪ A12 if i = 4,

and similarly

Yj =






B01 if j = 0,

B(j−1)j ∪ Bj(j+1) if j ∈ {1, 2, 3},

B34 ∪ B12 if j = 4.

In order to argue that Ξ is an isomorphism of asynchronous transition systems
A(T) and na

(
N(T)

)
it suffices to establish the following:

1. Ξ(sini
A(T)

) = MN(T), i.e., the initial state of A(T) is mapped by Ξ to the

initial marking of N(T),

2. for all s ∈ SA(T),

(a) if s
e→A(T) t then Ξ(s)

e→na(N(T)) Ξ(t),

(b) if Ξ(s)
e→na(N(T)) M then there is t ∈ SA(T), such that s

e→A(T) t and
M = Ξ(t),

3. (e, f) ∈ IA(T) if and only if •e• ∩ •f• = ∅.

It is a tedious but routine exercise to verify that clauses 1.–3. hold. 2
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Figure 4.2: The elementary net system N(T).
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Languages and Programming, 18th International Colloquium, ICALP’91,
volume 510 of LNCS, pages 493–505, Madrid, Spain, 8–12 July 1991.
Springer-Verlag.

[30] Glynn Winskel and Mogens Nielsen. Models for concurrency. In S. Abram-
sky, Dov M. Gabbay, and T. S. E. Maibaum, editors, Handbook of Logic
in Computer Science, volume 4, Semantic Modelling, pages 1–148. Oxford
University Press, 1995.





Chapter 5

Recursive Ping-Pong Protocols

The paper Recursive Ping-Pong Protocols presented in this chapter has been
published at the following workshop.

Recursive Ping-Pong Protocols by H. Hüttel and J. Srba. In Proceedings of
4th International Workshop on Issues in the Theory of Security (WITS’04),
pages 129-140, 2004.

An extended version appeared as a technical report.

Recursive Ping-Pong Protocols by H. Hüttel and J. Srba. Technical report
RS-03-47, BRICS Research Series, 21 pages, 2004.

The technical report extends the workshop paper by including full proofs and
the reduction in Theorem 5.3 together with the discussion about global/local
knowledge functions and the respective constructions presented in the appendix.

Except for minor typographical changes the content of this chapter is equal
to the technical report.
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Recursive Ping-Pong Protocols

Hans Hüttel and Jǐŕı Srba

Abstract. This paper introduces a process calculus with recursion which al-
lows us to express an unbounded number of runs of the ping-pong protocols
introduced by Dolev and Yao. We study the decidability issues associated with
two common approaches to checking security properties, namely reachability
analysis and bisimulation checking. Our main result is that our channel-free
and memory-less calculus is Turing powerful, assuming that at least three prin-
cipals are involved. We also investigate the expressive power of the calculus in
the case of two participants. Here, our main results are that reachability and,
under certain conditions, also strong bisimilarity become decidable.

5.1 Introduction

The study of correctness properties of cryptographic protocols has become an
increasingly important research topic. Today, research on cryptographic proto-
cols is often conducted using methods from program semantics together with
the so-called Dolev-Yao assumptions about protocol principals and intruders
introduced in [11]. In the Dolev-Yao model, all communications of a proto-
col may be visible to the hostile environment which is capable of interfering
with the protocol by altering or blocking any message and by creating new
messages. Moreover, these are the only kinds of attacks — an intruder cannot
exploit weaknesses of the encryption algorithm itself (the ’perfect encryption
hypothesis’).

Process calculi have been suggested as a natural vehicle for reasoning about
cryptographic protocols. In [1], Abadi and Gordon introduced the spi-calculus
(a variant of the π-calculus) and described how properties such as secrecy and
authenticity can be expressed via observational equivalence. Alternatively,
security properties can be expressed and examined using reachability analy-
sis [4, 6, 14]. An important question is: Given the Dolev-Yao assumptions, to
which extent are the properties of cryptographic protocols decidable?

A number of security properties are decidable for the class of finite proto-
cols [4,16]. In the case of an unbounded number of protocol configurations, the
picture is more complex. Durgin et al. showed in [12] that security properties
are undecidable in a restricted class of so-called bounded protocols (that still
allows for infinitely many reachable configurations). In [3] Amadio and Chara-
tonik consider a language of tail-recursive protocols with bounded encryption
depth and name generation; they show that, whenever certain restrictions on
decryption are violated, one can encode two-counter machines in the process
language. On the other hand, Amadio, Lugiez and Vanackère show in [5] that
the reachability problem is in PTIME for a class of protocols with replication
(as opposed to recursion).



74 Chapter 5. Recursive Ping-Pong Protocols

Another contribution by Dolev and Yao in [11] is the study of ping-pong pro-
tocols. These are memory-less protocols which may be subjected to arbitrarily
long attacks. Here, the secrecy of a finite ping-pong protocol can be decided
in polynomial time. Later, Dolev, Even and Karp found a cubic-time algo-
rithm [10] by expressing secrecy as emptiness of the intersection of a context-free
language with a regular language. The class of protocols studied by Amadio et
al. in [5] contains iterative ping-pong protocols and, as a consequence, secrecy
properties remain polynomially decidable even in this case.

In this paper we examine decision problems for a process calculus capable
of describing exactly the class of recursive ping-pong protocols. We study the
calculus from the perspective of equivalence checking (for a general scheme see
e.g. [15]) and consider no explicit model of the environment. The reason for
considering this tiny calculus is that all negative results for it carry over to
richer calculi capable of expressing a wider class of protocols (it is possible to
describe an active intruder in the setting of bisimilarity/reachability checking
of ping-pong protocols and this will be treated in our forthcoming paper).

The considered calculus is a channel-free process calculus, reminiscent of
the tail-recursive processes studied by Amadio and Charatonik [3]. In the case
of three principals, we can encode any Turing machine as a ping-pong protocol.
Hence even this very restricted formalism is sufficiently expressive to encode
universal computations. This implies that any richer calculus (and indeed any
reasonable cryptographic calculus should subsume the ping-pong behaviour) is
beyond the reach of automatic verification. The underlying idea of our con-
struction is to encode the content of the tape as a series of encryptions and to
express the transition function as a series of protocol steps. As a consequence,
both reachability and bisimilarity are undecidable.

On the other hand, if the protocol is restricted to two principals, many prop-
erties become decidable. In particular, we show that the reachability problem
is in PTIME, and under a certain natural observational condition also strong
bisimilarity becomes decidable.

5.2 Basic Definitions

5.2.1 Transition Systems and Bisimilarity

We describe the semantics of our process calculi using unlabelled transition
systems where every state has an associated set of its knowledge, which is an
element of a given domain D. Intuitively, knowledge represents observations
visible to the environment.

A transition system (with knowledge) is a triple (S,−→, kn) where S is a set
of states (or processes), −→⊆ S × S is a transition relation, written α −→ β,
for (α,β) ∈−→, and kn : S 7→ D is a knowledge function from the set of states
to the given knowledge domain D.

Let T = (S,−→, kn) be a transition system. A binary relation R ⊆ S × S

is a (strong) bisimulation iff whenever (α,β) ∈ R then kn(α) = kn(β) and if
α −→ α ′ then β −→ β ′ for some β ′ such that (α ′, β ′) ∈ R, and if β −→ β ′

then α −→ α ′ for some α ′ such that (α ′, β ′) ∈ R.
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Processes α1, α2 ∈ S are (strongly) bisimilar in T , written (α1,T ) ∼ (α2,T )

(or simply α1 ∼ α2 if T is clear from the context), iff there is a (strong) bisim-
ulation R such that (α1, α2) ∈ R.

Given a pair of processes α1 in a transition system T1 = (S1,−→1, kn) and
α2 in T2 = (S2,−→2, kn) such that S1 ∩ S2 = ∅ and kn : S1 ∪ S2 7→ D, we write

(α1,T1) ∼ (α2,T2) iff (α1,T ) ∼ (α2,T ) such that T
def
= (S1 ∪ S2,−→, kn) where

α −→ β iff α,β ∈ S1 and α −→1 β, or α,β ∈ S2 and α −→2 β. Similarly if
S1 and S2 are not disjoint, we simply rename the states of one of the transition
systems and use the same notation (α1,T1) ∼ (α2,T2).

Bisimilarity has an elegant characterization in terms of bisimulation games
[18,19]. A bisimulation game on a pair of processes (α1,T ) and (α2,T ) is a two-
player game of an ‘attacker’ and a ‘defender’. The game is played in rounds. In
each round the attacker chooses one of the processes and performs a transition
in the selected process; the defender must respond by performing a transition
in the other process. Now the game repeats, starting from the new processes.
If a pair of processes α1 and α2 such that kn(α1) 6= kn(α2) is reached during
the game, the attacker wins. If a player cannot perform a transition, the other
player wins. If the game is infinite, the defender wins.

Processes (α1,T ) and (α2,T ) are bisimilar iff the defender has a winning
strategy (and non-bisimilar iff the attacker has a winning strategy).

Two main decidability problems we shall investigate are (strong) bisimilarity
checking and reachability analysis. The first problem asks the question (i) Are
two given states α and β in a transition system (strongly) bisimilar (α ∼ β) ?
and the second problem asks the question (ii) Is a given state β reachable from
a state α, i.e., α −→∗ β ?

5.2.2 Ping-Pong Protocols

Let T be a set of plain-text messages and let K be a set of encryption keys. We
let t range over T and k range over K. The set of messages over T encrypted
with the keys from K is denoted by M(T, K) and given by the following abstract
syntax.

m ::= t | {m}k

Hence a message m (either a plain-text or an already encrypted message) can
be encrypted with a key k, and such a message is written as {m}k.

Let Const be a finite set of process constants. A specification of a ping-pong
protocol is a finite set of process definitions ∆ such that every process constant
P ∈ Const has exactly one process definition of the form

P
def
=

∑

i∈I

vi.wi.Pi

where I is a finite set of indices, vi and wi are messages over a fixed variable
name x encrypted with the keys from K (i.e. vi,wi ∈ M({x}, K)), and Pi is
either a process constant or the empty process ‘0’ (i.e. Pi ∈ Const ∪ {0}). We
call vi (resp. wi) the input (resp. output) prefix.
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Process definitions like these will often be written in their unfolded forms
P

def
= v1.w1.P1+v2.w2.P2+ · · ·+vn.wn.Pn and whenever Pi is the empty process

0 then instead of vi.wi.0 we write only vi.wi. Also, let keys(u) denote the set

of keys used in u for u ∈ M(T, K), formally keys(t)
def
= ∅ and keys({m}k)

def
=

{k} ∪ keys(m).

Example 5.1 A simple protocol specification may look as follows:

∆
def
= {P

def
= {x}k.{{x}k′ }k.P}

where K
def
= {k, k ′}. The cyclic behaviour of the process constant P is described as

follows: P receives a message and decrypts it by using the key k; the decrypted
message is encrypted (using first the key k ′ and then k), and sent off.

Let us finally also recall that for the prefixes {x}k and {{x}k′ }k we have
keys({x}k) = {k} and keys({{x}k′ }k) = {k, k ′}.

A configuration of a ping-pong protocol specification ∆ is a parallel compo-
sition of process constants, possibly preceded by output prefixes. Formally the
set Conf of configurations is given by the following abstract syntax

C ::= P | w.P | C||C

where P ∈ Const∪{0} ranges over process constants including the empty process,
w ∈ M(T, K) ranges over the set of messages, and ‘||’ is the operator of the
parallel composition.

We introduce a structural congruence which identifies configurations that
represent the same state of the protocol. ≡ is defined as the least congruence
over configurations (≡⊆ Conf × Conf) such that (Conf, ||,0) is a commutative
monoid. We identify configurations up to structural congruence.

The width of a configuration C is the minimal number of the parallel com-
ponents in the ≡-equivalence class represented by C. Hence e.g. the width of
0 is 0 and the width of P||0||Q is 2.

We shall now impose two natural restrictions on knowledge functions. We
say that a knowledge function kn : Conf 7→ D for a given set D respects structural
equivalence if C1 ≡ C2 implies kn(C1) = kn(C2) for any C1, C2 ∈ Conf. Let
C ∈ Conf be a configuration with the corresponding specification ∆. The set

prefix (C) of available prefixes of C is defined by: prefix (0)
def
= ∅; prefix (C)

def
=

∪i∈I{vi,wi} if C ∈ Const such that
(
C

def
=

∑
i∈I vi.wi.Pi

)
∈ ∆; prefix (C)

def
= {w}

if C = w.P for some P ∈ Const; and prefix (C)
def
= prefix (C1) ∪ prefix (C2) if C =

C1||C2. The intuition is that the input/output capabilities of a configuration
depend only on the available prefixes and not on the names of process constants.
If we consistently rename the process constants in C and ∆ and obtain a new
configuration C ′ and a new specification ∆ ′, it is the case that prefix (C) =

prefix (C ′). Hence we say that a knowledge function kn respects renaming of
process constants if prefix (C1) = prefix (C2) implies kn(C1) = kn(C2) for any
C1, C2 ∈ Conf.

We only consider knowledge functions that respect structural congruence
and renaming of process constants; we will call such functions respecting.
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Example 5.2 Define the following knowledge functions kn∅, knpriv and knplain :

• The empty knowledge function kn∅ : Conf 7→ {⊥} is defined by kn∅(C)
def
= ⊥

for all C ∈ Conf.

• The private-keys knowledge function knpriv : Conf 7→ 2K (where K is the

set of keys) is defined by knpriv (C)
def
=

⋃
i∈I keys(vi) if C ∈ Const and

C
def
=

∑
i∈I vi.wi.Pi, knpriv (C)

def
= knpriv (C1) ∪ knpriv (C2) if C = C1||C2

and knpriv (C)
def
= ∅ otherwise.

• The plain-text knowledge function knplain : Conf 7→ 2T (where T is the set

of plain-text messages), is defined by knplain (C)
def
= {t} if C = t.P for some

t ∈ T and P ∈ Const, knplain (C)
def
= knplain (C1)∪ knplain (C2) if C = C1||C2

and knplain(C)
def
= ∅ otherwise.

It is easy to see that these knowledge functions are respecting. The intuition is
that kn∅ does not take the knowledge of configurations into account and hence
in bisimilarity checking only the branching structure induced by −→ is relevant.
The knowledge function knpriv makes sure that any two bisimilar configurations
have the same decryption keys currently available. Finally, the function knplain

identifies configurations which are currently capable of communicating the same
set of plain-text messages.

Example 5.3 Consider a ping-pong protocol motivated by a simple example
mentioned e.g. in [10] and [11]. A participant X wants to send a message m ∈
{0, 1}∗ to a participant Y and get a confirmation that the message was received.
The protocol is informally described as follows: (i) participant X encrypts the
message m by a public key of Y and sends the encrypted message to Y, (ii)
participant Y decrypts the received message by his private key and answers to
X by the same message m encrypted with X’s public key, (iii) finally X receives
the confirmation message and decrypts it by his private key.

In our formalism let T
def
= {0, 1}∗, K

def
= {kX, kY}, and Const

def
= {X, Y}. The

protocol specification ∆ is given by two equations

X
def
= {x}kX

.{x}kY
.X Y

def
= {x}kY

.{x}kX

and the initial configuration of the protocol is {m}kY
.X || Y for a given m ∈ T .

The intuition is that the process {m}kY
.X can output the message m en-

crypted with the key kY and become the process X. Similarly, Y can input this
message and become the process {m}kX

.Y. After the communication is estab-
lished, the new configuration X || {m}kX

.Y is reached. The conformation phase
of the protocol is analogous to the first communication.

Note that we do not distinguish explicitly between private and public keys.
This is done implicitly: a key supposed to be a private key for one or more
process constants cannot be used in the input prefixes of other process constants.
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(P
def
=

∑
i∈I vi.wi.Pi) ∈ ∆ u = vi[m/x] m ∈ M(T, K) i ∈ I

P || u.Q −→ wi[m/x].Pi || Q

P −→ P ′

P||Q −→ P ′||Q

Figure 5.1: SOS rules of ping-pong protocols

E.g. in our example kX is a private key of X which means the process constant
Y can use the key only in its output prefix and vice versa.

A formal semantics of ping-pong protocols is given in terms of transition
systems. First, we define inductively a substitution u[m ′/x] of the message
m ′ for the variable x in the prefix u (m ′ ∈ M(T, K) and u ∈ M({x}, K)) by

x[m ′/x]
def
= m ′ and {m}k[m ′/x]

def
= {m[m ′/x]}k.

A given protocol specification ∆ determines a transition system T (∆)
def
=

(S,−→, kn) where states are configurations of the protocol modulo the struc-

tural congruence (S
def
= Conf/≡); the transition relation −→ is given by the SOS

rules in Figure 5.1 (recall that ‘||’ is commutative); and the knowledge func-
tion kn : S 7→ D is assumed to be explicitly given. Note that the width of a
configuration does not increase by performing a transition.

Example 5.4 Let us consider the ping-pong protocol specification from Exam-
ple 5.3. The interesting fragment of the transition system T (∆) is

{m}kY
.X || Y // X || {m}kX

.Y // {m}kY
.X

In the rest of this section we will discuss the usefulness of bisimilarity check-
ing with knowledge functions for validation of authenticity and secrecy of ping-
pong protocols. The correctness checking of such protocols is done by compar-
ing the protocol specification with its ideal behaviour [2] under an appropriate
choice of the knowledge function.

For example, assume that we want to check whether a given protocol speci-
fication ∆ ever outputs a plain-text message. Let us fix an arbitrary key k ∈ K.
We define an ideal protocol ∆ ′ which has the same behaviour as ∆ but never
communicates any plain-text message. This can be achieved e.g. by defining

∆ ′ def
= {P

def
=

∑

i∈I

{vi}k.{wi}k.Pi | (P
def
=

∑

i∈I

vi.wi.Pi) ∈ ∆}.

For any configuration C ∈ Conf let C ′ be a configuration where every occur-
rence of an output prefix of the form w.P is replaced with {w}k.P. Under the
assumption that the plain-text knowledge function knplain is used, it holds that
(C,T (∆)) ∼ (C ′,T (∆ ′)) if and only if the protocol ∆ starting from its initial
configuration C is never capable of outputting any plain-text message.

Assume now that ∆ contains input prefixes only of the from {x}k for some key
k ∈ K (only one key decryption at a time). The question whether a computation
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from a given configuration C of the protocol specification ∆ never deadlocks and
it is always possible to decrypt messages encrypted with a fixed key k can be

expressed as follows. Let ∆ ′ def
= {X

def
= {x}k.{x}k.X} and let C ′ be the configuration

{t}k.X || X for some t ∈ T . Obviously, from C ′ there is exactly one transition
leading back to C ′ and moreover C ′ is always capable of decrypting a message
encrypted with the key k. We also define a knowledge function kn : Conf 7→ {0, 1}

by kn(C1)
def
= 1 if k ∈ knpriv (C1); and kn(C1)

def
= 0 otherwise. Here knpriv is the

private-keys knowledge function introduced before. The considered validation
question is now equivalent to the problem (C,T (∆)) ∼ (C ′,T (∆ ′)).

Remark 5.1 If instead of kn defined above we use kn∅, the bisimilarity ques-
tion (C,T (∆)) ∼ (C ′,T (∆ ′)) is equivalent to the problem whether there is no
terminating computation of the protocol ∆ starting in C.

5.3 Ping-Pong Protocols of Width 3

In this section we show that ping-pong protocols of width at least 3 are sur-
prisingly powerful enough to simulate Turing machines.

Let M = (Q,Σ, γ, q0, qF) be a Turing machine such that Q is a finite set of
control states, Σ is a finite tape alphabet containing special symbols c, $ ∈ Σ (c

is the left mark of the tape and $ it the right mark; let Σ1
def
= Σr {c, $}), q0 ∈ Q

is the initial state, qF is the final state and

γ : Σ×Q×Σ 7→ (Q×Σ×Σ ∪ Σ×Σ×Q ∪ {halt })

is a total function such that

• γ(aqb) ∈
(
Q×{a}×Σ1 ∪ {a}×Σ1×Q

)
for all a, b ∈ Σ1 and q ∈ Q

(the head moves either to the left or to the right)

• γ(cqa) ∈ {c}×Σ1×Q for all a ∈ Σ and q ∈ Q

(the head is not allowed to move on the left mark)

• γ(aq$) ∈
(
Q×{a}×{$} ∪ {a}×Σ1×Q

)
for all a ∈ Σ and q ∈ Q

(the right mark cannot be changed but the head can move to the right)

• γ(aqFb) = halt for all a, b ∈ Σ

(when the final state qF is reached, the computation stops).

A configuration of the machine M is an element from the set {c}×Σ∗
1×Q×Σ∗

1×{$}.

A computational step between configurations c1 and c2 (written c1 −→ c2) is
defined in the usual way, i.e.,

• c1 −→ c2 if c1 ≡ w1aqbw2 and c2 ≡ w1γ(aqb)w2 where w1,w2 ∈ Σ∗,
a, b ∈ Σ and q ∈ Q such that b 6= $, or

(
b = $ ∧ γ(aqb) ∈ Q×{a}×{$}

)

(the head does not write on the right mark), or

• c1 −→ c2 if c1 ≡ w1aq$ and c2 ≡ w1γ(aq$)$ where w1 ∈ Σ∗, a ∈ Σ and
q ∈ Q such that γ(aq$) ∈ {a}×Σ1×Q (the head is at the end mark and
moves to the right).
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It is a well known fact that the problem whether the machine halts from the
initial configuration cq0$ (i.e. reaches a configuration containing the state qF

in a finite number of computational steps) is undecidable.

Let M = (Q,Σ, γ, q0, qF) be a Turing machine and let S
def
= Q ∪ Σ ∪ {z} and

S ′ def
= {s ′ | s ∈ S} such that z is a fresh symbol and S∩S ′ = ∅. We define a ping-

pong protocol ∆ that will simulate the computation of the machine M. The set

of plain-text messages is a singleton set T
def
= {t}, the set of keys is K

def
= S ∪ S ′,

and the set of process constants consists of Const
def
= {BS, BS′ , P, R} ∪ {Pa′ , Ra |

a ∈ S} ∪ {Va′b′c′ , Va′b′c′$ ′ | a, b, c ∈ S}.

First, we define the equations for process constants BS and BS′ (buffers over
S and S ′).

BS
def
=

∑

s∈S

{x}s.{x}s.BS BS′
def
=

∑

s′∈S′

{x}s′ .{x}s′ .BS′

The intuition is that the buffers BS and B ′
S can store their content as a se-

quence of encryption keys over S resp. S ′. In our case the buffers will store
configurations of the machine M.

The process constant P transfers the content of the buffer BS to the buffer
BS′ and as soon as a control state is present, the computational step is per-
formed. This is formally defined by

P
def
=

∑

a,b,c∈S, b6∈Q

{{{x}c}b}a.{{x}c}b.Pa′ +

∑

a,c∈Σ, q∈Q, γ(aqc)=efg, ¬ω

{{{x}c}q}a.x.Ve′f′g′ +

∑

a,c∈Σ, q∈Q, γ(aqc)=efg, ω

{{{x}c}q}a.x.Ve′f′g′$ ′

where ω is the condition saying that the head is at the end of the tape and it
moves to the right, i.e., ω ≡ c = $ ∧ g ∈ Q.

The process constant Pa′ for all a ′ ∈ S ′ simply adds the symbol a ′ to the
buffer BS′ and then it continues as P.

Pa′
def
=

∑

s′∈S′

{x}s′ .{{x}s′}a′ .P

The process constants Va′b′c′ and Va′b′c′$ ′ (for a ′, b ′, c ′ ∈ S ′) add the corre-
sponding sequence of keys to the buffer BS′ and then continue as R.

Va′b′c′
def
=

∑

s′∈S′

{x}s′ .{{{{x}s′ }a′ }b′}c′ .R

Va′b′c′$ ′
def
=

∑

s′∈S′

{x}s′ .{{{{{x}s′ }a′}b′ }c′ }$ ′ .R
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We finish the definition of the process constants by introducing R (standing
for ‘reverse’), which transfers the content of the buffer BS′ back to BS.

R
def
=

∑

a′∈S′

{x}a′ .x.Ra

Similarly as Pa′ , Ra for all a ∈ S r {c} adds the symbol a to the buffer BS

and continues as R, except for the situation when the beginning of the tape was
reached (in this case Rc continues as P).

Ra
def
=

∑

s∈S

{x}s.{{x}s}a.R Rc
def
=

∑

s∈S

{x}s.{{x}s}c.P

Let m
def
= {t}z and m ′ def

= {t}z′ (recall that t ∈ T is the only plain-text
message). The following configuration of width 3 can simulate the computation
of the machine M from the initial configuration cq0$.

{{{m}$}q0
}c.BS || m ′.BS′ || P

In order to see how the simulation works we use the notations [w]m and
[w]m′ to denote the messages m and m ′ encrypted with the sequence of keys

w, i.e., [ǫ]m
def
= m, [ǫ]m′

def
= m ′, [aw]m

def
= {[w]m}a and [aw]m′

def
= {[w]m′ }a

where ǫ is the empty sequence, a ∈ K and w ∈ K∗.

Now every configuration c of the machine M corresponds to the configura-

tion f(c)
def
= ([c]m.BS || [ǫ]m′ .BS′ || P) of the protocol ∆. Note that the initial

configuration of ∆ defined above is exactly f(cq0$).
The following considerations will describe the simulation of the Turing ma-

chine M by the protocol ∆. A single step of the machine M will be simulated
by a finite number of transitions in the protocol.

Let c1 = w1aqcw2 and c2 = w1efgw2 be configurations of M such that
w1,w2 ∈ Σ∗, a, c ∈ Σ, q ∈ Q, γ(aqc) = efg, and ¬ω. This means that
c1 −→ c2. We will show that f(c1) −→∗ f(c2) such that the computation of the
protocol from f(c1) is deterministic, i.e., for any C ∈ Conf such that f(c1) −→∗ C

it is the case that C −→ C ′ and C −→ C ′′ implies C ′ ≡ C ′′. For w1 in the form

a1 · · ·an let w ′
1,R

def
= a ′

n · · ·a ′
1 be the reversed word w1 such that every letter is

primed. The computation from f(c1) looks as follows.

f(c1) = [w1aqcw2]m.BS || [ǫ]m′ .BS′ || P −→∗ [aqcw2]m.BS || [w ′
1,R]m′ .BS′ || P −→

BS || [w ′
1,R]m′ .BS′ || [w2]m.Ve′f′g′ −→ [w2]m.BS || [w ′

1,R]m′ .BS′ || Ve′f′g′ −→

[w2]m.BS || BS′ || [g ′f ′e ′w ′
1,R]m′ .R −→ [w2]m.BS || [g ′f ′e ′w ′

1,R]m′ .BS′ || R −→∗

[w1efgw2]m.BS || [ǫ]m′ .BS′ || P = f(c2)

It is easy to observe that such a computation is unique (deterministic).

Let c1 = w1aq$ and c2 = w1efg$ be configurations of M as before, however,
this time the condition ω holds. This case is analogous to the previous one. The
only difference is that Ve′f′g′ is replaced with Ve′f′g′$ ′ and the end of the tape
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$ is added (the tape hence becomes longer by one cell). Assume now that f(c1)

represents a halting configuration. The computation of the protocol from f(c1)

starts as before, however, there is no summand in the definition of the process
constant P for the situation that γ(aqc) = halt and hence the computation gets
stuck in the configuration [aqcw2]m.BS || [w ′

1,R]m′ .BS′ || P.

The following theorems are applications of the presented simulation.

Theorem 5.1 Reachability is undecidable for ping-pong protocols of width 3.

Theorem 5.2 Bisimilarity is undecidable for ping-pong protocols of width 3

for any knowledge function which respects structural congruence and renaming
of process constants.

5.4 Ping-Pong Protocols of Width 2

If the family of protocols we consider contains at most two participants (par-
allel components), we get a class similar to that of the traditional ping-pong
protocols [10, 11]. In fact, our class is more general in the sense that we allow
for recursive definitions in the protocol specification. In the situation of at most
two parallel components in any reachable configuration we may without loss of
generality assume that such configurations are always of the form P || w.Q for
some P ∈ Const, Q ∈ Const ∪ {0} and w ∈ M(T, K). If this is not the case, the
computation of such a protocol is stuck — no communication can take place.

We shall now observe that the class of ping-pong protocols of width 2 is not
Turing powerful since e.g. reachability becomes decidable. Hence we can still
hope for automatic verification of some protocol properties.

Theorem 5.3 The reachability problem for ping-pong protocols of width 2 is
decidable in polynomial time.

In contrast, the bisimilarity problem is again undecidable.

Theorem 5.4 The problem of bisimilarity checking between a pair of ping-pong
protocol configurations of width 2 is undecidable (provided that we allow for
general but still computable, respecting and finite-domain knowledge functions).

In most of the examples of knowledge functions we, however, do not use
knowledge functions similar to the one described in the undecidability proof.
In fact, it is quite satisfactory to consider knowledge functions which depend
only on a constant number of the upper-most symbols in the output prefix. We
shall prove that if this is the case then bisimilarity becomes decidable.

Let P || w.Q be a general form of a protocol configuration of width 2. A
knowledge function kn is local if there is a constant M ∈ N0 and a function

f : (Const ∪ {0}) × (Const ∪ {0}) ×
(
(K<M× T) ∪ KM

)
7→ D

such that kn(P || w.Q) = f(P,Q,w ′) where w ′ is 〈w〉 if |〈w〉| ≤ M, and w ′ is the
prefix of 〈w〉 of length M otherwise. (Here by 〈m〉 ∈ (K ∪ T)∗ we understand
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the sequence of keys that occur in m followed by the corresponding plain-text
message, i.e., 〈t〉 = t for t ∈ T and 〈{m}k〉 = k〈m〉.) In other words, a local
knowledge function depends only on P, Q and at most M outer-most keys of
w.

Remark 5.2 Observe that local knowledge functions have finite co-domains.
Hence for every local knowledge function there is an equivalent local knowledge
function with a finite domain D. In what follows we shall assume that D is
finite.

Theorem 5.5 The problem of bisimilarity checking between a pair of ping-pong
protocol configurations of width 2 is decidable for local knowledge functions.

5.5 Conclusion

We have studied a simple, channel-free process calculus capable of describ-
ing recursive ping-pong protocols. Surprisingly, the calculus turns out to be
Turing-powerful when we allow three or more principals. This implies that all
interesting verification problems will remain undecidable in any richer calculus
which can express at least the ping-pong behaviour. This fact remains valid
even if we allow active attacks on the protocol since the syntax of ping-pong
protocols is capable of describing this situation. This is, however, nontrivial to
see and it is a part of our current work.

In the case of two principals, the reachability problem is in PTIME. Depend-
ing on our notion of observability, other properties (including strong bisimilar-
ity) may also become decidable.

Amadio et al. in [5] have proved that reachability is polynomially decidable
for processes with replication. However, they have only shown the result for
a class of processes that, unlike the class studied in the present paper, does
not involve an explicit representation of nondeterministic choice. It remains to
be seen whether security properties are decidable for a version of our process
calculus with replication replacing recursion, and whether our calculus with-
out explicit nondeterminism remains Turing powerful. We claim that at least
the latter is indeed the case and in our future work we shall further investi-
gate the problem (including the connection with the results from [9] where it
is shown that secrecy is decidable for protocols with replication but without
nondeterminism).
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Appendix

Theorem 5.1 Reachability is undecidable for ping-pong protocols of width 3.

Proof. Let M be a Turing machine and let ∆ be the ping-pong protocol con-
structed above. We modify ∆ by adding the following summand to the definition
of the process constant P

∑

a,c∈Σ, q∈Q, γ(aqc)=halt

{{{x}c}q}a.x.D

where D is a new process constant with its definition

D
def
=

∑

a∈S∪S′

{x}a.x.D.

This means that M halts if and only if a protocol configuration containing D

is reachable. The process constant D can remove the content of both of the
buffers and hence the question whether the configuration m.BS || m ′.BS′ || D is
reachable from the initial configuration f(cq0$) is undecidable. 2

Theorem 5.2 Bisimilarity is undecidable for ping-pong protocols of width 3

for any knowledge function which respects structural congruence and renaming
of process constants.

Proof. Let M be a Turing machine and let ∆ be the ping-pong protocol con-
structed above. Let ∆ ′ be a copy of ∆ such that every process constant
X ∈ Const in ∆ ′ is replaced with X ′. Moreover, ∆ also contains the follow-
ing extra summand in the definition of the process constant P

∑

a,c∈Σ, q∈Q, γ(aqc)=halt

{{{x}c}q}a.{{{x}c}q}a

and ∆ ′ contains the following extra summand in the definition of the process
constant P ′ plus a definition of a fresh process constant Z ′

∑

a,c∈Σ, q∈Q, γ(aqc)=halt

{{{x}c}q}a.{{{x}c}q}a.Z ′

Z ′ def
=

∑

a,c∈Σ, q∈Q, γ(aqc)=halt

{{{x}c}q}a.{{{x}c}q}a.Z ′.

If the machine M diverges then the initial configurations (as described
above) of ∆ and ∆ ′ are bisimilar since both of them are capable of performing
infinite computations (these computations are deterministic) and the knowl-
edge function cannot distinguish between them (it respects renaming of process
constants).

If the machine M halts then ∆ ′ can still perform an infinite sequence of
transitions but ∆ gets stuck after using the extra summand in P defined above.
Hence their initial configurations cannot be bisimilar for any knowledge func-
tion. 2
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Theorem 5.3 The reachability problem for ping-pong protocols of width 2 is
decidable in polynomial time.

Proof. We reduce reachability of ping-pong protocols of width 2 to reachability
of pushdown automata (PDA), disregarding the input alphabet. In fact, we
will use a slightly more general notion of PDA where several stack symbols can
be removed in one computational step.

Let ∆ be a given protocol specification and let P1 || w1.Q1 and P2 || w2.Q2 be
two configurations of the protocol. We shall construct a PDA system together
with two configurations p1α1 and p2α2 such that P1 || w1.Q1 −→∗ P2 || w2.Q2

if and only if p1α1 −→∗ p2α2.

Let m ∈ M(T, K). By 〈m〉 ∈ (K ∪ T)∗ we understand the sequence of keys
that occur in m followed by the corresponding plain-text message, i.e., 〈t〉 = t

for t ∈ T and 〈{m}k〉 = k〈m〉. Similarly, if m ∈ M({x}, K) then 〈m〉 ∈ K∗

denotes the sequence of keys that occur in m, i.e., 〈x〉 = ǫ and 〈{m}k〉 = k〈m〉.

The set of control states of the PDA automaton is {(P,Q) | P,Q ∈ Const∪{0}}

and the stack alphabet contains the encryption keys plus plain-text messages,
i.e., it is the set K∪T . The set of (input) actions is a singleton set {a}. We have
now a natural correspondence between configurations of the protocol and those
of the PDA system. A protocol configuration P || w.Q corresponds to a PDA
configuration (P,Q)〈w〉 such that (P,Q) is the control state (its second compo-
nent is always the one that has an output prefix) and 〈w〉 is the stack content.

The PDA rewrite rules are defined as follows: (P,Q)〈vi〉
a

−→ (Q,Pi)〈wi〉 for

every P ∈ Const and Q ∈ Const ∪ {0} such that P
def
=

∑
i∈I vi.wi.Pi.

It is now easy to see that P1 || w1.Q1 −→∗ P2 || w2.Q2 if and only if
(P1,Q1)〈w1〉 −→∗ (P2,Q2)〈w2〉.

The reachability problem of extended PDA is by standard techniques re-
ducible to reachability of ordinary PDA where at most one stack symbol is
removed by performing a single transition (it is enough to replace every rule
of the form px1x2 . . . xm −→ qα by the rules px1 −→ p1, p1x2 −→ p2, . . . ,
pm−1xm −→ qα where p1, . . . , pm−1 are new control states).

Since reachability of PDA is decidable [8], we can conclude that reachability
of ping-pong protocols of width 2 is also decidable. Moreover, the reachability
problem of ordinary PDA can be solved in polynomial time [7,13], which implies
that reachability of ping-pong protocols of width 2 is decidable also in PTIME.
2

Definition 5.1 A Minsky machine R with two counters c1 and c2 is a finite
sequence of instructions

R = (I1, I2, . . . , In−1, n : halt)

where n ≥ 1 and every Ip, 1 ≤ p ≤ n − 1 is an instruction of one from the
following two types:

• increment: p : ci := ci + 1; goto q
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• test and decrement: p : if ci = 0 then goto q else ci := ci−1; goto

r

where 1 ≤ i ≤ 2 and 1 ≤ q, r ≤ n.

Definition 5.2 A configuration of a Minsky machine R is a triple (p, v1, v2)

where p is an instruction label (1 ≤ p ≤ n), and v1, v2 ∈ N0 are nonnegative
integers representing the values of the counters c1 and c2, respectively. The
transition relation −→ between configurations is defined in the natural way.

Note that the computation of R is deterministic, i.e., if (p, v1, v2) −→
(p ′, v ′

1, v
′
2) and (p, v1, v2) −→ (p ′′, v ′′

1 , v ′′
2) the p ′ = p ′′, v ′

1 = v ′′
1 and v ′

2 = v ′′
2 .

Definition 5.3 A Minsky machine R halts with the initial counter values set
to zero if (1, 0, 0) −→∗ (n, v1, v2) for some v1, v2 ∈ N0. If R does not halt we
say that it diverges.

Proposition 5.1 The halting problem for Minsky machines in undecidable.

Let R be a given Minsky machine. We now construct a ping-pong protocol
specification ∆ and two configurations C1 and C2 of width 2 such that R diverges
if and only if (C1,T (∆)) ∼ (C2,T (∆)).

Let the set of plain-text messages be T
def
= {t}, let the set of encryption keys

be K
def
= {1, . . . , n}∪{+i,−i | 1 ≤ i ≤ 2}∪{pi

=0, p
i
≥0, p

cheat | 1 ≤ p < n, 1 ≤ i ≤ 2}

and let Const
def
= {BK, P,Q}. The constant BK stands for a buffer over a certain

subset of K.
Let #k(m) denote the number of occurrences of the key k ∈ K in the

message m ∈ M(T, K). The intuition of the reduction is that a configuration
(p, v1, v2) of the Minsky machine R corresponds to a pair of protocol config-
urations {m}p.BK || P and {m}p.BK || Q such that #+i

(m) − #−i
(m) = vi for

1 ≤ i ≤ 2. The definitions of the process constants P and Q are almost sym-
metric except for the situation when a halting configuration of the machine R

is reachable. In this case the computation from the configuration containing Q

is stuck while the configuration containing P performs an infinite sequence of
transition. The knowledge function is designed in such a way that if a correct
computation of the machine R is simulated by the attacker in the bisimulation
game (a single step in the computation of R will be simulated by two transitions
in ∆), the defender can only mimic the same transitions in the other process.
However, if the attacker “cheats” in the bisimulation game (e.g. decreases a
value of a counter into negative integers), the defender threatens by entering a
syntactically equal (and hence bisimilar) pair of protocol configurations.

Formally, the protocol ∆ is given as follows.

BK
def
=

∑

k∈{1,...,n}

{x}k.{x}k.BK +

∑

All(p)

(
{x}pi

=0
.{x}p.BK + {x}pi

≥0
.{x}p.BK +
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{x}pcheat .{x}p.BK

)

P
def
=

∑

Inc(p)

{x}p.{{x}+i
}q.P +

∑

Dec(p)

(
{x}p.{x}qi

=0
.P + {x}p.{x}qcheat .P +

{x}p.{x}qcheat .Q
)

+

∑

Dec(p)

(
{x}p.{{x}−i

}ri
≥0

.P + {x}p.{{x}−i
}rcheat .P +

{x}p.{{x}−i
}rcheat .Q

)
+ {x}n.{x}n.P

Q
def
=

∑

Inc(p)

{x}p.{{x}+i
}q.Q +

∑

Dec(p)

(
{x}p.{x}qi

=0
.Q + {x}p.{x}qcheat .Q +

{x}p.{x}qcheat .P
)

+

∑

Dec(p)

(
{x}p.{{x}−i

}ri
≥0

.Q + {x}p.{{x}−i
}rcheat .Q +

{x}p.{{x}−i
}rcheat .P

)

where Inc(p)
def
= 1 ≤ p < n ∧ Ip = (p : ci := ci + 1; goto q), and Dec(p)

def
=

1 ≤ p < n ∧ Ip = (p : if ci = 0 then goto q else ci := ci − 1; goto r),

and All(p)
def
= 1 ≤ p ≤ n ∧ 1 ≤ i ≤ 2.

We shall now argue that R diverges if and only if

{t}1.BK || P ∼ {t}1.BK || Q

in T (∆) where the knowledge function

kn : Conf 7→ {OK=0 ,OK≥0 ,CHEAT ,OTHER}

is defined as follows (let i ∈ {1, 2}, X, Y ∈ {BK, P,Q}, and p ∈ {1, . . . , n − 1}).

kn(X || {m}pi
=0

.Y)
def
=

{
OK=0 if #+i

(m) = #−i
(m)

CHEAT otherwise

kn(X || {m}pi
≥0

.Y)
def
=

{
OK≥0 if #+i

(m) ≥ #−i
(m)

CHEAT otherwise

kn(X || {m}pcheat .Y)
def
= CHEAT

For all other configurations C let kn(C)
def
= OTHER.
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Remark 5.3 Note that kn is a computable and respecting knowledge function,
and that its knowledge domain is finite.

Lemma 5.1 If R halts then the attacker has a winning strategy in the bisimu-
lation game played from the pair of configurations {t}1.BK || P and {t}1.BK || Q.

Proof. Assume that (1, 0, 0) −→∗ (n, v1, v2) for some v1, v2 ∈ N0. We will show
that the attacker can force the defender to reach a pair of configurations

{m}n.BK || P and {m}n.BK || Q

for some m ∈ M(T, {+i,−i | 1 ≤ i ≤ 2}) such that #+i
(m) − #−i

(m) = vi for
1 ≤ i ≤ 2. From this pair of configurations the attacker wins because

{m}n.BK || P −→ BK || {m}n.P

whereas {m}n.BK || Q 6−→.
In order to show that the attacker can force the defender to faithfully sim-

ulate the computation of the Minsky machine, we assume that the current
configuration of R is (p, v1, v2) where 1 ≤ p < n and that the bisimulation
game starts from the pair

{m}p.BK || P and {m}p.BK || Q

such that #+i
(m) − #−i

(m) = vi for 1 ≤ i ≤ 2. We will show that if
(p, v1, v2) −→ (p ′, v ′

1, v
′
2) then after two rounds of the bisimulation game the

attacker can force the defender to reach a pair of configurations {m ′}p′ .BK || P

and {m ′}p′ .BK || Q such that #+i
(m ′) − #−i

(m ′) = v ′
i for 1 ≤ i ≤ 2. There are

three situations to be discussed.
(1) If the instruction Ip is of the form

p : ci := ci + 1; goto q

then the attacker makes two moves

{m}p.BK || P −→ BK || {{m}+i
}q.P −→ {{m}+i

}q.BK || P

and the defender can only answer by

{m}p.BK || Q −→ BK || {{m}+i
}q.Q −→ {{m}+i

}q.BK || Q.

(2) If the instruction Ip is of the form

p : if ci = 0 then goto q else ci := ci − 1; goto r

and vi = 0 then the attacker plays

{m}p.BK || P −→ BK || {m}qi
=0

.P −→ {m}q.BK || P.

This time the defender has six choices how to respond to the first move of the
attacker. However, notice that

kn(BK || {m}qi
=0

.P) = OK=0
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because vi = 0 and hence the defender can only answer by

{m}p.BK || Q −→ BK || {m}qi
=0

.Q −→ {m}q.BK || Q.

In all other possible moves the defender loses after the first move because the
knowledge function returns different values.

(3) If the instruction Ip is of the form

p : if ci = 0 then goto q else ci := ci − 1; goto r

and vi > 0 then the attacker plays

{m}p.BK || P −→ BK || {{m}−i
}ri

≥0
.P −→ {{m}−i

}r.BK || P.

Again, because
kn(BK || {{m}−i

}ri
≥0

.P) = OK≥0

the defender can only answer by

{m}p.BK || Q −→ BK || {{m}−i
}ri

≥0
.Q −→ {{m}−i

}r.BK || Q.

2

Lemma 5.2 If R diverges then the defender has a winning strategy in the bisim-
ulation game played from the pair {t}1.BK || P and {t}1.BK || Q.

Proof. We will show that the defender in the bisimulation game from {t}1.BK || P

and {t}1.BK || Q can force the attacker to faithfully simulate the computation
of the Minsky machine. Since the computation of R diverges, the bisimulation
game is infinite and the defender wins.

Consider a configuration (p, v1, v2) where 1 ≤ p < n of the machine R that
was reached during the computation from (1, 0, 0). Let the corresponding pair
of protocol configurations be

{m}p.BK || P and {m}p.BK || Q

such that #+i
(m) − #−i

(m) = vi for 1 ≤ i ≤ 2.
We will show that if (p, v1, v2) −→ (p ′, v ′

1, v
′
2) then after two rounds of

the bisimulation game the defender can force the attacker to reach a pair of
configurations {m ′}p′ .BK || P and {m ′}p′ .BK || Q such that #+i

(m ′)−#−i
(m ′) =

v ′
i for 1 ≤ i ≤ 2, or the defender can win by reaching a pair of syntactically

equal (and hence bisimilar) configurations. There are three situations to be
discussed.

(1) If the instruction Ip is of the form

p : ci := ci + 1; goto q

then there is only one possible continuation of the bisimulation game such that
after two rounds the players reach the pair

{{m}+i
}q.BK || P and {{m}+i

}q.BK || Q.
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(2) If the instruction Ip is of the form

p : if ci = 0 then goto q else ci := ci − 1; goto r

and vi = 0, the attacker is forced to make either the move {m}p.BK || P −→
BK || {m}qi

=0
.P or {m}p.BK || Q −→ BK || {m}qi

=0
.Q and the game faithfully

simulates the computation of R as before. In all other attacker’s moves the
defender wins:

• if the attacker takes any of the four transitions (either from P or Q) in-
troducing the key of the form pcheat as the upper most encryption, the
defender simply mimics the corresponding move in the other configuration
except for the fact that he may switch P for Q or vice versa in order to
achieve a pair of syntactically equal configurations (the knowledge func-
tion will return CHEAT in these situations);

• if the attacker takes a transition that should decrement a value of the
counter ci but the counter is already empty, i.e.,

{m}p.BK || P −→ BK || {{m}−i
}ri

≥0
.P or

{m}p.BK || Q −→ BK || {{m}−i
}ri

≥0
.Q,

the defender answers by the transitions

{m}p.BK || Q −→ BK || {{m}−i
}rcheat .P resp.

{m}p.BK || P −→ BK || {{m}−i
}rcheat .Q.

Since the attacker “cheated” the knowledge function allows this response
(it returns the value CHEAT for these configurations). After the second
round (there is only one possible continuation of the game which transfers
the encrypted messages to the buffer), the protocol configurations become
syntactically equal and hence the attacker loses.

(3) If the instruction Ip is of the form

p : if ci = 0 then goto q else ci := ci − 1; goto r

and vi > 0, the situation is similar to the previous case. 2

Theorem 5.4 The problem of bisimilarity checking between a pair of ping-pong
protocol configurations of width 2 is undecidable (provided that we allow for
general but still computable, respecting and finite-domain knowledge functions).

Proof. From Lemma 5.1 and Lemma 5.2. 2

Theorem 5.5 The problem of bisimilarity checking between a pair of ping-pong
protocol configurations of width 2 is decidable for local knowledge functions.
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Proof. We shall reduce our problem to strong bisimilarity checking of PDA.
The result then follows from the fact that strong bisimilarity of PDA is decid-
able [17].

In the reduction we extend the construction provided in the proof of Theo-
rem 5.3. We consider not only the PDA rules

(P,Q)〈vi〉
a

−→ (Q,Pi)〈wi〉

for every P ∈ Const and Q ∈ Const ∪ {0} such that P
def
=

∑
i∈I vi.wi.Pi but also

the rules

(P,Q)〈w ′〉
f(P,Q,w′)

−→ (P,Q)〈w ′〉

for all elements (P,Q,w ′) in the co-domain of the function f. Hence the reduc-
tion steps in the ping-pong protocol correspond to the a-labelled transitions
in the PDA system, and the condition that the knowledge function agrees on
bisimilar states is tested in the PDA by executing loops labelled by the ele-
ments from D. It is now easy to see that protocol configurations P1 || w1.Q1

and P2 || w2.Q2 are bisimilar if and only if the PDA configurations (P1,Q1)〈w1〉
and (P2,Q2)〈w2〉 are strongly bisimilar. 2

Remark 5.4 By standard techniques for pushdown automata one can extend
the previous theorem to allow a slightly more general definition of local knowl-
edge functions. In particular, the functions kn can depend also on a constant
number of inner-most keys of the encrypted message in addition to the M outer-
most keys.



92 Chapter 5. Recursive Ping-Pong Protocols



Bibliography

[1] Martin Abadi and Andrew D. Gordon. A bisimulation method for crypto-
graphic protocols. Nordic Journal of Computing, 5(4):267–303, 1998.

[2] Martin Abadi and Andrew D. Gordon. A calculus for cryptographic proto-
cols: The spi calculus. Information and Computation, 148(1):1–70, 1999.

[3] R.M. Amadio and W. Charatonik. On name generation and set-based
analysis in the Dolev-Yao model. In Proceedings of the 13th International
Conference on Concurrency Theory (CONCUR’02), volume 2421 of LNCS,
pages 499–514. Springer-Verlag, 2002.

[4] R.M. Amadio and D. Lugiez. On the reachability problem in cryptographic
protocols. In Proceedings of the 11th International Conference on Con-
currency Theory (CONCUR’00), volume 1877 of LNCS, pages 380–394.
Springer-Verlag, 2000.

[5] Roberto M. Amadio, Denis Lugiez, and Vincent Vanackère. On the sym-
bolic reduction of processes with cryptographic functions. Theoretical
Computer Science, 290(1):695–740, October 2002.

[6] Michele Boreale. Symbolic trace analysis of cryptographic protocols. In
28th Colloquium on Automata, Languages and Programming (ICALP), vol-
ume 2076 of LNCS, pages 667–681. Springer, July 2001.

[7] A. Bouajjani, J. Esparza, and O. Maler. Reachability analysis of push-
down automata: Application to model-checking. In Proceedings of the 8th
International Conference on Concurrency Theory (CONCUR’97), volume
1243 of LNCS, pages 135–150. Springer-Verlag, 1997.
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Chapter 6

Recursion vs. Replication in Simple

Cryptographic Protocols

The paper Recursion vs. Replication in Simple Cryptographic Protocols pre-
sented in this chapter has been published as the following conference paper.

Recursion vs. Replication in Simple Cryptographic Protocols by H. Hüttel
and J. Srba. In Proceedings of 31st Annual Conference on Current Trends
in Theory and Practice of Informatics (SOFSEM’05), pages 175–184, volume
3381 of LNCS, Springer-Verlag, 2005.

An extended version appeared as a technical report.

Recursion vs. Replication in Simple Cryptographic Protocols by H. Hüttel
and J. Srba. Technical report RS-04-23, BRICS Research Series, 26 pages,
2004.

The technical report extends the conference paper by describing all the con-
struction details and full proofs, including the presentation of the active in-
truder and the reduction of reachability from the replicative ping-pong calculi
to weak process rewrite systems.

Except for minor typographical changes the content of this chapter is equal
to the technical report.
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Recursion vs. Replication in Simple
Cryptographic Protocols

Hans Hüttel and Jǐŕı Srba

Abstract. We use some recent techniques from process algebra to draw sev-
eral conclusions about the well studied class of ping-pong protocols introduced
by Dolev and Yao. In particular we show that all nontrivial properties, in-
cluding reachability and equivalence checking wrt. the whole van Glabbeek’s
spectrum, become undecidable for a very simple recursive extension of the pro-
tocol. The result holds even if no nondeterministic choice operator is allowed.
We also show that the extended calculus is capable of an implicit description of
the active intruder, including full analysis and synthesis of messages in the sense
of Amadio, Lugiez and Vanackère. We conclude by showing that reachability
analysis for a replicative variant of the protocol becomes decidable.

6.1 Introduction

Process calculi have been suggested as a natural vehicle for reasoning about
cryptographic protocols. In [1], Abadi and Gordon introduced the spi-calculus
(a variant of the π-calculus) and described how properties such as secrecy and
authenticity can be expressed via notions of observational equivalence (like may-
testing). Alternatively, security questions have been studied using reachability
analysis [3, 5, 11].

We provide a basic study of expressiveness and feasibility of cryptographic
protocols. We are interested in two verification approaches: reachability analy-
sis and equivalence (preorder) checking. In reachability analysis the question is
whether a certain (bad or good) configuration of the protocol is reachable from
a given initial one. In equivalence checking the question is whether a protocol
implementation is equivalent (e.g. bisimilar) to a given specification (optimal
behaviour). These verification strategies can be used even in the presence of
an active intruder (in the Dolev-Yao style), i.e., an agent with capabilities to
listen to any communication, to perform analysis and synthesis of communi-
cated messages according to the actual knowledge of compromised keys, and to
actively participate in the protocol behaviour by transmitting new messages.
This can be naturally implemented not only into the reachability analysis (see
e.g. [4]) but also into the equivalence checking approach. As described in [12],
these questions for equivalence (preorder) checking approach can be formulated
as follows: “a protocol P guarantees a security property X if, whatever hostile
environment E with a certain initial knowledge φI, then P is equivalent (in
preorder) to (with) the specification α(P).” Formally this is given by saying
that

protocol P satisfies property X iff ∀E ∈ E : P||E ≈ α(P). (6.1)
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By an appropriate choice of the specification function α and a suitable equiva-
lence (preorder) ≈, several security properties can be verified. Here is a small
selection:

• Secrecy (confidential information should be available only to the partners
of the communication). Here ≈ stands for trace preorder.

• (Message) authenticity (identification of other agents (messages) partici-
pating in communication ). Here ≈ stands for trace equivalence or pre-
order.

• Fairness (in a contract, no party can gain advantage by ending the pro-
tocol prematurely). Here ≈ stands for failure equivalence.

Various notions of bisimilarity are studied in this context as bisimilarity
is usually the “most decidable behavioral equivalence” as confirmed e.g. by
several positive decidability results in process algebra [6]. Hence the questions
whether a certain class of cryptographic protocols has decidable reachability and
equivalence (bisimilarity) checking are of particular importance for automated
verification.

A number of security properties are decidable for finite protocols [3, 19].
In the case of an unbounded number of protocol configurations, the picture is
more complex. Durgin et al. showed in [10] that security properties are unde-
cidable in a restricted class of so-called bounded protocols (that still allows for
infinitely many reachable configurations). In [2] Amadio and Charatonik con-
sider a language of tail-recursive protocols with bounded encryption depth and
name generation; they show that, whenever certain restrictions on decryption
are violated, one can encode two-counter machines in the process language. On
the other hand, Amadio, Lugiez and Vanackère show in [4] that the reachability
problem is in PTIME for a class of protocols with iteration.

In this paper we focus solely on ping-pong based behaviours of recursive and
replicative protocols (perhaps the simplest behaviour of all studied calculi) in
order to draw general conclusions about expressiveness and tractability of for-
mal verification of cryptographic protocols. The class of ping-pong protocols was
introduced in 1983 by Dolev and Yao [9]. The formalism deals with memory-less
protocols which may be subjected to arbitrarily long attacks. Here, the secrecy
of a finite ping-pong protocol can be decided in polynomial time. Later, Dolev,
Even and Karp found a cubic-time algorithm [8]. The class of protocols stud-
ied in [4] contains iterative ping-pong protocols and, as a consequence, secrecy
properties remain polynomially decidable even in this case.

In the present paper we continue our study of recursive and replicative ex-
tensions of ping-pong protocols. In [14] we showed that the recursive extension
of the calculus is Turing powerful, however, the nondeterministic choice oper-
ator appeared to be essential in the construction. The question whether the
calculus is Turing powerful even without any explicit way to define nondeter-
ministic processes was left open. Here we present a radically new reduction
from multi-stack automata and strengthen the undecidability results to hold
even for protocols without nondeterministic choice. We prove, in particular,
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that both reachability and equivalence checking for all equivalences and pre-
orders between trace equivalence/preorder and isomorphism of labelled transi-
tion systems (which includes all equivalences and preorders from van Glabbeek’s
spectrum [20]) become undecidable. These results are of general importance be-
cause they prove the impossibility of automated verification for essentially all
recursive cryptographic protocols capable of at least the ping-pong behaviour.

In the initial study from [14], the question of active attacks on the protocol
was not dealt with. We shall demonstrate that a complete notion of the active
intruder (including analysis and synthesis of messages in the sense of Amadio,
Lugiez and Vanackère [4]) can be explicitly encoded into our formalism in order
to analyze general properties like in the scheme (6.1).

Finally, we study a replicative variant of the calculus. Surprisingly, such a
calculus becomes decidable, at least with regard to reachability analysis. We
use a very recent result from process algebra (decidability of reachability for
weak process rewrite systems by Křet́ınský, Řehák and Strejček [15]) in order
to derive the result. We believe that this is one of the reasons which formally
confirm the general trend that replication is a good choice for cryptographic
formalisms and that is why recursion is only rarely studied.

6.2 Basic definitions

6.2.1 Labelled transition systems with label abstraction

In order to provide a uniform framework for our study of ping-pong protocols,
we define their semantics by means of labelled transition systems. A labelled
transition system (LTS) is a triple T = (S,Act,−→) where S is a set of states
(or processes), Act is a set of labels (or actions), and −→⊆ S × Act × S is a

transition relation, written α
a

−→ β, for (α, a, β) ∈−→. As usual we extend the
transition relation to the elements of Act

∗. We also write α −→∗ β, whenever
α

w
−→ β for some w ∈ Act

∗.

The idea is that the states represent global configurations of a given protocol
and the transitions describe the information flow. Labels on the transitions
moreover represent the messages (both plain-text and cipher-text) which are
being communicated during the state changes.

Remark 6.1 In [14] the semantics of ping-pong protocols is given in terms
of transition systems with knowledge, i.e., unlabelled transition systems where
each state it assigned its knowledge, represented as a subset of a certain set
of all possible knowledge values. By standard techniques such a knowledge-
based semantics can be translated to labelled transition systems and the studied
verification properties (reachability, equivalence checking, etc.) are preserved.
For example a state A with two knowledge values p1 and p2 can be transformed
to a labelled transition system where the values p1 and p1 are represented as
self-loops in state A which are visible under special actions p1 and p2. A fresh
action a is used to represent the change of the state (the unlabelled transitions
in the original knowledge-based semantics).
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The explicit possibility to observe the full content of messages is sometimes
not very realistic; it means that an external observer of such a system can e.g.
distinguish between two different messages encrypted by the same encryption
key, without the actual knowledge of the key.

In order to restrict capabilities of the observer we introduce a so called label
abstraction function φ : Act 7→ Act. Given a LTS T = (S,Act,−→T ) and a

label abstraction function φ we define a new LTS Tφ
def
= (S,Act,−→Tφ

) where

α
φ(a)
−→Tφ

β iff α
a

−→T β for all α,β ∈ S and a ∈ Act. We call Tφ a labelled
transition system with label abstraction.

Let us now focus on the messages (actions). Assume a given set of encryption
keys K. The set of all messages over K is given by the following abstract syntax

m ::= k | k · m

where k ranges over K. Hence every element of the set K is a (plain-text)
message and if m is a message then k · m is a (cipher-text) message (meaning
that the message m is encrypted by the key k). Given a message k1 · k2 · · · kn

over K we usually1 write it only as a word k1k2 · · · kn from K∗. Note that
kn is the plain-text part of the message and the outermost encryption key is
always on the left (k1 in our case). In what follows we shall identify the set
of messages and K∗, and we denote the extra element of K∗ consisting of the
empty sequence of keys by ǫ.

Example 6.1 Let us consider a labelled transition system T
def
= (S,Act,−→)

where S
def
= {A,B,C}, Act

def
= K∗ for a given set of keys K = {k1, k2, λ} and −→

is given by the following picture.

A
k1k2 // B

k2 // C

The protocol computation starts in the state A and is very simple. First a plain-
text k2 encrypted by the encryption key k1 is communicated to the process B,
which decrypts the message and sends out the plain-text k2. Let us now assume
a label abstraction function φ defined by φ(k) = k if k ∈ K and φ(m) = λ

otherwise. The labelled transition system Tφ with label abstraction function φ

now looks as follows.

A
λ // B

k2 // C

This translates to the fact that the external observer is not allowed to see the
content of encrypted messages (the action λ is used instead) and only plain-text
messages can be recognized.

The level of abstraction we may select depends on the particular studied
property we are interested in and it directly corresponds to the specification

1In our previous work on ping-pong protocols [14] we denoted a message m encrypted by
a key k as {m}k . We changed the notation in order to improve the clarity of the proofs. In
particular, when messages like k1k2 · · · kn are used, the previous syntax described the keys in
a reversed order, which was technically inconvenient.
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function α from (6.1). Nevertheless, it seems reasonable to require at least
the possibility to distinguish between plain-text and cipher-text messages. We
say that a label abstraction function φ is reasonable iff φ(k) 6= φ(k ′w) for all
k, k ′ ∈ K and w ∈ K+.

6.2.2 A calculus of recursive ping-pong protocols

We shall now define a calculus which captures exactly the class of ping-pong
protocols by Dolev and Yao [9] extended (in a straightforward manner) with
recursive definitions.

Let K be a set of encryption keys. A specification of a recursive ping-pong
is a finite set of process definitions ∆ such that for every process constant P

(from a given set Const) the set ∆ contains exactly one process definition of the
form

P
def
=

∑

i1∈I1

vi1 � .wi1�.Pi1 +
∑

i2∈I2

vi2 .Pi2 +
∑

i3∈I3

wi3 .Pi3

where I1, I2 and I3 are finite sets of indices such that I1 ∪ I2 ∪ I3 6= ∅, and vi1 ,
vi2 , wi1 and wi3 are messages (belong to K∗) for all i1 ∈ I1, i2 ∈ I2 and i3 ∈ I3,
and Pi ∈ Const∪ {0} for all i ∈ I1∪ I2∪ I3 such that 0 is a special constant called
the empty process. We moreover require that vi2 and wi3 for all i2 ∈ I2 and
i3 ∈ I3 are different from the empty message ǫ. (Observe that any specification
∆ contains only finitely many keys.)

Summands continuing in the empty process constant 0 will be written with-
out the 0 symbol and process definitions will often be written in their unfolded
form using the nondeterministic choice operator ‘+’. An example of a process

definition is e.g. P
def
= k1� . k2�.P1 + k1� . k3� + k1k2.P1 + k1k1 + k1k2.P2.

The intuition is that each summand of the form vi1� .wi1�.Pi1 can receive
a message encrypted by a sequence vi1 of outermost keys, decrypt the message
using these keys, send it out encrypted by the sequence of keys wi1 , and finally
behave as the process constant Pi1 . The symbol � stands for the rest of the
message after decrypting it with the key sequence vi1 . This describes a standard
ping-pong behaviour of the process.

In addition to this we may have summands of the forms vi2 .Pi2 and wi3 .Pi3 ,
meaning simply that a message is received and forgotten or unconditionally
transmitted, respectively. This is a small addition to the calculus we presented
in [14] in order to allow for discarding of old messages and generation of new
messages. These two features were not available in the earlier version of the
calculus but they appear to be technically convenient when modeling an explicit
intruder and for strengthening the positive decidability results in Section 6.5.
Nevertheless, the undecidability results presented in Section 6.3 are valid even
without this extension since only the standard ping-pong behaviour is used in
the constructions. A feature very similar to the forgetful input operation can
be also found in [4].

A configuration of a ping-pong protocol specification ∆ is a parallel com-
position of process constants, possibly preceded by output messages. Formally
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the set Conf of configurations is given by the following abstract syntax

C ::= 0 | P | w.P | C||C

where 0 is the empty configuration, P ∈ Const ∪ {0} ranges over process cons-
tants including the empty process, w ∈ K∗ ranges over the set of messages, and
‘||’ is the operator of parallel composition.

We introduce a structural congruence relation ≡ which identifies configura-
tions that represent the same state of the protocol. The relation ≡ is defined as
the least congruence over configurations (≡⊆ Conf×Conf) such that (Conf, ||,0)

is a commutative monoid and ǫ.P ≡ P for all P ∈ Const. In what follows we
shall identify configurations up to structural congruence.

Remark 6.2 We let ǫ.P ≡ P because the empty message should never be com-
municated. This means that when a prefix like k� .�.P receives a plain-text
message k and tries to output ǫ.P, it simply continues as the process P.

We shall now define the semantics of ping-pong protocols in terms of labelled
transition systems. We define a set ConfS ⊆ Conf consisting of all configura-
tions that do not contain the operator of parallel composition and call these
simple configurations. We also define two sets In(C,m),Out(C,m) ⊆ ConfS

for all C ∈ ConfS and m ∈ K+. The intuition is that In(C,m) (Out(C,m))
contains all configurations which can be reached from the simple configuration
C after receiving (resp. outputting) the message m from (to) the environment.
Formally, In(C,m) and Out(C,m) are the smallest sets which satisfy:

• Q ∈ In(P,m) whenever P ∈ Const and m.Q is a summand of P

• wα.Q ∈ In(P,m) whenever P ∈ Const and v� .w�.Q is a summand of P

such that m = vα

• P ∈ Out(m.P,m) whenever P ∈ Const ∪ {0}

• Q ∈ Out(P,m) whenever P ∈ Const and m.Q is a summand of P.

A given protocol specification ∆ determines a labelled transition system

T(∆)
def
= (S,Act,−→) where the states are configurations of the protocol modulo

the structural congruence (S
def
= Conf/≡), the set of labels (actions) is the set

of messages that can be communicated between the agents of the protocol

(Act
def
= K+), and the transition relation −→ is given by the following SOS rule

(recall that ‘||’ is commutative).

m ∈ K+ C1, C2 ∈ ConfS C ′
1 ∈ Out(C1,m) C ′

2 ∈ In(C2,m)

C1||C2||C
m

−→ C ′
1||C

′
2||C

This means that (in the context C) two simple configurations (agents) C1

and C2 can communicate a message m in such a way that C1 outputs m and
becomes C ′

1 while C2 receives the message m and becomes C ′
2.
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Example 6.2 Let us consider a protocol specification ∆.

P
def
= k.P + k� . kk�.P + k.Q Q

def
= k.P

A fragment of the labelled transition system reachable from the initial configu-
ration P||P looks as follows.

P||P
k //

k ��

P||kk.P
kk // P||kkk.P

kkk // . . .

P||Q

k

WW

For further discussion and examples of recursive ping-pong protocols we
refer the reader to [14].

6.2.3 Reachability and behavioural equivalences

One of the problems that is usually studied is that of reachability analysis:
given two configurations C1, C2 ∈ Conf we ask whether C2 is reachable from C1,
i.e., if C1 −→∗ C2. In this case the set of labels is irrelevant.

As the semantics of our calculus is given in terms of labelled transition
systems (together with an appropriate label abstraction function), we can also
study the equivalence checking problems. Given some behavioural equivalence
or preorder ↔ from van Glabbeek’s spectrum [20] (e.g. strong bisimilarity or
trace, failure and simulation equivalences/preorders just to mention a few) and
two configurations C1, C2 ∈ Conf of a protocol specification ∆, the question is
to decide whether C1 and C2 are ↔-equivalent (or ↔-preorder related) in T(∆),
i.e., whether C1 ↔ C2.

6.3 Recursive ping-pong protocols without explicit

choice

In this section we strengthen the undecidability result from [14] and show
that the reachability and equivalence checking problems are undecidable for
ping-pong protocols without an explicit operator of nondeterminism and using
classical ping-pong behaviour only, i.e., for protocols without any occurrence
of the choice operator ‘+’ and where every defining equation is of the form

P
def
= v� .w�.P ′ such that P ′ ∈ Const.

Remark 6.3 Note that every process constant is allowed to have exactly one
defining equation, however, no constraints are imposed on the communication
behaviour of the parallel components.

We moreover show that the negative results apply to all behavioural equiv-
alences and preorders between trace equivalence/preorder and isomorphism of
LTS (which preserves labelling) with regard to all reasonable label abstraction
functions as defined in Section 6.2.
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These results are achieved by showing that recursive ping-pong protocols
can step-by-step simulate a Turing powerful computational device, in our case
a computational model called multi-stack machines.

A multi-stack machine R with ℓ stacks (ℓ ≥ 1) is a triple R = (Q, Γ,−→)

where Q is a finite set of control-states, Γ is a finite stack alphabet such that
Q ∩ Γ = ∅, and −→⊆ Q × Γ × Q × Γ∗ is a finite set of transition rules, written
pX −→ qα for (p,X, q, α) ∈−→.

A configuration of a multi-stack machine R is an element from Q×(Γ∗)ℓ. We
assume a given initial configuration (q0,w1, . . . ,wℓ) where q0 ∈ Q and wi ∈ Γ∗

for all i, 1 ≤ i ≤ ℓ. If some of the stacks wi are empty, we denote them by ǫ.
A computational step is defined such that whenever there is a transition rule

pX −→ qα then a configuration which is in the control-state p and has X on
top of the i’th stack (the tops of the stacks are on the left) can perform the
following transition:

(p,w1, . . . , Xwi, . . . ,wℓ) −→ (q,w1, . . . , αwi, . . . ,wℓ)

for all w1, . . . ,wℓ ∈ Γ∗ and for all i, 1 ≤ i ≤ ℓ.
It is a folklore result that multi-stack machines are Turing powerful. Hence

(in particular) the following problem is easily seen to be undecidable: given an
initial configuration (q0,w1, . . . ,wℓ) of a multi-stack machine R, can we reach
the configuration (h, ǫ, . . . , ǫ) for a distinguished halting control-state h ∈ Q

such that all stacks are empty? Without loss of generality we can even assume
that a configuration in the control-state h is reachable iff all stacks are empty.

Let R = (Q, Γ,−→) be a multi-stack machine. We define the following set of

keys of a ping-pong specification ∆: K
def
= Q ∪ Γ ∪ {kp | p ∈ Q} ∪ {t, k∗}. Here t

is a special key such that every communicated message is an encryption of the
plain-text key t. The reason for this is that it ensures that the protocol never
communicates any plain-text message. The key k∗ is a special purpose locking
key and it is explained later on in the construction.

We shall construct a ping-pong protocol specification ∆ as follows.

• For every transition rule pX −→ qα we have a process constant PpX−→qα

with the following defining equation.

PpX−→qα
def
= pX� . kqα�.PpX−→qα

• For every state p ∈ Q we have two process constants Tp and T ′
p.

Tp
def
= kp� . k∗�.T ′

p

T ′
p

def
= k∗� . p�.Tp if p ∈ Q r {h}, and T ′

h
def
= h� . h�.T ′

h

Recall that h ∈ Q is the halting control-state.

• Finally, we define a process constant B (standing for a buffer over a fixed
key k∗).

B
def
= k∗� . k∗�.B

In this defining equation the key k∗ locks the content of the buffer such
that it is accessible only by some T ′

p.
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Note that ∆ does not contain any choice operator ‘+’ as required.
Let (q0,w1, . . . ,wℓ) be an initial configuration of the multi-stack machine

R. The corresponding initial configuration of the protocol ∆ is defined as fol-
lows (the meta-symbol Π stands for a parallel composition of the appropriate
components).

( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

p∈Qr{q0}

Tp

)
|| T ′

q0
||

( ∏

j∈{1,...,ℓ}

k∗wjt.B
)

(6.2)

The following invariants will be preserved during any computational se-
quence starting from this initial configuration:

• at most one T ′
p for some p ∈ Q is present as a parallel component (the

intuition is that this represents the fact that the machine R is in the
control-state p), and

• plain-text messages are never communicated.

Let (p,w1, . . . ,wi, . . . wℓ) −→ (q,w1, . . . , αw ′
i, . . . wℓ) be a computational

step of R using the rule pX −→ qα such that wi = Xw ′
i. This one step is

simulated by a sequence of four transitions in the ping-pong protocol ∆ (see
Figure 6.3). In the first step one buffer is selected and unlocked (the current
control-state p replaces the locking key k∗ in the outermost encryption). In
particular the buffer k∗wit.B can be unlocked. No other kinds of transitions
are possible in the first step. Opening of the selected buffer means that some of
the process constants PrA−→sβ become able to accept this message. In particu-
lar the process constant PpX−→qα can receive the message and output kqαwit

for further communication; the key kq determines the control-state change. (At
this stage also a communication between k∗wit.B and B is enabled but it does
not change the current state and hence it cannot contribute to a computational
progress.) In the next step only Tq can receive the message kqαwit, it remem-
bers the new control-state q by becoming T ′

q and offers the k∗-locked message
for a communication with B. This last communication (when B receives back
the modified buffer) ends a simulation of one computational step of R.

The following property is easy to see: if after some number of steps starting
in a protocol configuration corresponding to (p,w1, . . . ,wℓ) we reach a first
protocol configuration where T ′

q appears for some q ∈ Q then this corresponds
to one correct computational step in R. On the other hand, the computation of
∆ can get stuck after the first communication step (in case that the unlocked
buffer does not enable an application of any rule rA −→ sβ) or an infinite

sequence of communication steps of the form m.B||B
m

−→ m.B||B is also possible.
This is formally captured in the following lemma.

Lemma 6.1 In the given multi-stack machine R the configuration (q,w ′
1, . . . ,w

′
ℓ)

is reachable from (p,w1, . . . ,wℓ) if and only if

( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

p∈Qr{q}

Tp

)
|| T ′

q ||
( ∏

j∈{1,...,ℓ}

k∗w
′
jt.B

)
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( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

r∈Qr{p}

Tr

)
|| T ′

p ||
( ∏

j∈{1,...,ℓ}

k∗wjt.B
)

↓ k∗wit
( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

r∈Qr{p}

Tr

)
|| pwit.Tp ||

( ∏

j∈{1,...,ℓ},j6=i

k∗wjt.B
)

|| B

↓ pwit
( ∏

(r,A,s,β)∈(−→r{(p,X,q,α)})

PrA−→sβ

)
|| kqαw ′

it.PpX−→qα ||
( ∏

r∈Q

Tr

)
||

( ∏

j∈{1,...,ℓ},j6=i

k∗wjt.B
)

|| B

↓ kqαw ′
it

( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

r∈Qr{q}

Tr

)
|| k∗αw ′

it.T
′
q ||

( ∏

j∈{1,...,ℓ},j6=i

k∗wjt.B
)

|| B

↓ k∗αw ′
it

( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

r∈Qr{q}

Tr

)
|| T ′

q ||

( ∏

j∈{1,...,ℓ},j6=i

k∗wjt.B
)

|| k∗αw ′
it.B

Figure 6.1: Simulation of (p,w1, . . . ,wi, . . . wℓ) −→ (q,w1, . . . ,w
′
iα, . . . wℓ) s.t.

wi = Xw ′
i

is reachable (in ∆) from

( ∏

(r,A,s,β)∈−→
PrA−→sβ

)
||

( ∏

p∈Qr{p}

Tp

)
|| T ′

p ||
( ∏

j∈{1,...,ℓ}

k∗wjt.B
)
.

The following theorems are now easily derived.

Theorem 6.1 The reachability problem for recursive ping-pong protocols with-
out an explicit choice operator is undecidable.

Proof. Immediately from Lemma 6.1 and from the undecidability of reachability
for multi-stack machines. 2
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Theorem 6.2 The equivalence checking problem for recursive ping-pong proto-
cols without an explicit choice operator is undecidable for any behavioral equiv-
alence/preorder between trace equivalence/preorder and isomorphism (including
all equivalences and preorders from van Glabbeek’s spectrum [20]) and for any
reasonable label abstraction function.

Proof. Let R be a multi-stack machine and ∆ the protocol specification con-
structed above with the initial configuration C as given by (6.2). We consider
the question whether C||h is equivalent (or in preorder) with C.

In case that the halting control-state h is not reachable from the initial
configuration of R, we know from Lemma 6.1 that T ′

h will never appear as
a parallel component in any reachable state from C. This implies that the
plain-text message h will never be communicated and hence C||h and C exhibit
isomorphic behaviours under any label abstraction function.

On the other hand, if h is reachable from the initial configuration of R then
because of Lemma 6.1 a configuration in ∆ with the parallel component T ′

h is
reachable. Such a configuration is stuck in the process on the right, however, in
the process on the left the plain-text message h can be communicated between
T ′

h and the extra parallel component h. This means that C||h and C are not
even related by the trace preorder (and hence they are also not trace equivalent)
because after a finite sequence of communicated messages there is a successor
of the configuration C||h which can communicate the plain-text h while (as
argued before) C can only exchange cipher-text messages. As the label ab-
straction function φ is reasonable, necessarily for all messages m (cipher-texts)
communicated in C it is the case that φ(m) 6= φ(h).

To sum up, if the machine R cannot reach the halting configuration then C||h

and C are isomorphic and if R halts than C||h and C are not in trace preorder.
This implies that all equivalences and preorders between trace and isomorphism
are undecidable for any reasonable label abstraction function. 2

6.4 The active intruder

In the literature on applying process calculi to the study of cryptographic proto-
cols, there have been several proposals for explicit modelling the active intruder
(environment). Foccardi, Gorrieri and Martinelli in [12] express the environ-
ment within the process calculus, namely as a process running in parallel with
the protocol. In [4] Amadio, Lugiez and Vanackère describe a tiny process
calculus similar to ours, except that they use replication instead of recursion.
Moreover, the environment is described in the semantics of the calculus. Tran-
sitions are of the form

(C, T) → (C ′, T ′)

where C and C ′ are protocol configurations and T and T ′ denote the sets of
messages known to the environment (all communication occurs only by passing
messages through these sets).

The environment is assumed to be hostile; it may compute new messages
by means of the operations of analysis and synthesis and pass these on to the
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process. Let K be a set of encryption keys as before. The analysis of a set of
messages T ⊆ K∗ is the least set A(T) satisfying

A(T) = T ∪ {w | kw ∈ A(T), k ∈ K ∩ A(T)}. (6.3)

The synthesis of a set of messages T ⊆ K∗ is the least set S(T) satisfying

S(T) = A(T) ∪ {kw | w ∈ S(T), k ∈ K ∩ S(T)}. (6.4)

The next lemmas follow immediately from Tarski’s fixed-point theorem.

Lemma 6.2 The analysis of a set of messages T ⊆ K∗ is the union of the
family of sets Ai(S) defined by

A0(T) = T

Ai+1(T) = Ai(T) ∪ {w | kw ∈ Ai(T), k ∈ K ∩ Ai(T)}

Lemma 6.3 The synthesis of a set of messages T ⊆ K∗ is the union of the
family of sets Si(T) defined by

S0(T) = A(T)

Si+1(T) = Si(T) ∪ {kw | w ∈ Si(T), k ∈ K ∩ Si(T)}

The set of compromised keys Kc for a given set T ⊆ K∗ of messages is defined by

Kc
def
= K∩S(T), which is easily seen to be equal to K∩A(T). (The compromised

keys are immediately available for the intruder because they are either in his
initial knowledge or can be discovered by the analysis.)

Remark 6.4 Let T ⊆ K∗ be a given set of messages. The following observation
is easy to verify: in order to compute the complete set Kc of compromised keys of
size n, it is enough to find messages m1, . . . ,mn ∈ T such that when we analyze
them in a sequence, we discover exactly all compromised keys. Formally, we
define

K0
c

def
= ∅ and Ki

c
def
= Ki−1

c ∪ {k ∈ K | mi = wk, w ∈ (Ki−1
c )∗}

for all i, 1 ≤ i ≤ n, and then Kc = Kn
c .

Proposition 6.1 It holds that w ∈ S(T) if and only if w can be written as
w = uw ′ for some u ∈ K∗

c and there exists u ′ ∈ K∗
c such that u ′w ′ ∈ T .

Proof. Notice that because of Lemma 6.2 w ∈ A(T) iff there is u ∈ K∗
c such

that uw ∈ T . The proposition then follows by an application of Lemma 6.3. 2

We can now design an environment sensitive semantics for our calculus close
in style to that of [4]. We define the reduction relation → by the following set
of axioms (here x ∈ P means that x is a summand in the defining equation of
the process constant P).
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(P||C, T) → (wα.P ′ ||C, T) if (v� .w�.P ′) ∈ P and vα ∈ S(T) (A1)
(P||C, T) → (P ′ ||C, T) if (v.P ′) ∈ P and v ∈ S(T) (A2)

(w.P||C, T) → (P||C, T ∪ {w}) (A3)
(P||C, T) → (P ′ ||C, T ∪ {w}) if (w.P ′) ∈ P (A4)

We show that this semantics can be internalized in our calculus within our
existing semantics.

6.4.1 Intruder implementation

Let Pr be an initial configuration of a given protocol ∆ with its (finite) set of
protocol keys Kp. Without loss of generality we may assume that ∆ is input-
guarded, meaning that it contains no input prefixes of the form � (i.e., every
input prefix is guarded by at least one encryption key; this is easily guaranteed
by replacing every summand of the form �.w�.Pi with

∑
k∈Kp

k� .wk�.Pi,
which can be easily seen to generate the same labelled transition system).

Given a protocol configuration Pr , we shall define the intruder as an extra
parallel component in the configuration (and hence using the same syntax).
The intruder will remember a set Kc ⊆ Kp of the compromised keys (as defined
above) plus he will use an extra set of keys {ℓP, ℓB, ℓT} of so called locking keys
and another key # called a separation key.

We implement the intruder as an abstract set of operations that can modify
two main data structures, a pool and a buffer. Note that this is a conceptual
abstraction: in fact the set of all data is represented as a single message con-
taining the total sequence of keys of messages that have been encountered. For
this the structure pool will store all available messages separated by the key #,
and the buffer structure can be either empty or it can store a single message in
order to enable its analysis and synthesis. Moreover (for technical reasons) all
messages placed into the pool will be in the reversed order of encryption keys.

All communication between the intruder and the protocol Pr will pass
through the buffer. The available operations are in Table 6.1. Note that all

Operation Direction Process constant

Listen Protocol → Buffer LKc

Output Buffer → Protocol OKc

Deposit Buffer → Pool DKc

Retrieve Pool → Buffer RKc

Analyze Buffer → Buffer AKc

Synthesize Buffer → Buffer SKc

Switch no data operation XKc

Table 6.1: Abstract operations of the intruder

the corresponding process constants are parametrized by the set Kc of currently
discovered compromised keys. The intuition is that listen can transfer any mes-
sage offered by the protocol Pr and store it to the buffer. Similarly output can
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offer the content of the buffer for communication with the original protocol Pr .
Deposit can transfer the message stored in buffer into the pool (the extra key
# is used to separate the messages stored in the pool and the transfered mes-
sage is stored into P in the reversed order). Retrieve can nondeterministically
select a single message from the pool and copy it into the buffer. Analyze can
provide an analysis of the current message in the buffer according to the set of
compromised keys Kc (during this a new compromised key can be discovered
and the set Kc is updated accordingly). Synthesize can add an arbitrarily long
sequence of compromised keys onto the message currently stored in the buffer.
Finally, the switch process constant XKc allows for a nondeterministic selection
of any one of the previously mentioned operations. In any configuration of the
intruder, exactly one of the process constants from Table 6.1 is present as a
parallel component.

All internal communication within the intruder uses one of the locking keys
mentioned above as the outermost key in the communicated messages. Together
with our assumption that the original protocol is input-guarded by the keys Kp,
this guarantees that none of those messages are available for a communication
with the protocol as they have to be unlocked first. Also observe that because
the process constants from Table 6.1 are parametrized by Kc ⊆ Kp, we have
exponentially many of them with respect to the size of the set Kp. This is for
technical convenience only, and it is discussed in more detail in Conclusion.

Let us now define all the components of the intruder.

6.4.2 Buffer implementation

All operations of the intruder use their own private buffer. A buffer Bℓ is a
process which can temporarily store any message encrypted with the locking
key ℓ.

Bℓ
def
= ℓ� . ℓ�.Bℓ (6.5)

The intruder uses three such buffers. We assign them the names P (pool), B

(buffer) and BT (temporary buffer) as follows.

P = BℓP
B = BℓB

BT = BℓT

6.4.3 Initial configuration

The initial intruder with a given set of compromised keys Kc is described by
the following configuration.

Iinit = ℓP#.P||ℓB.B||ℓT .BT ||XKc (6.6)

The prefix ℓP# ensures that the empty message ǫ is available on the pool
initially, and this will make it possible to output any compromised key k by
using the synthesis operation on ǫ to obtain kǫ = k. The other two buffers are
simply initialized to empty by transmitting only the corresponding locking key.
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An intruder configuration is any configuration I such that Iinit→∗I. The
behaviour of the intruder will be described in such a way that any intruder
configuration will always be of the form

CP||CB||CBT
||CX

where CP is either P or ℓPw.P for some w ∈ (Kp∪ {#})∗, CB is either B or ℓBw.B

for some w ∈ K∗
p, CBT

is either BT or ℓTw.BT for some w ∈ (Kp∪ {#})∗, and CX

is either Y or w.Y where Y ∈ {XKc , LKc , OKc ,DKc , RKc , AKc , SKc } and w ∈ K∗.
As the original protocol is assumed to be input-guarded, in a configuration

like Pr ||I (where Pr is a protocol configuration and I is an intruder configura-
tion), we will make sure that only a process constant Y in the CX part of I can
manipulate the available buffers in parts CP, CB and CBT

.

6.4.4 Switching between operations

The intruder is always capable of choosing nondeterministically between any
of the six operations in Table 6.1. In this way, the intruder can manipulate
messages by any means necessary. This is expressed by the central component
of the intruder, the switch process constant XKc , which is parametrized by the
set of currently compromised keys Kc.

XKc def
= ℓB.LKc (6.7)

+ ℓP� . ℓP�.OKc (6.8)

+ ℓP� . ℓP�.DKc (6.9)

+ ℓB.RKc (6.10)

+ ℓP� . ℓP�.AKc (6.11)

+ ℓP� . ℓP�.SKc (6.12)

As XKc is always in parallel with a pool of the form ℓPw.P, the following

communication is possible ℓPw.P||XKc
ℓPw
−→ P||ℓPw.Y

ℓPw
−→ ℓPw.P||Y for any Y ∈

{OKc ,DKc , AKc , SKc }. This corresponds to giving a control to the appropriate
process constant Y (the use of pool to make the switch is here only for technical
reasons and the pool content is untouched). The process constants LKc and
RKc use a different switching method which guarantees that the state change is
possible only if the buffer B is empty (i.e., it outputs only the key ℓB).

6.4.5 Listen to the protocol

As the intruder runs in parallel with the protocol configuration Pr , it may
collect any message transmitted by Pr . It then encrypts the message by the
locking key ℓB and stores the message into the buffer B. The control is returned
to XKc afterwards.

LKc def
=

∑

k∈Kp

k� . ℓBk�.XKc (6.13)
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Formally, if m ∈ K∗
p and Pr can transmit m and become Pr ′, we can perform

the following communication.

Pr ||B||LKc m
−→ Pr ′||B||ℓBm.XKc

ℓBm
−→ Pr ′||ℓBm.B||XKc

6.4.6 Output a message to the protocol

The intruder may output any message stored in the buffer B by removing its
locking key ℓB, thereby making the message available to the protocol.

OKc def
= ℓB� .�.O ′Kc (6.14)

O ′Kc def
= lB.XKc (6.15)

Hence if Pr can receive a message m ∈ K∗
p and become Pr ′ then we get the

following communication.

Pr ||ℓBm.B||OKc
ℓBm
−→ Pr ||B||m.O ′Kc m

−→

Pr ′||B||O ′Kc ℓB
−→ Pr ′||ℓB.B||XKc

6.4.7 Analysis and synthesis

Assume that the buffer B contains some message of the form ℓBw.B where w ∈
Kp

∗. Computing an element of the analysis amounts to step-by-step decryption
with any of the compromised keys from Kc.

AKc def
=

∑

k∈Kc

ℓBk� . ℓB�.AKc +
∑

k∈Kp

ℓBk.A1
Kc

k + ℓP� . ℓP�.XKc (6.16)

A1
Kc

k

def
= ℓB.XKc∪{k} for all k ∈ Kp (6.17)

The second summand in equation (6.16) corresponds to the discovery of
a plain-text key, which is promptly added to the set of compromised keys by
equation (6.17), the buffer B is initialized to ℓB.B and the control is given to
XKc∪{k}. The third summand in (6.16) allows the intruder to end the analysis
phase and return the control to the switch XKc .

Computing an element of the synthesis simply enables to add (step-by-step)
as many compromised keys as the intruder wants to the message stored in the
buffer B.

SKc def
=

∑

k∈Kc

ℓB� . ℓBk�.SKc + ℓP� . ℓP�.XKc (6.18)
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6.4.8 Deposit

This operation deposits a message from the buffer B into the pool P by moving
it key by key.

DKc def
=

∑

k∈Kp

ℓBk� . ℓB�.DKc

k + ℓB.D ′Kc

# (6.19)

DKc

k

def
= ℓP� . ℓPk�.DKc for all k ∈ Kp (6.20)

D ′Kc

#
def
= ℓB.DKc

# (6.21)

DKc

#

def
= ℓP� . ℓP#�.XKc (6.22)

The equations (6.19) and (6.20) perform the key transfer from B to P. One
step of such a transfer looks as follows (here k ∈ Kp and w1 and w2 are arbitrary
messages).

ℓPw1.P||ℓBkw2.B||DKc
ℓBkw2
−→ ℓPw1.P||B||ℓBw2.D

Kc

k

ℓBw2
−→

ℓPw1.P||ℓBw2.B||DKc

k

ℓPw1
−→ P||ℓBw2.B||ℓPkw1.D

Kc
ℓPkw1
−→

ℓPkw1.P||ℓBw2.B||DKc

Recall that as indicated before, the messages are stored in reverse order in P.
When the bottom of the buffer B is reached, the second summand in equation
(6.19) can be applied. First the key ℓB is returned to the buffer B by equation
(6.21) and finally the control is given to the process constant XKc while adding
the separation key # into the pool by equation (6.22).

6.4.9 Retrieve

To retrieve a message from the pool (the most complicated operation of the con-
struction), the retrieval process scans through the message separation markers
# until it nondeterministically decides to copy a message to the buffer (here it
is also the only place where the temporary buffer is used).
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RKc def
= ℓB.R1

Kc (6.23)

R1
Kc def

=
∑

k∈Kp∪{#}

ℓPk� . ℓP�.RKc

k + ℓP#� . ℓP�.SKc

# + ℓP.T ′
2
Kc (6.24)

RKc

k

def
= ℓT� . ℓTk�.R1

Kc for all k ∈ Kp ∪ {#} (6.25)

SKc

#

def
= ℓT� . ℓT#�.TKc (6.26)

TKc def
=

∑

k∈Kp

ℓPk� . ℓP�.TKc

k + ℓP#� . ℓP#�.T2
Kc + ℓP.T ′

2
Kc (6.27)

TKc

k

def
= ℓT� . ℓTk�.T1

Kc

k for all k ∈ Kp (6.28)

T1
Kc

k

def
= ℓB� . ℓBk�.TKc for all k ∈ Kp (6.29)

T ′
2
Kc def

= ℓP.T2
Kc (6.30)

T2
Kc

def
=

∑

k∈Kp∪{#}

ℓTk� . ℓT�.T3
Kc

k + ℓT.T4
Kc (6.31)

T3
Kc

k

def
= ℓP� . ℓPk�.T2

Kc for all k ∈ Kp ∪ {#} (6.32)

T4
Kc

def
= ℓT.XKc (6.33)

First the buffer B is initialized with the key ℓB by equation (6.23). Then by
equations (6.24) and (6.25) all keys from Kp can be moved one by one to the
temporary buffer BT. In case that the #-key is discovered during the process,
the intruder can either continue as before by placing the key into the temporary
buffer (using the first summand in (6.24)), or he can decide that # is the start of
the selected message to be copied into the buffer B and use the second summand
of (6.24).

In the latter case equation (6.26) places the # key into the temporary buffer
BT and evokes the process constant TKc which copies the next piece of the
message from the pool both into the temporary buffer BT and also into the
buffer B. This is done using the equations (6.28) and (6.29) and the control
returns to TKc . Whenever the first separation key # appears as the outermost
key, the second summand in (6.27) applies and the intruder continues from T2

Kc

in equation (6.31). The same happens when the end of the pool is reached (third
summand of equation (6.27)). In this case the key ℓP is first return into the
pool by the process constant T ′

2
Kc and then the process continues by equation

(6.31) as before.

The remaining equations (6.31) – (6.33) simply return the content of the
temporary buffer BT back to the pool and give the control to XKc (making sure
that the temporary buffer is reset to ℓT.BT).

6.4.10 Correctness of the encoding

We now show that the intruder faithfully describes the environment sensitive
semantics defined in the beginning of Section 6.4 by axioms (A1) – (A4).
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To do this, we need to define the knowledge of the intruder. We take this
to be the totality of the set of messages that he can output to the environment.

Let E
def
=

∑
k∈Kp

k� . k�.E be an observer (environment) which allows us to
observe all messages encrypted by keys from Kp. Let =⇒ be an (unlabelled)
reflexive and transitive closure of transition relations labelled by actions that
are not available to the environment (internal communication of the intruder),
i.e.,

=⇒ def
=

( ⋃

m∈(KrKp)·K∗

m
−→

)∗
.

The set of known messages of an intruder configuration I is defined by

km(I)
def
= {w ∈ Kp

∗ | E||I =⇒ ◦
w

−→}.

We say that I is a proper intruder configuration whenever I does not contain
any parallel component of the form LKc , OKc or m.O ′Kc . In other words it is
not directly committed to communicate with the environment.

We now show an operational correspondence result which states that the
intruder, as described above, accurately describes the behaviour of the envi-
ronment sensitive semantics expressed by axioms (A1) – (A4). The following
lemma shows that the intruder can synthesize all possible messages.

Lemma 6.4 For any proper intruder configuration I it holds that km(I) =

S(km(I)).

Proof. The inclusion km(I) ⊆ S(km(I)) follows from the definition of synthesis.
Let w ∈ S(km(I)). We will show that w ∈ km(I). Because of Remark 6.4 we
know that the set of compromised keys Kc (where n = |Kc|) can be computed by
analyzing of certain messages m1, . . . ,mn ∈ km(I). As these messages belong to
km(I) they can consequently be placed (in the given order) into the buffer B and
analyzed. This will update the current set of compromised keys remembered
by the intruder to the complete set Kc. Because of Proposition 6.1 we know
that w can be constructed by first placing a selected message into the buffer
and by removing all the compromised keys (by AKc ) and then by adding the
compromised keys in order to form w (by SKc ). The message w can then be
communicated to the environment E by OKc and hence w ∈ km(I). 2

The first theorem states that the intruder can mimic the behaviour of the
environment-sensitive semantics.

Theorem 6.3 (Completeness) Let C be a protocol configuration, let T ⊆ K∗,
and let I be a proper intruder configuration such that S(T) = km(I). If

(C, T) → (C ′, T ′)

then there exists w ∈ K∗
p and a transition sequence

(C||I) =⇒ ◦
w

−→ (C ′||I ′)

such that S(T ′) = km(I ′) and I ′ is a proper intruder configuration.
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Proof. The intruder’s strategy is clear. He listens to every message communi-
cated by the protocol and stores all such messages into the pool in order to be
able to synthesize the appropriate messages and communicate them back to the
protocol at some later stage.

First observe that there are four possible axioms (A1) – (A4) to perform
(C, T) → (C ′, T ′). In case of the axioms (A1) and (A2) we know that the
protocol configuration C receives a message w from S(T) and becomes C ′,
and that T ′ = T . Because w ∈ S(T) = km(I) we know that the intruder I can

perform I =⇒ I ′′ such that E||I ′′
w

−→ E ′||I ′ and hence also (C||I) =⇒ ◦
w

−→ (C ′||I ′).
Moreover, km(I ′) = km(I) as required because every message that appears in
the buffer B can be also copied to the pool P for a use later on. It is also easy
to see that I ′ is proper.

In case of the axioms (A3) and (A4) the protocol configuration C emits a
message w and becomes C ′, and T ′ = T ∪ {w}. In this case the intruder deposits
the content of the buffer into the pool (in case that it was not empty) and then

receives the message w from C. This means that (C||I) =⇒ ◦
w

−→ (C ′||I ′) and
moreover km(I ′) now contains the message w (obviously I ′ is proper). This
implies that S(T ′) = S(T ∪ {w}) = km(I ′) because of Lemma 6.4. 2

Conversely, the intruder cannot gain any extra knowledge than the one he
can construct by analysis and synthesis of the available messages.

Theorem 6.4 (Soundness) Let C be a protocol configuration, let T ⊆ K∗,
and let I be an intruder configuration such that km(I) ⊆ S(T). If for some
w ∈ K∗

p

(C||I) =⇒ ◦
w

−→ (C ′||I ′)

then there exists a transition

(C, T) → (C ′, T ′) or (C, T) → ◦ → (C ′, T ′)

such that km(I ′) ⊆ S(T ′).

Proof. There are two cases to distinguish. In the first case the intruder either
listens to the message w sent by C, or he outputs w for a communication
with the protocol C. This means that there is a corresponding transition also
in (C, T) → (C ′, T ′) and it is easy to verify that km(I ′) ⊆ S(T ′). In the
second case the intruder does not interfere with the communication in C (hence
km(I ′) = km(I)) and such a communication step is simulated by two steps
(C, T) → ◦ → (C ′, T ′) (in the environment sensitive semantics all messages
must pass through T). By the fact that S(T) ⊆ S(T ′), we can immediately see
that km(I ′) ⊆ S(T ′). 2

6.5 Replicative ping-pong protocols

In this section we shall define a replicative variant of our calculus for ping-pong
protocols. We will then show that this formalism is not Turing powerful because
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the reachability problem becomes decidable. This is to be put in contrast with
several results where replicative calculi are known to be capable of simulating
recursive ones (see e.g. [17] for the case of pi-calculus which implies also the
same result for spi-calculus, and [13, 18] for other examples). On the other
hand, a similar discrimination result as ours between recursion and replication
was recently proved for CCS [7].

Let us now define replicative ping-pong protocols. Let K be the set of en-
cryption keys as before. The set Conf of protocol configurations is given by the
following abstract syntax

C ::= 0 | v� .w� | v | w | !(v� .w�) | !(v) | !(w) | C||C

where 0 is the symbol for the empty configuration, v and w range over K∗, and
! is the bang operator (replication). As before, we shall introduce structural
congruence ≡, which is the smallest congruence over Conf such that

• (Conf, ||,0) is a commutative monoid

• ǫ||C ≡ C ≡ ǫ||C

• !(ǫ) ≡ 0 ≡ !(ǫ)

• !(C) ≡ C||!(C).

A labelled transition system determined by a configuration (where states are
configurations modulo ≡ and labels are non-empty messages as before) is de-
fined by the following SOS rules (recall the replicative axiom !(C) ≡ C||!(C) and
the fact that ‘||’ is commutative).

m ∈ K+

m||m||C
m

−→ C

m ∈ K+ m = vα

m||v� .w�||C
m

−→ wα||C

Example 6.3 An initial configuration C
def
= !(k) || !(k� . kk�) generates a la-

belled transition system in Figure 6.2 with infinitely many reachable configura-
tions (only a finite fragment is depicted). Observe that (unlike recursive proto-
cols) the number of parallel components can grow arbitrarily (e.g. the left-most
branch in the picture). The reason is that we allow prefixes of the form !(w)

which can unconditionally output new messages and that we have replicative
agents accepting these messages.

In case that the number of output prefixes for all reachable configurations is
bounded by some number n, the parallel components of the form !(v), !(w) and
!(v � .w�) can be replaced by n parallel occurrences of fresh process constants

P!(v), P!(w) and P!(v�.w�) respectively such that P!(v)
def
= v.P!(v), P!(w)

def
= w.P!(w)

and P!(v�.w�)
def
= v� .w�.P!(v�.w�), and hence it can be simulated by recursive

protocols.

We shall now show that the reachability problem for general replicative
ping-pong protocols is decidable. We reduce our problem to reachability of
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C
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Figure 6.2: Initial fragment of a labelled transition system for C
def
= !(k) || !(k�

. kk�)

weak process rewrite systems (wPRS) which was very recently proven to be
decidable [15].

Following the work of Mayr [16], let Const be a set of process constants. The
set E of process expressions over Const is defined by

E ::= ǫ | X | E.E | E||E

where ǫ is the symbol for empty expression, X ranges over Const, ‘.’ is the
operator of sequential composition and ‘||’ is the operator of parallel composition.
We identify processes up to structural congruence, which is the least congruence
such that ‘.’ is associative, ‘||’ is associative and commutative and ǫ is a unit for
‘.’ and ‘||’.

Let Q be a finite set of control-states and Act a set of actions. A state-
extended process rewrite system (sePRS) is a finite set ∆ of rewrite rules of the

form pE
a

−→ qF where p, q ∈ Q, a ∈ Act, and E, F ∈ E such that E 6= ǫ.

A given sePRS ∆ generates a labelled transition system T(∆) where states
are process expressions over Const modulo the structural congruence, the set of
actions is Act and the transition relation is given by the following SOS rules
(recall that ‘||’ is commutative).

(pE
a

−→ qF) ∈ ∆

pE
a

−→ qF

pE
a

−→ qE ′

p(E.F)
a

−→ q(E ′.F)

pE
a

−→ qE ′

p(E||F)
a

−→ q(E ′||F)

A sePRS ∆ is called a weak process rewrite system (wPRS) iff there is a

partial ordering ≤ on Q such that all rewrite rules pE
a

−→ qF from ∆ satisfy
that q ≤ p.

Theorem 6.5 ( [15]) The reachability problem for wPRS is decidable.
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Let us now consider an arbitrary configuration C in the calculus of replica-
tive ping-pong protocols. We shall construct a wPRS system ∆ which preserves
the reachability property.

The configuration C can be naturally written as C ≡ A||B||O where A con-
tains all parallel components of the form !(v� .w�), !(v) and !(w); B contains
all parallel components of the form v� .w� and v; and O contains all out-
put prefixes of the form w. Here we assume that the rules of the structural
congruence ≡ are applied as long as possible in order to minimize the size of
the configuration C (such assumptions are implicit also later on). Observe now
that any configuration C ′ ≡ A||B ′||O ′ reachable from C contains exactly the
same part A and every parallel component from B ′ is also in B.

The intuition of the reduction is that A does not have to be remembered
as all parallel components from A are always available, B will be stored in
control-states of the wPRS (note that there are only finitely many different
components in B ′ for all reachable configurations of the form A||B ′||O ′) and the
parallel components from O will be stored as a parallel composition of stacks
in the wPRS system.

Let C ≡ A||B||O be the initial configuration. Formally, the wPRS rules ∆

where Const
def
= K ∪ {Z,X} (Z is a special symbol for the bottom of a stack, X

is a process constant for creating more parallel components) and where Q
def
=

{pB′
| ∃B ′′ s.t. B ≡ B ′||B ′′} are defined as follows.

1. pB′

X −→ pB′

(X||w.Z) B ′ ⊆ B and !(w) ∈ A

2. pB′

w.Z −→ pB′

B ′ ⊆ B and !(w) ∈ A

3. pB′
Z −→ pB′

B ′ ⊆ B

4. pB′
v.Z −→ pB′

B ′ ⊆ B and !(v) ∈ A

5. pB′
v −→ pB′

w B ′ ⊆ B and !(v� .w�) ∈ A

6. pB′
v.Z −→ pB′′

B ′ ⊆ B and B ′ ≡ B ′′||v

7. pB′
v −→ pB′′

w B ′ ⊆ B and B ′ ≡ B ′′||v� .w�

In the definitions above, whenever we have w ∈ K∗, we use the word w also
in the wPRS rules in the meaning that it represents a sequential composition of
process constants contained in w, i.e., if w = a1a2 · · ·an then w in the wPRS
rules stands for the sequential composition a1.a2. . . . .an. Moreover B ′ ⊆ B

means that there is some B ′′ such that B ≡ B ′||B ′′ and x ∈ A means that the
expression x is a parallel component in A. All actions are omitted as they are
irrelevant for the reachability question.

Rules 1. – 3. correspond to the structural congruence ≡. As !(w) ≡ w||!(w)

rule 1. enables us to create a new parallel component w whenever !(w) ∈ A

and by rule 2. such a component can always be deleted. Rule 3. corresponds
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to the fact that ǫ||C ≡ C. (Recall that we assume that C does not contain any
component of the form !(ǫ) or !(ǫ).)

Rules 4. – 7. are computational rules: in rules 4. and 5. we allow the
reception of messages by the components in A and the control-state does not
change in this case; in rules 6. and 7. we do the same for components in B ′

(the current remaining part of B) and whenever such a component is used, we
remove it from B ′ by changing the control-state to pB′′

.

Let us assume the initial configuration C ≡ A||B||O as above such that O ≡
w1||w2|| · · · ||wn. The initial configuration of the wPRS system ∆ is then

pB(X||w1.Z||w2.Z|| · · · ||wn.Z).

It is easy to see that every rewriting step in ∆ corresponds either to a single
computational step in the replicative ping-pong protocol or to an application of
some congruence rule. On the other hand, any communication in the protocol
can be directly simulated in ∆.

Hence we can make the following observation (while assuming that O ′ ≡
w ′

1||w
′
2|| · · · ||w

′
n′).

Lemma 6.5 It holds that

A||B||O −→∗ A||B ′||O ′

if and only if

pB(X||w1.Z||w2.Z|| · · · ||wn.Z) −→∗ pB′

(X||w ′
1.Z||w ′

2.Z|| · · · ||w ′
n′ .Z).

Theorem 6.6 The reachability problem for replicative ping-pong protocols is
decidable.

Proof. By Lemma 6.5 we reduced the problem to the reachability question for
wPRS (observe that pB′

≥ pB′′
iff B ′′ ⊆ B ′ is the natural ordering on control-

states of the wPRS demonstrating that the control-state unit has a monotone
behaviour). The decidability result then follows from Theorem 6.5. 2

6.6 Conclusion

We have seen that ping-pong protocols extended with recursive definitions have
full Turing power. This is the case even in the absence of nondeterministic
choice operator ‘+’. A result like this implies that any reasonable property for
all richer calculi cannot be automatically verified.

We also presented an explicit description of the active intruder in the syntax
of recursive ping-pong protocols. The presented encoding gives an exponential
blow-up in the size of the protocol. However, it is in fact not necessary and for
a given protocol an active intruder of polynomial size can be constructed (it
is enough to store the set of compromised keys in an extra buffer). We have
decided to present the construction which is exponentially larger for clarity
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reasons. Nevertheless the polynomial modification of the analysis and synthe-
sis part using the extra buffer can be easily implemented – it only becomes
technically more tedious.

Finally, we showed that reachability analysis for a replicative variant of the
protocol becomes feasible. Our proof uses very recent results from process alge-
bra [15] and can be compared to the work of Amadio, Lugiez and Vanackère [4]
which establishes the decidability of reachability for a similar replicative pro-
tocol capable of ping-pong behaviour. Their approach uses a notion of a pool
of messages explicitly modelled in the semantics and reduces the question to a
decidable problem of reachability for prefix rewriting. In our approach we allow
spontaneous generation of new messages which is not possible in their calcu-
lus. Moreover, we can distinguish between replicated and once-only behaviours
(unlike in [4] where all processes have to be replicated).

Last but not least we hope that our approach can be possibly extended to
include other operations as the decidability result for replicative protocols uses
only a limited power of wPRS (only a parallel composition of stacks). Hence
there is a place for further extensions of the protocol syntax while preserving a
decidable calculus (e.g. messages of the form k1(k2op k3)k4 for some extra com-
position operation op on keys can be easily stored in wPRS as k1.(k2||k3).k4).
Such a study is left for future research.

Other open problems include decidability of bisimilarity for replicative ping-
pong protocols and the question to determine general conditions that guarantee
equi-expressiveness of recursion and replication (see e.g. [13,17,18]).
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